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PCF v2.0 Feature Highlights

This topic highlights important new features included in Pivotal Cloud Foundry (PCF) v2.0.

Note: Elastic Runtime has been renamed Pivotal Application Service.

Ops Manager Highlights

Ops Manager v2.0 includes the following major features:

RBAC Support

Ops Manager v2.0 introduces support for role-based access control (RBAC).

Assign roles to other operators

Ops Manager Administrator o
P g Change the authentication method

Full Control Restricted Control

Make configuration changes Make configuration changes

Click Apply Changes in Ops Click Apply Changes in Ops
Manager Manager

Full View Restricted View

View credentials in the View configuration
Credentials tab settings

View credentials using
the Ops Manager API

View configuration
settings

You can assign the following roles to determine which operators in your organization make deployment changes, view credentials, and manage user roles
in Ops Manager:

e Ops Manager Administrator: Full control over all Ops Manager configuration and settings, including assigning user roles and managing authentication
e Full Control: Write access to Ops Manager, including credentials

e Restricted Control: Write access to Ops Manager with no access to credentials

e Full View: Read-only access to Ops Manager Ul and APl endpoints, including credentials

e Restricted View: Read-only access to Ops Manager Ul and APl endpoints with no access to credentials

See Configuring Role-Based Access Control (RBAC) in Ops Manager for more information.

Custom Login Banner

In Ops Manager v2.0, operators can set a custom banner that every user sees when they log in to the Ops Manager BOSH Director. To set the banner, edit
the Custom SSH Banner field in the Director Config page of the Ops Manager tile.
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For more information, see the Ops Manager Director installation topic for your laaS.

Azure Stack Support (Beta)

Operators can deploy Ops Manager v2.0 to Microsoft Azure in their own local datacenter using Azure Stack.

See Deploying BOSH and Ops Manager to Azure Manually for more information.

BOSH System Metrics Available in Loggregator Firehose

PCF now forwards BOSH health metrics generated for all VMs in a deployment to the Loggregator Firehose by default. For more information about this
feature and its implementation, see the BOSH System Metrics Forwarder section in the Overview of the Loggregator System.

BOSH CLI Renamed

Similar to previous Ops Manager versions, the Ops Manager VM includes both versions of the BOSH CLI. In Ops Manager v2.0, both versions of the BOSH CLI
have been renamed.

If you used BOSH CLI v2 in earlier versions of Ops Manager, you ran commands using bosh2 . In Ops Manager v2.0, run the same commands using bosh .
For example, see the following table to compare the changes to the bosh vms command:

BOSH CLI Version PCFv1.12 PCFv2.0
BOSH CLIv1 bosh vms bosh-old vms
BOSH CLI v2 bosh2 -e MY-ENV vms bosh -e MY-ENV vms

Many BOSH CLI vl commands are incompatible with the BOSH Director. Pivotal recommends using BOSH CLI v2 commands for compatibility with future
versions of PCF.

VMware NSX-T Networking Support

Ops Manager v2.0 adds support for VMware NSX-T networking. NSX is a networking solution for VMware that provides a firewall, load balancing, and
NAT/SNAT services for PCF. NSX-T is intended to work across multiple clouds and provide networking for container platforms. Previous versions of Ops
Manager supported NSX-V.

When you upgrade from a previous version of Ops Manager with NSX networking enabled, Ops Manager defaults to NSX-V. The NSX-T integration is only
for fresh installs of PCF. You can enable NSX-T networking by selecting NSX-T in the new NSX Mode dropdown menu of the vCenter Config pane.

For more information, see Configuring Ops Manager on vSphere.

Operators can additionally use the NSX Manager to configure policies for PCF applications. For more information, see NSX-T Container Plug-in for
Kubernetes and Cloud Foundry - Installation and Administration Guide &.

Note: You must have NSX-T v2.1 installed to use this integration.
Note: The IPSec add-on is not supported with NSX-T.

€S Breaking Change: If you opt out of the BOSH DNS feature 7, your PCF deployment cannot support NSX-T networking.

Add Custom Encryption Key to AWS Installation

For Ops Manager for AWS, operators can specify a custom Key Management Service (KMS) encryption key to encrypt all the Elastic Block Store (EBS)
volumes in AWS. For more information, see Configuring Amazon EBS Encryption.
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Pivotal Application Service (PAS) Highlights

Pivotal Application Service (PAS) is the new name for Elastic Runtime.

VMware NSX-T Networking Support

PAS v2.0 adds support for VMware NSX-T networking. NSX is a networking solution for VMware that provides a firewall, load balancing, and NAT/SNAT
services for PCF. NSX-T is intended to work across multiple clouds and provide networking for container platforms. Previous versions of PAS supported
NSX-V networking.

To use NSX-T networking, you must install the NSX-T tile.

WARNING: The NSX-T integration is only for fresh installs of PCF. You cannot upgrade an existing deployment to use NSX-T, and there is no
upgrade path from NSX-V to NSX-T.

To enable NSX-T networking for your PCF installation, do the following:

1. Inthe Ops Manager Director tile > vCenter Config pane, select NSX-T from the NSX Mode drop-down menu. For more information, see Step 2:
vCenter Config Page in the Configuring Ops Manager on vSphere topic.

2. Import and configure the NSX-T tile 2, but do not click Apply Changes. You must install the NSX-T tile after you install the Ops Manager Director
tile. You must install the NSX-T tile before you install the PAS tile.

3. Inthe PAS tile > Networking pane, under Container Network Plugin Interface, select External.
4. Click Apply Changes after installing and configuring the NSX-T and PAS tiles.

Operators can additionally use the NSX Manager to configure policies for PCF applications. For more information, see NSX-T Container Plug-in for
Kubernetes and Cloud Foundry - Installation and Administration Guide &.

Note: You must have NSX-T v2.1 installed to use this integration.
Note: The IPSec add-on is not supported with NSX-T.

€S Breaking Change: If you opt out of the BOSH DNS feature 7, your PCF deployment cannot support NSX-T networking.

Secure Service Instance Credentials

The PAS tile now includes its own CredHub VM to support the secure storage of service instance credentials. Previously, PCF could only use the Cloud
Controller database for storing these credentials.

Release-Level Backup and Restore

PAS v2.0 includes support for release-level backup and restore. BOSH Backup and Restore (BBR) & now backs up each PAS component using scripts
specific to the component. This new flow ensures services stop using the component database before it is backed up and improves the correctness of the
backup. The steps to backup and restore with BBR are unchanged. For more information about component and service availability during backup, see
PAS Component Availability During Backup

Colocated Errands on Instance VMs

The PAS tile no longer includes individual errand VMs. Instead, the errand jobs are colocated on other VMs in the deployment. Colocated errands run
faster than traditional errands and use fewer resources, including disk and IP space. These errands are now set to always run by default.

Apps Manager Highlights

© Copyright Pivotal Software Inc, 2013-2018 12 2.0


https://network.pivotal.io/products/vmware-nsx-t
https://docs.vmware.com/en/VMware-NSX-T/2.1/nsxt_21_ncp_kubernetes.pdf
https://docs.pivotal.io/pcf-release-notes/opsmanager-rn.html#bosh-dns
https://docs.pivotal.io/pivotalcf/2-0/customizing/backup-restore/

[Pivotal

Option to Enable Metrics Forwarder on Apps Manager

Apps Manager includes a new option to bind the Metrics Forwarder service to an application. To bind the Metrics Forwarder service to an application, open

Services and click Add a Service.

Option to Enable PCF Scheduler on Apps Manager

Apps Manager includes a new option to bind the PCF Scheduler service to an application. To bind the PCF Scheduler service to an application, open

Services and click Add a Service.

Option to Enable App Autoscaler on Apps Manager

Apps Manager includes a new option to bind the App Autoscaler service to an application. To bind the App Autoscaler service to an application, open
Services and click Add a Service. To access the configuration panel for App Autoscaler, click Manage.

Mappings Endpoint Integrated in Apps Manager

Apps Manager now integrates the Spring Boot Actuator /mappings endpoint. This endpoint displays the endpoints an app serves and other related details.

For more information, see Using Actuators.

PCF Isolation Segment Highlights

VMware NSX-T Networking Support

PCF Isolation Segment v2.0 adds support for VMware NSX-T networking. NSX is a networking solution for VMware that provides a firewall, load balancing,
and NAT/SNAT services for PCF. NSX-T is intended to work across multiple clouds and provide networking for container platforms. Previous versions of
PCF Isolation Segment supported NSX-V networking.

To use NSX-T networking, you must install the NSX-T tile.

WARNING: The NSX-T integration is only for fresh installs of PCF. You cannot upgrade an existing deployment to use NSX-T, and there is no
upgrade path from NSX-V to NSX-T.

To enable NSX-T networking for your PCF installation, do the following:

1. Inthe Ops Manager Director tile > vCenter Config pane, select NSX-T from the NSX Mode drop-down menu. For more information, see Step 2:
vCenter Config Page in the Configuring Ops Manager on vSphere topic.

2. Install the NSX-T tile.

o You mustinstall the NSX-T tile after you install or upgrade the Ops Manager Director tile.
o You mustinstall the NSX-T tile before you install or upgrade the PAS tile.

3. Inthe PCF Isolation Segment tile > Networking pane, under Container Network Plugin Interface, select External.

Operators can additionally use the NSX Manager to configure policies for PCF applications. For more information, see NSX-T Container Plug-in for
Kubernetes and Cloud Foundry - Installation and Administration Guide &.

Note: You must have NSX-T v2.1 installed to use this integration.
Note: The IPSec add-on is not supported with NSX-T.

€S Breaking Change: If you opt out of the BOSH DNS feature 7, your PCF deployment cannot support NSX-T networking.
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Gorouter and HAProxy Support Multiple Certificates

You can now add more than one certificate for the Gorouter and HAProxy in the Networking configuration pane. This improves security and removes the
need to reissue the existing certificate when you want to add TLS support for custom domains. The Gorouter and HAProxy use SNI to determine the
correct certificate to present in a TLS handshake. For more information, see the Multiple Certificates section of Securing Traffic into Cloud Foundry.

Services Highlights

PCF Healthwatch v1.1

PCF v2.0 introduces PCF Healthwatch, a service for monitoring the current health, performance, and capacity of PCF. To help operators understand the
operational state of their PCF deployment, PCF Healthwatch does the following:

e Stores and visualizes metrics from core PCF components, including BOSH-reported VM metrics. The 1.1 version of the service covers the recommended
Key Performance Indicators and Key Scaling Indicators for PCF v2.0.

e Executes health checks as continuous validation tests and creates super metrics. For more information about the super metrics created by PCF
Healthwatch, see PCF Healthwatch Metrics (. The service stores, displays, and forwards this data into the Loggregator Firehose for external
consumption by existing customer solutions.

For more information, see the PCF Healthwatch documentation .

Spring Cloud Services v1.5

Configurable data services allow you more control over where Spring Cloud Services (SCS) data resides. SCS now allows you to configure a service name
and plan for creating a service broker MySQL database and RabbitMQ queues.

Configured server backend enhancements add support for pattern and searchPaths to Git backend properties.

The SCS service broker stores service instance credentials in CredHub. Client applications with updated SCS Connectors automatically resolve credentials
stored in CredHub.

Spring Cloud Edgware builds on Spring Boot v1.5.x.

MySQL for PCF v2.2

MySQL for PCF v2.2 now offers the ability to create leader-follower, multi-AZ instances. Operators can monitor leader-follower instances with replication
metrics.

Developers can configure MySQL for read/write/mixed workloads.
Developers can customize MySQL usernames in service bindings and service keys.

Developers and operators can create read-only access credentials.

RabbitMQ for PCF v1.11

RabbitMQ for PCF v1.11 is compatible with PCF v2.0.

Five configurable on-demand plans in the RabbitMQ tile enable operators to create customized plans to match developer demands.

Redis for PCFv1.11

Redis for PCF v1.11 is compatible with PCF v2.0 while taking advantage of the newest BOSH and Ops Manager features.
The Redis for PCF tile now uses SHA2 checksums for all releases.

Users that require backups can use the Redis for PCF On-Demand service.
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Pivotal Cloud Foundry Release Notes

Pivotal Cloud Foundry is certified by the Cloud Foundry Foundation for 2018.

Read more about the certified provider program & and the requirements of providers .

This topic provides links to the release notes for Pivotal Cloud Foundry (PCF). Release notes include new features, breaking changes, bug fixes, and known

issues.

To find release notes for PCF services, navigate to the documentation for the desired service from Pivotal Documentation .

PCF Release Notes

e PCFv2.0 Breaking Changes

e PCF Ops Manager v2.0 Release Notes

PCF Runtime Release Notes

e Pivotal Application Service v2.0 Release Notes
e PAS for Windows 2012R2 v2.0 Release Notes
e PCFIsolation Segment v2.0 Release Notes

e Pivotal Container Service (PKS) v1.1 Release Notes

Stemcell Release Notes

Stemcell Release Notes
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PCF v2.0 Breaking Changes

This topic describes the breaking changes you need to be aware of when upgrading to Pivotal Cloud Foundry (PCF) v2.0. For more information about
important preparation steps you must follow before beginning an upgrade, see Upgrading Pivotal Cloud Foundry.

Pivotal Application Service (PAS)

Temporary Downtime Due to Connection Failure between HAProxy and Gorouter

PCF v2.0 introduces mutual TLS authentication between HAProxy and the Gorouter. During upgrade to v2.0, the HAProxy component upgrades before the
Gorouter, and in the few minutes between when HAProxy upgrades and the Gorouter upgrades, the two components cannot communicate. This is
because the Gorouter cannot yet validate the client certificate sent by HAProxy, causing a TLS handshake failure. If you are using HAProxy, this may cause
temporary outage for PCF apps, but in the situations described below, you can avoid downtime with the following upgrade procedure:

1. Change the Router behavior for Client Certificate Validation setting to Router does not request client certificates...
2. Upgrade (Apply Changes).
3. Change your Router behavior... setting back to its previous setting.
4. Upgrade again to restore previous router setting.
The above procedure avoids downtime under the following conditions:

e Your Configure support for the X-Forwarded-Client-Cert headersetting is TLS terminated for the first time at infrastructure load balancerand your
Router behavior... setting is Router requests... or Router requires... client certificates.

e Your Configure support for the X-Forwarded-Client-Cert headersetting is either TLS terminated for the first time at HAProxy or TLS terminated for
the first time at the Router, and you do not forward certificates to client apps (because no apps on the platform require mTLS).

If your Configure support for the X-Forwarded-Client-Cert headersetting is TLS terminated for the first time at HAProxy and you forward certificates to
client apps because they require mTLS, there is currently no path for a zero downtime upgrade. Pivotal is working on a patch to enable one.

If you still want to upgrade to PCF v2.0 and can allow a few minutes of downtime, you can follow the procedure above. Apps that use the XFCC header
become inaccessible until the second upgrade step.

SSO Tile Requires Upgrade

If you have the Single Sign-On (SSO) tile installed and you are upgrading to PCF v2.0, you must upgrade the SSO tile to v1.5.3 and configure the Apps
Manager errand before installing PCF v2.0. To properly prepare for upgrading to PCF 2.0 with the SSO tile, see Upgrade SSO Service Tile resource instance
between PCF 1.12 and PCF 2.0 'in the Pivotal Knowledge Base.

WARNING: You must upgrade PCF Operations Manager (Ops Manager) before upgrading PAS (formerly Pivotal Elastic Runtime). Ops Manager v2.0
is required when upgrading from Elastic Runtime v1.12 to a PCF PAS v2.0 deployment that has the SSO v1.5.3 tile installed.

Internal Pivotal Application Service Credentials

Several internal credentials that PAS uses for inter-component communication are now generated and stored in BOSH CredHub instead of Ops Manager.
If you want to access these credentials, you must use the CredHub CLI or the Ops Manager APl instead of accessing the Credentials tab of the PAS tile.

For a list of the credentials migrated to BOSH CredHub, see theMigration of Internal Credentials to BOSH CredHub section of the Pivotal Application
Service v2.0 Release Notes topic.

If you opt out of the BOSH DNS feature, your PCF deployment cannot support Secure Service Instance Credentials feature.

Upgrading with SAML and SHAL1 as the Signature Algorithm
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PAS does not support SHAL to sign outbound SAML requests.

If you use SHA1 with PCF v1.12, PAS automatically migrates your SAML signature algorithm to SHA256. If you are using SAML in PCF v1.12 through Elastic
Runtime or the SSO tile and if your Identity Provider validates the signature of the SAML authentication request, see SHA Signature Support for SAML
requests in PAS tile in PCF 2.0 Z'in the Pivotal Knowledge Base.

Upgrading from Earlier Versions of Elastic Runtime

You must upgrade first to a version of Elastic Runtime v1.12 to successfully upgrade to PAS v2.0.

If you are upgrading from a PCF deployment that at one point included Elastic Runtime v1.7.16 or earlier, you must perform the remedial steps outlined in
App Usage Data and Events Data Become Corrupted After Upgrade or Install @ before proceeding with this upgrade. If you fail to perform the remedial
steps for this issue, this upgrade process may corrupt your existing usage data.

Some Upgrades Require VM Re-Creation

Due to an update to garden-runc-release , Pivotal recommends that you re-create all VMs when you upgrade from the following older versions to current
versions of PAS and PCF Isolation Segment (IST) and you do not also update your stemcell:

e PAS, Small Footprint Runtime, and Elastic Runtime:

o v2.0.0-v2.0.6

o v1.12.0-v1.12.15
o v1.11.0-v1.11.27
o v1.10.x,1.9.x, 1.8.x

e PCF Isolation Segment:

o v2.0.0-v2.0.5

o v1.12.0-v1.12.14
o v1.11.0-v1.11.25
o v1.10.x

VMs re-create automatically when you update your stemcell. Otherwise, you can re-create all VMs for both PAS and IST by enabling theRecreate All VMs
checkbox on the Director Config pane in the PAS tile.

Configuring Router Behavior for Client Certificates while Deploying PAS

For some deployment configurations, you must configure how PCF handles x-forwarded-client-cert (XFCC) HTTP headers based on where TLS is
terminated for the first time in your deployment. In the Router behavior for Client Certificates field, you cannot select the Router does not request
client certificates option.

Read-only Volume Mounts

We back-ported a fix from NFS 1.3.1 to NFS 1.2.1 for an incompatibility between our NFS Volume release and Diego’s container runtime, garden. But,
because the fix was in the NFS Service Broker, and service bindings created by old versions of this broker won’t get migrated during upgrade, existing NFS
service bindings that specify read-only mounts will still exhibit the incompatibility.

As a result, customers upgrading from versions containing nfs-volume-release < 1.2.1 that have NFS services bound read-only to their applications will see
that their applications crash after upgrade.

To fix this condition, customers should unbind the service, rebind it, and then restage the application.

Alternately, customers wishing to avoid application down time can temporarily re-bind their applications as read/write before upgrading, and then swtich
to read-only afterwards.

Diego Cell Garden Healthcheck Fails and Becomes Unhealthy

You may observe the following error in the Diego Cell Garden logs:
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cfnetworking: cni up failed: add network list failed: initialize net out: creating chain: iptables call: running [/var/vcap/packages/iptables/sbin/iptables -t filter -N netout--executor-healthcheck --wait]: exit status 1: if

This is a symptom of a failed Diego healthcheck, which can cause the Diego cell to become unhealthy. If you encounter this error, see the following Pivotal
Knowledge Base article to understand and resolve the issue: Diego Cell Garden healthcheck fails and becomes unhealthy .

Ops Manager

BOSH CLI Renamed

Similar to previous Ops Manager versions, the Ops Manager virtual machine includes both versions of the BOSH CLI. In Ops Manager v2.0, both versions of
the BOSH CLI have been renamed.

If you used BOSH CLI v2 in earlier versions of Ops Manager, you ran commands using bosh2 . In Ops Manager v2.0.0, run the same commands using bosh .
For example, see the following table to compare the changes to the bosh vms command:

BOSH CLI Version PCFv1.12 PCFv2.0
BOSH CLIv1 bosh vms bosh-old vms
BOSH CLI v2 bosh2 -e MY-ENV vms bosh -e MY-ENV vms

Many BOSH CLI vl commands are incompatible with the BOSH Director. Pivotal recommends using BOSH CLI v2 commands for compatibility with future
versions of PCF.

Missing Stemcell Causes Failure to Deploy

In PCF v1.12 and earlier, the BOSH Director may delete stemcells required by errands. This causes upgrades from these versions to fail with

Error: Stemcell doesn't . To prevent this error, do the following before you click Apply changes in Ops Manager to upgrade:
exist

1. Download a current stemcell from Pivotal Network .
2. Upload the stemcell in the Stemcell pane of a given product. You can also manually run bosh upload-stemeell  \yith the BOSH CLI.
See the Pivotal Knowledge Base article Deploy fails with Error: Stemcell doesn’t exist 7 for details.

This known issue has been fixed in Ops Manager v2.0 and later, but it affects upgrades from v1.12 to v2.0.

Disabling BOSH DNS for Ops Manager Director

Do not disable BOSH DNS without consulting Pivotal Support.

For more information about disabling BOSH DNS, see Disabling or Opting Out of BOSH DNS in PCF Z'in the Pivotal Knowledge Base.

current_record Property

The current_record property is now reserved. You can no longer create a new property named current_record in a collection record.

Azure Stack Support is in Beta for Ops Manager

Operators can deploy Ops Manager v2.0 to Microsoft Azure in their own local datacenter using Azure Stack. Azure Stack support is in betafor Ops
Manager v2.0 and should not be used in production.

Using Azure Stack in production deployments may result in unpredictable behavior.
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PCF Isolation Segment

Configuring Router Behavior for Client Certificates While Installing PCF Isolation Segment

For some deployment configurations, you must configure how PCF handles x-forwarded-client-cert (XFCC) HTTP headers based on where TLS is
terminated for the first time in your deployment. In the Router behavior for Client Certificates field, you cannot select the Router does not request
client certificates option.
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Pivotal Application Service v2.0 Release Notes

Pivotal Cloud Foundry is certified by the Cloud Foundry Foundation for 2018.

Read more about the certified provider program & and the requirements of providers .

Note: Elastic Runtime has been renamed Pivotal Application Service.

Releases

NOTE: If you have versions of PAS and IST prior to 2.0.15 installed, you will have to update them together when upgrading to 2.0.15+

2.0.24

e [Security Fix] Bump UAA for CVEs

e [Bug Fix] Fix issue with Autoscaler would not function properly when using AWS RDS
e Bump ubuntu-trusty stemcell to version 3468.78

e Bump cf-autoscaling to version 104.5

e Bump cf-smoke-tests to version 40.0.10

e Bump cflinuxfs2 to version 1.245.0

e Bump go-offline-buildpack-Its to version 1.8.28

e Bump java-offline-buildpack-Its to version 4.16.1

e Bump ruby-offline-buildpack-Its to version 1.7.24

e Bump uaato version 52.12

Component Version
ubuntu-trusty stemcell 3468.78
backup-and-restore-sdk 1.2.1
binary-offline-buildpack-Its 1.0.27
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.37
cf-autoscaling 104.5
cf-backup-and-restore 0.0.10
cf-cli 1.5.0
cf-mysql 36.11.0
cf-networking 1.8.5
cf-smoke-tests 40.0.10
cf-syslog-drain 2
cflinuxfs2 1.245.0
consul 195
credhub 1.6.10
diego 1.32.7
dotnet-core-offline-buildpack-Its 2.15
garden-runc 1.13.3
go-offline-buildpack-Its 1.8.28
haproxy 8.4.2
java-offline-buildpack-Its 4.16.1
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Gompgnent Version
mysql-backup 2.8.0
mysql-monitoring 8.20.0
nats 24
nfs-volume 123
nodejs-offline-buildpack-Its 1.6.32
notifications-ui 33
notifications 44
php-offline-buildpack-Its 4.3.61
pivotal-account 1.8.8
push-apps-manager-release 663.0.30
push-usage-service-release 664.0.17
python-offline-buildpack-Its 1.6.21
routing 0.168.12
ruby-offline-buildpack-Its 1.7.24
service-backup 18.1.5
staticfile-offline-buildpack-Its 1.4.32
statsd-injector 1.0.30
syslog-migration 10.0.2
uaa 52.12
2.0.23

e [Bug Fix] space and org managers can now view app logs in apps manager

e [Bug Fix] Fix unsafe logic in NFS unmount and drain code that may lead to deletion of files on remote NFS shares.

e [Bug Fix] Fix issue where the PAS tile could be incorrectly downloaded when upgrading SF-PAS via PivNet

e Bump binary-offline-buildpack-Its to version 1.0.27

e Bump cf-cli to version 1.5.0

e Bump cf-smoke-tests to version 40.0.9

e Bump cflinuxfs2 to version 1.238.0

e Bump dotnet-core-offline-buildpack-lts to version 2.1.5

e Bump go-offline-buildpack-Its to version 1.8.27

e Bump java-offline-buildpack-lts to version 4.15.1

e Bump mysql-backup to version 2.8.0

e Bump nfs-volume to version 123

e Bump nodejs-offline-buildpack-Its to version 1.6.32

e Bump php-offline-buildpack-Its to version 4.3.61

e Bump push-apps-manager-release to version 663.0.30

e Bump python-offline-buildpack-Its to version 1.6.21

e Bump ruby-offline-buildpack-lts to version 1.7.23

e Bump staticfile-offline-buildpack-lts to version 1.4.32

e Bump stemcell ubuntu-trusty to version 3468.71
component version
stemcell 3468.71
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.27
bosh-dns-aliases 0.0.1

\* Components marked with an asterisk have been patched to resolve securitv vulnerabilities or fix component behavia
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EemparAtTmetrics-forwarder Odibn
capt 14437
cf-autoscaling 104.3
cf-backup-and-restore 0.0.10
cf-cli 1.5.0
cf-mysql 36.10.0
cf-networking 1.8.5
cf-smoke-tests 40.0.9
cf-syslog-drain 2
cflinuxfs2 1.238.0
consul 195
credhub 1.6.10
diego 1.32.7
dotnet-core-offline-buildpack 2.15
garden-runc 1.13.3
go-offline-buildpack 1.8.27
haproxy 8.4.2
java-offline-buildpack 4.15.1
loggregator 99.3
mysql-backup 2.8.0
mysql-monitoring 8.20.0
nats 24
nfs-volume 1.2.3
nodejs-offline-buildpack 1.6.32
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.61
pivotal-account 1.8.8
push-apps-manager-release 663.0.30
push-usage-service-release 664.0.17
python-offline-buildpack 1.6.21
routing 0.168.12
ruby-offline-buildpack 1.7.23
service-backup 18.1.5
staticfile-offline-buildpack 1.4.32
statsd-injector 1.0.30
syslog-migration 10.0.2
uaa 52.10
\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.22

e [Security Fix] Prevent app developers from registering an NFS service broker that issues service bindings with uid and gid specified when LDAP is
enabled

e [Feature Improvement] Enable capturing goroutine dumps from Diego components for troubleshooting
e [Feature Improvement] Allow operators to configure poll interval for Apps Manager

e [Feature Improvement] Operators can override connection timeout values for the cloud controller database to prevent downtime when MySQL proxy
VMs are recreated

e [Bug Fix] Fix issue where the SF-PAS tile could be incorrectly downloaded when upgrading PAS via PivNet
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e [Bug Fix] Improve performance to reduce chance of failed database migrations during upgrades of usage service
e [Bug Fix] Fix issue in volume services that can cause application data loss when applications using the NFS volume service are scaled up or down
e [Bug Fix] Fixes and improvements for Apps Manager
o When creating a space as admin, make the admin a member of the corresponding organization
o Improved the display of service plan costs when costs are not integers as expected
o When deleting an app, wait for the associated job to complete before closing the modal
e Bump diego to version 1.32.7
e Bump push-apps-manager-release to version 663.0.29
e Bump push-usage-service-release to version 664.0.17

e Bump stemcell ubuntu-trusty to version 3468.69

component version
stemcell 3468.69
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.21
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.37
cf-autoscaling 104.3
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.5
cf-smoke-tests 40.0.8
cf-syslog-drain 2
cflinuxfs2 1.235.0
consul 195
credhub 1.6.10
diego 1.32.7
dotnet-core-offline-buildpack 2.13
garden-runc 1.13.3
go-offline-buildpack 1.8.25
haproxy 8.4.2
java-offline-buildpack 4.13.1
loggregator 99.3
mysql-backup 2.1.0
mysql-monitoring 8.20.0
nats 24
nfs-volume 1.2.1
nodejs-offline-buildpack 1.6.28
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.57
pivotal-account 1.8.8
push-apps-manager-release 663.0.29
push-usage-service-release 664.0.17
python-offline-buildpack 1.6.18
routing 0.168.12
ruby-offline-buildpack 1.7.21
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emmigeakup V8rkigon
staticfile-offline-buildpack 1.4.29
statsd-injector 1.0.30
syslog-migration 10.0.2
uaa 52.10

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.21

e [Security Fix] Bump usage service for CVE-2018-11086
e [Security Fix] Bump apps manager for CVE-2018-11088

o Fix crash on service page when bound app is deleted
o Fix crash on space page, routes tab

e [Bug Fix] Prune router backends when they return a 502 and do not retry for 30 seconds

e [Bug Fix] Prevent requests from timing out by setting Router Timeout to Backends per request instead of per connection

e Bump cf-smoke-tests to version 40.0.8

e Bump cflinuxfs2 to version 1.235.0

e Bump push-apps-manager-release to version 663.0.28
e Bump push-usage-service-release to version 664.0.16
e Bump routing to version 0.168.12

e Bump stemcell ubuntu-trusty to version 3468.67

component version
stemcell 3468.67
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.21
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.37
cf-autoscaling 104.3
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.5
cf-smoke-tests 40.0.8
cf-syslog-drain 2
cflinuxfs2 1.235.0
consul 195
credhub 1.6.10
diego 1.32.5
dotnet-core-offline-buildpack 2.13
garden-runc 1.13.3
go-offline-buildpack 1.8.25
haproxy 8.4.2
java-offline-buildpack 4.13.1
loggregator 99.3
mysql-backup 2.1.0
mysql-monitoring 8.20.0
nats 24

\* Cnmnnnentc marked with an nsterick have heen natched ta recnlve <eciiritv viilnerahilities or fix comnnnent hehavi
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BEm oMt Veldion
nodejs-offline-buildpack 1.6.28
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.57
pivotal-account 1.8.8
push-apps-manager-release 663.0.28
push-usage-service-release 664.0.16
python-offline-buildpack 1.6.18
routing 0.168.12
ruby-offline-buildpack 1.7.21
service-backup 18.1.5
staticfile-offline-buildpack 1.4.29
statsd-injector 1.0.30
syslog-migration 10.0.2
uaa 52.10

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.20

e [Bug Fix] Apps manager: Fix crash on app page overview tab when spring health endpoint returns an array of objects instead of an array of strings

e Bump cf-smoke-tests to version 40.0.6

e Bump cflinuxfs2 to version 1.228.0

e Bump push-apps-manager-release to version 663.0.25
e Bump routing to version 0.168.9

e Bump stemcell to version 3468.55
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component version
stemcell 3468.55
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.21
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.37
cf-autoscaling 104.3
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.5
cf-smoke-tests 40.0.6
cf-syslog-drain 2
cflinuxfs2 1.228.0
consul 195
credhub 1.6.10
diego 1.32.5
dotnet-core-offline-buildpack 2.1.3
garden-runc 1.13.3
go-offline-buildpack 1.8.25
haproxy 8.4.2
Jd\Goofflomesitdpddad with an asterisk have been patched to resolve security vulnerabilities or fix component behavigra.13.1
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mysql-backup 2.1.0
mysql-monitoring 8.20.0
nats 24
nfs-volume 121
nodejs-offline-buildpack 1.6.28
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.57
pivotal-account 1.8.8
push-apps-manager-release 663.0.25
push-usage-service-release 664.0.11
python-offline-buildpack 1.6.18
routing 0.168.9
ruby-offline-buildpack 1.7.21
service-backup 18.1.5
staticfile-offline-buildpack 1.4.29
statsd-injector 1.0.30
syslog-migration 10.0.2
uaa 52.10
\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.19

[Security Fix] Bump pivotal account to 1.8.8

[Feature Improvement] Loggregator agent egresses preferred tags instead of DeprecatedTags in loggregator envelopes. This fixes a high CPU issue in
Doppler cluster.

[Feature Improvement] Fix issue where fileserver assets were not correctly invalidated in Diego cell caches after an upgrade
[Feature Improvement] capi /v2/info endpoint returns additional metadata for name , build and description
[Feature Improvement] Allow operators to configure application health check timeout in PAS

[Bug Fix] Apps using a Docker image from an insecure registry configured in the Private Docker Insecure Registry Whitelist can now be staged
successfully.

[Bug Fix] Fix option “HAProxy requests but does not require client certificates.”

[Bug Fix] Fix intermittent errand failure in pivotal account
o Errands intermittently fail with EOF error when executing ‘cf auth’ on NetScaler &'

[Bug Fix] Bump Cloud Controller to no longer return a “503: Stats Server Unavailable error” when container metrics are not available.
[Bug Fix] Bump apps manager with changes

o When creating new services, no longer show org-scoped services from other organizations

o Onthe App page Overview tab, autoscaling state is now properly reflected

o Fix manage autoscale link

[Bug Fix] Docker image based app resource reporting correctly includes image size in disk usage

[Bug Fix] Set cloud controller staging timeout value on all cloud controller jobs to allow large apps to stage before the timeout.
Bump capi to version 14437

Bump diego to version 1.32.5

Bump java-offline-buildpack to version 4.13.1

Bump loggregator to version 99.3

Bump mysql-monitoring to version 820.0
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e Bump pivotal-account to version 1.8.8
e Bump push-apps-manager-release to version 663.0.23

e Bump stemcell to version 3468.54

component version
stemcell 3468.54
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.21
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.37
cf-autoscaling 104.3
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.5
cf-smoke-tests 40.0.5
cf-syslog-drain 2
cflinuxfs2 1.227.0
consul 195
credhub 1.6.10
diego 1.32.5
dotnet-core-offline-buildpack 2.13
garden-runc 1.13.3
go-offline-buildpack 1.8.25
haproxy 8.4.2
java-offline-buildpack 4.13.1
loggregator 99.3
mysql-backup 2.1.0
mysql-monitoring 8.20.0
nats 24
nfs-volume 121
nodejs-offline-buildpack 1.6.28
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.57
pivotal-account 1.8.8
push-apps-manager-release 663.0.23
push-usage-service-release 664.0.11
python-offline-buildpack 1.6.18
routing 0.168.8\*
ruby-offline-buildpack 1.7.21
service-backup 18.1.5
staticfile-offline-buildpack 1.4.29
statsd-injector 1.0.30
syslog-migration 10.0.2
uaa 52.10

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.
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2.0.18

e [Feature Improvement] Add ability to configure HAproxy client certificate verification

e [Security Fix] Bump UAA for [CVE-2018-11047( https://www.cloudfoundry.org/blog/cve-2018-11047/ %)
e Bump cflinuxfs2 version 1227.0

e Bump java-offline-buildpack version 4.13

e Bump uaaversion 52.10
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component version
stemcell 3468.51
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.21
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.34
cf-autoscaling 104.3
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.5
cf-smoke-tests 40.0.5
cf-syslog-drain 2
cflinuxfs2 1.227.0
consul 195
credhub 1.6.10
diego 1.32.3\*
dotnet-core-offline-buildpack 2.13
garden-runc 1.13.3
go-offline-buildpack 1.8.25
haproxy 8.4.2
java-offline-buildpack 4.13
loggregator 99.1
mysql-backup 2.1.0
mysql-monitoring 8.18.0
nats 24
nfs-volume 121
nodejs-offline-buildpack 1.6.28
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.57
pivotal-account 1.8.5
push-apps-manager-release 663.0.21
push-usage-service-release 664.0.11
python-offline-buildpack 1.6.18
routing 0.168.8\*
ruby-offline-buildpack 1.7.21
service-backup 18.1.5
staticfile-offline-buildpack 1.4.29
statsd-injector 1.0.30
$ySlogpoigeationarked with an asterisk have been patched to resolve security vulnerabilities or fix component behavidr0.0.2
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¥srion

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.17

e [Feature Improvment] Cloud Controller logs CEF to file that can be picked up by syslog

e [Feature Improvement] Allows PCF Metrics to be installed with both v1.5 and v1.4 versions to prevent dataloss.

e [Bug Fix] Bump cf-smoke-tests-release to 40.0.5 to fix some flakiness
e [Security Fix] Bump UAA for CVE 2018-11041

e [Security Fix] Bump apps manager for CVE-2018-11044

o Org Managers and Admins can leave organizations

e [Security Fix] Bump loggregator release for CVE-2018-1268 and CVE-2018-1269

e [Bug Fix] bump consul to v195

o Includes golang 1.9.7, removes golang 1.8.*.

o Deploying v193 could fail on some deployments due to a conflict with other tiles that compiled the release differently

o Fixes intermittent consul DNS issues on Windows Cells

e [Bug Fix] Bump credhub to resolve issue where BBR restore could fail with clustered Credhub deployments

e Bump binary-offline-buildpack to version 1.0.21

e Bump capito version 144.34

e Bump cf-smoke-tests to version 40.0.5

e Bump cflinuxfs2 to version 1.223.0

e Bump consul to version 195

e Bump credhub to version 1.6.10

e Bump dotnet-core-offline-buildpack to version 2.1.3
e Bump go-offline-buildpack to version 1.8.25

e Bump loggregator to version 99.1

e Bump nodejs-offline-buildpack to version 1.6.28

e Bump php-offline-buildpack to version 4.3.57

e Bump push-apps-manager-release to version 663.0.21
e Bump python-offline-buildpack to version 1.6.18

e Bump ruby-offline-buildpack to version 1.7.21

e Bump staticfile-offline-buildpack to version 1.4.29

e Bump uaa to version 52.9

e Bump stemcell to version 3468.51

component version
stemcell 3468.51
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.21
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.34
cf-autoscaling 104.3
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.5
cf-smoke-tests 40.0.5
cf-syslog-drain 2
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eBinpdiadnt 2o
consul 195
credhub 1.6.10
diego 1.32.3\*
dotnet-core-offline-buildpack 2.1.3
garden-runc 1.13.3
go-offline-buildpack 1.8.25
haproxy 8.4.2
java-offline-buildpack 4.12.1
loggregator 99.1
mysql-backup 2.1.0
mysql-monitoring 8.18.0
nats 24
nfs-volume 121
nodejs-offline-buildpack 1.6.28
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.57
pivotal-account 1.8.5
push-apps-manager-release 663.0.21
push-usage-service-release 664.0.11
python-offline-buildpack 1.6.18
routing 0.168.8\*
ruby-offline-buildpack 1.7.21
service-backup 18.1.5
staticfile-offline-buildpack 1.4.29
statsd-injector 1.0.30
syslog-migration 10.0.2
uaa 52.9

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.16

e [Security Fix] Bump diego to version 1.32.3

o CVE-2018-1265 ¢

L]

[Security Fix] Bump pivotal-account to version 1.8.5

o CVE-142112 &
o CVE-130424 &

e [Bug fix] bump nfs-volume-release to version 1.2.1

o Fixincompatibility with new garden-runc release when using read-only NFS volume mounts
e [Bug Fix] Bump garden to version 1.13.3

o Fixissue with deleted files in application containers created from docker images

e [Bug Fix] Update autoscaler default instance count to 1 to avoid issue with distributed consensus

e [Feature Improvement] Bump notifications-ui to version 33
o Add cookie setting to notifications-ui for GDPR compliance

e [Feature Improvement] CF Networking database connection timeouts are now configurable
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e [Feature Improvement] Max connections for the Internal MySQL Database are now configurable
e Bump cflinuxfs2 to version 1.219.0

e Bump consul to version 193 tousego 1.9

e Bump dotnet-core-offline-buildpack to version 2.0.7
e Bump go-offline-buildpack to version 1.8.23

e Bump java-offline-buildpack to version 4.12.1

e Bump nodejs-offline-buildpack to version 1.6.25

e Bump php-offline-buildpack to version 4.3.56

e Bump python-offline-buildpack to version 1.6.17

e Bump ruby-offline-buildpack to version 1.7.19

e Bump staticfile-offline-buildpack to version 1.4.28

e Bump stemcell to version 3468.46

component version
stemcell 3468.46
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.18
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.3\*
cf-autoscaling 104.3
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.5
cf-smoke-tests 39
cf-syslog-drain 2
cflinuxfs2 1.219.0
consul 193
credhub 1.6.5
diego 1.32.3\*
dotnet-core-offline-buildpack 2.0.7
garden-runc 1.13.3
go-offline-buildpack 1.8.23
haproxy 8.4.2
java-offline-buildpack 4.12.1
loggregator 99\*
mysql-backup 2.1.0
mysql-monitoring 8.18.0
nats 24
nfs-volume 121
nodejs-offline-buildpack 1.6.25
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.56
pivotal-account 1.8.5
push-apps-manager-release 663.0.20
push-usage-service-release 664.0.11
python-offline-buildpack 1.6.17
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comip@nent 038081 *
ruby-offline-buildpack 1.7.19
service-backup 18.1.5
staticfile-offline-buildpack 1.4.28
statsd-injector 1.0.30
syslog-migration 10.0.2
uaa 52.8

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.15

e [Security Fix] Bump cflinuxfs2 to version 1.210.0 :
o USN-3643-1 &

e [Security Fix] Bump cf-networking to version 1.8.5
o Patch possible SQL injection attack

e Update grootfs checkbox to indicate the recreating VMs is recommended

e Bump capitoversion 1.44.3

o Updated azure fog gems to improve reliability when using an azure blobstore
e Bump nats to version 24

o Bumpgoto1.10.1
e Bump push-apps-manager-release to version 663.0.20

o Usage report page takes into account renamed spaces

o

Only show jobs for the app on the app page task tab

o

o Fix bugthat causes app to crash on app page settings tab

e Bump java-offline-buildpack to version 4.12

When detecting whether a service instance for the Scheduler service exists, take the current space into account
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component version
stemcell 3468.42
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.18
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.3\*
cf-autoscaling 104.3
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.5
cf-smoke-tests 39
cf-syslog-drain 2
cflinuxfs2 1.210.0
consul 187
credhub 1.6.5
diego 1.32.2\*
dotnet-core-offline-buildpack 2.0.6
garden-runc 1.13.1
pocoffiperbatbdpacked with an asterisk have been patched to resolve security vulnerabilities or fix component behavidr.8.21
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faptegpent ygrsion
java-offline-buildpack 4.12.0
loggregator 99\*
mysql-backup 2.1.0
mysql-monitoring 8.18.0
nats 24
nfs-volume 1.1.3
nodejs-offline-buildpack 1.6.23
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.54
pivotal-account 1.8.2
push-apps-manager-release 663.0.20
push-usage-service-release 664.0.11
python-offline-buildpack 1.6.15
routing 0.168.8\*
ruby-offline-buildpack 1.7.18
service-backup 18.1.5
staticfile-offline-buildpack 1.4.27
statsd-injector 1.0.30
syslog-migration 10.0.2
uaa 52.8

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.14

e [Security Fix] Bump stemcell to v3468.42:

o USN-3641 &

o USN-3631-2 &
o USN-3628-1 &
o USN-3625-1 &
o USN-3624-1 &

e [Security Fix] Bump cflinuxfs2-release to v1.201.0:

o USN-3628-1 &
o USN-3625-1 &
o USN-3624-1 &
o USN-3622-1 &

e [Feature Improvement] Bump routing-release to v0.168.8 to enable operator to disable logging of client IPs, in compliance with the EU General Data

Protection Regulation (GDPR).

e [Feature Improvement] Bump apps-manager-release to v663.0.19:

o When binding a service instance, notify the user to restage their app from the CLI.

o When logged-in user can see no apps, show “No results” instead of “Loading...” in the app search.

e [Feature Improvement] Increase UAA session cookie max age to 8 hours.
e Bump mysql-monitoring-release to v8.18.0.

e Bumps the following buildpacks:

o

Nodejs-offline-buildpack to v1.6.23.
Php-offline-buildpack to v4.3.54.
Python-offline-buildpack to v1.6.15.
Ruby-offline-buildpack to v1.7.18.

o

o

o
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component version
stemcell 3468.42
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.18
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.32\*
cf-autoscaling 104.3
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.1
cf-smoke-tests 39
cf-syslog-drain 2
cflinuxfs2 1.201.0
consul 187
credhub 1.6.5
diego 1.32.2\*
dotnet-core-offline-buildpack 2.0.6
garden-runc 1.13.1
go-offline-buildpack 1.8.21
haproxy 8.4.2
java-offline-buildpack 4.10.0
loggregator 99\*
mysql-backup 2.1.0
mysql-monitoring 8.18.0
nats 22
nfs-volume 1.1.3
nodejs-offline-buildpack 1.6.23
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.54
pivotal-account 1.8.2
push-apps-manager-release 663.0.19
push-usage-service-release 664.0.11
python-offline-buildpack 1.6.15
routing 0.168.8\*
ruby-offline-buildpack 1.7.18
service-backup 18.1.5
staticfile-offline-buildpack 1.4.27
statsd-injector 1.0.30
syslog-migration 10.0.2
uaa 52.8

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.13

e [Security Fix] Bumps garden-release to v1.13.1 for CVE-2018-1277 (Z.
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e [Bug Fix] Bumps autoscaling-release to v104.3 to use CF CLI v6.36.1.

e [Bug Fix] Bumps capi-release to v1.44.32 to prevent duplicate app usage events.

e [Feature Improvement] Bumps diego-release to v1.32.2 to add cell and instance identifiers in the container lifecycle logs.

e [Feature Improvement] Bumps apps-manager-release to v663.0.18:

o Introduce custom memory limit setting for Apps Manager and invitation apps.

o Show full page error when critical env vars are not set.

o App last push time now reflects time of most recent ready package.
o Introduce flag to hide app search bar.

o App search bar queries apps only when focused.

o Telluser to re-stage app after binding a service.

o Fixinvite member email input.

e Bumps the following buildpacks:

o Binary-offine-buildpack to v1.0.18.

o Dotnet-core-offline-buildpack to v2.0.6.
o Go-offline-buildpack to v1.8.21.

o Java-offline-buildpack to v4.10.0.

o Nodejs-offline-buildpack to v1.6.22.

o Php-offline-buildpack to v4.3.53.

o Python-offline-buildpack to v1.6.14.

o Ruby-offline-buildpack to v1.7.16.

o Staticfile-offline-buildpack to v1.4.27.

Component Version
Stemcell 3468.30
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.18
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.32\*
cf-autoscaling 104.3
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.1
cf-smoke-tests 39
cf-syslog-drain 2
cflinuxfs2 1.196.0
consul 187
credhub 1.6.5
diego 1.32.2\*
dotnet-core-offline-buildpack 2.0.6
garden-runc 1.13.1
go-offline-buildpack 1.8.21
haproxy 8.4.2
java-offline-buildpack 4.10.0
loggregator 99\*
mysql-backup 2.1.0
mysql-monitoring 8.14.0
nats 22
nfs-volume 113
nodejs-offline-buildpack 1.6.22
notifications 44
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cetijsenions-ui Yérsion
php-offline-buildpack 4.3.53
pivotal-account 1.8.2
push-apps-manager-release 663.0.18
push-usage-service-release 664.0.11
python-offline-buildpack 1.6.14
routing 0.168.7\*
ruby-offline-buildpack 1.7.16
service-backup 18.1.5
staticfile-offline-buildpack 1.4.27
statsd-injector 1.0.30
syslog-migration 10.0.2
uaa 52.8

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.12

e [Security Fix] Bumps cflinuxfs2 to v1.196.0:

o USN-3611-1 &
o USN-3610-1 &

e [Security Fix] Bumps stemcell to v3468.30:

o USN-3619-2 &
o USN-3611-1 &
o USN-3610-1 &
o USN-3598-1 &
o USN-3586-1 &
o USN-3584-1 &

e [Bug Fix] Bumps syslog-migration-release to v10.0.2:

o Prevent logs from blackbox from being written to the default syslog log files to prevent logs from being written to the disk 3 additional times.
o Fix rfc5424 compatibility by ensuring only 1 space occurs between the message and the structured data.

e [Bug Fix] Fixes a bug that caused the Cloud Controller sync job to fail when pushing an app with TCP routing enabled, which causes Diego to not know
if its desired state is consistent with Cloud Controller.

e [Feature Improvement] Bumps capi-release to v1.44.31 to improve database connection validation.

Component Version
Stemcell 3468.30
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.15
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.31\*
cf-autoscaling 104.2
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.1
cf-smoke-tests 39
cf-syslog-drain 2
cflinuxfs2 1.196.0
consul 187
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diego 1.32.1\*
dotnet-core-offline-buildpack 2.0.1
garden-runc 1.12.1
go-offline-buildpack 1.8.16
haproxy 8.4.2
java-offline-buildpack 4.8
loggregator 99\*
mysql-backup 2.1.0
mysql-monitoring 8.14.0
nats 22
nfs-volume 1.1.3
nodejs-offline-buildpack 1.6.15
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.48
pivotal-account 1.8.2
push-apps-manager-release 663.0.14
push-usage-service-release 664.0.11
python-offline-buildpack 1.6.7
routing 0.168.7\*
ruby-offline-buildpack 1.7.11
service-backup 18.1.5
staticfile-offline-buildpack 1.4.21
statsd-injector 1.0.30
syslog-migration 10.0.2
uaa 52.8

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.11

e [Bug Fix] Bumps capi-release to v1.44.30 to prevent app upload from failing when the app has broken symlinks.
e [Bug Fix] Bumps autoscaler-release to v104.2 to fix issue where brief periods of cloud controller downtime could cause autoscaler to become disabled.
e [Bug Fix] Bumps apps-manager-release to v663.0.14:

o Reintroduce cache busting for js/css files.

o Fixed a bug that would cause apps manager to fail to load when environment variables contained newlines.

Fix headers for endpoints that we serve.
Updated the CF CLI that is used to push Apps Manager and Invitations.

o

o

e [Feature Improvement] Updates the Small Footprint PAS tile name from “PCF Small Footprint” to “Small Footprint PAS”.

e [Feature Improvement] Adds bosh-dns alias for UAA. This allows service brokers deployed as applications to resolve UAA’s DNS address and
authenticate.

Component Version
Stemcell 3468.25
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.15
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
tapomponents marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavidr.44.30\*
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cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.1
cf-smoke-tests 39
cf-syslog-drain 2
cflinuxfs2 1.188.0
consul 187
credhub 1.6.5
diego 1.32.1\*
dotnet-core-offline-buildpack 2.0.1
garden-runc 1.12.1
go-offline-buildpack 1.8.16
haproxy 8.4.2
java-offline-buildpack 4.8
loggregator 99\*
mysql-backup 2.1.0
mysql-monitoring 8.14.0
nats 22
nfs-volume 1.1.3
nodejs-offline-buildpack 1.6.15
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.48
pivotal-account 1.8.2
push-apps-manager-release 663.0.14
push-usage-service-release 664.0.11
python-offline-buildpack 1.6.7
routing 0.168.7\*
ruby-offline-buildpack 1.7.11
service-backup 18.1.5
staticfile-offline-buildpack 1.4.21
statsd-injector 1.0.30
syslog-migration 10.0.1
uaa 52.8

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.10

e [Bug fix] Bumps apps-manager-release to v663.0.11.

o [IE] Fixes alignment of the app search bar in the header.

o Checks if the user has permission to view autoscale bindings before making the request, which prevents the app page from having an error when

refreshing.

o Fixes a bug that prevented mid-level fetch tasks from being cleared when switching routes and on the 30 second refresh.

o Fixes a bug that caused marketplace service plans to show “No price available”.
e [Bug fix] Bumps uaa-release to v52.8:

o Updates JDK version to 8ul62.
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e [Security Fix] Bumps capi-release to 1.44.29:

o (CVE-2018-1266 (Z: Fixes random number guessing exploit.
o Fixes buildpack pagination.

Component Version
Stemcell 3468.25
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.15
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.29\*
cf-autoscaling 104
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.1
cf-smoke-tests 39
cf-syslog-drain 2
cflinuxfs2 1.188.0
consul 187
credhub 1.6.5
diego 1.32.1\*
dotnet-core-offline-buildpack 2.0.1
garden-runc 1.12.1
go-offline-buildpack 1.8.16
haproxy 8.4.2
java-offline-buildpack 4.8
loggregator 99\*
mysql-backup 2.1.0
mysql-monitoring 8.14.0
nats 22
nfs-volume 1.1.3
nodejs-offline-buildpack 1.6.15
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.48
pivotal-account 1.8.2
push-apps-manager-release 663.0.11
push-usage-service-release 664.0.11
python-offline-buildpack 1.6.7
routing 0.168.7\*
ruby-offline-buildpack 1.7.11
service-backup 18.1.5
staticfile-offline-buildpack 1.4.21
statsd-injector 1.0.30
syslog-migration 10.0.1
uaa 52.8

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.
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2.0.9

e [Feature Improvment] Bump garden-runc-release to v1.12.1:

o Includes fix for bug where users’ files could go missing in docker-based applications.

e [Bug fix] Bumps routing-release to 0.168.7:

o Removes backends on any error to prevent 502 errors from being returned to clients.

o Updates golang to v1.9.4.

e [Bug Fix] Removes unneeded persistent disk from diego brain vms.

Component Version
Stemcell 3468.25
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.15
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.27\*
cf-autoscaling 104
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.1
cf-smoke-tests 39
cf-syslog-drain 2
cflinuxfs2 1.188.0
consul 187
credhub 1.6.5
diego 1.32.1\*
dotnet-core-offline-buildpack 2.0.1
garden-runc 1.12.1
go-offline-buildpack 1.8.16
haproxy 8.4.2
java-offline-buildpack 4.8
loggregator 99\*
mysql-backup 2.1.0
mysql-monitoring 8.14.0
nats 22
nfs-volume 1.1.3
nodejs-offline-buildpack 1.6.15
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.48
pivotal-account 1.8.2
push-apps-manager-release 663.0.10
push-usage-service-release 664.0.11
python-offline-buildpack 1.6.7
routing 0.168.7\*
ruby-offline-buildpack 1.7.11
service-backup 18.1.5
staticfile-offline-buildpack 1.4.21
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syslog-migration 10.0.1
uaa 52.7

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.8

e [Feature Improvement] Bumps apps-manager to 663.0.10, which uses nginx and the staticfile buildpack.

e [Bug Fix] Bumps capi-release to version 1.44.27
o APl no longer loads all users into an array in memory
e [Bug Fix] Bumps diego-release to version 1.32.1

o Docker app lifecycle allows unsigned manifests

e [Bug Fix] Cloud controller is configured to set cc.diego.pid_limit to O (unlimited) so that application instances which created many threads do not

crash. The previous limit was defaulting to 1024.
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Component Version
Stemcell 3468.25
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.15
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.27\*
cf-autoscaling 104
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.1
cf-smoke-tests 39
cf-syslog-drain 2
cflinuxfs2 1.188.0
consul 187
credhub 1.6.5
diego 1.32.1\*
dotnet-core-offline-buildpack 2.0.1
garden-runc 1.11.1
go-offline-buildpack 1.8.16
haproxy 8.4.2
java-offline-buildpack 4.8
loggregator 99\*
mysql-backup 2.1.0
mysql-monitoring 8.14.0
nats 22
nfs-volume 1.1.3
nodejs-offline-buildpack 1.6.15
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.48
pivotal-account 1.8.2
puGbrapasemizmagekectledbean asterisk have been patched to resolve security vulnerabilities or fix component behaji&63.0.10
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python-offline-buildpack 1.6.7
routing 0.168.0
ruby-offline-buildpack 1.7.11
service-backup 18.1.5
staticfile-offline-buildpack 1.4.21
statsd-injector 1.0.30
syslog-migration 10.0.1
uaa 52.7

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.7

Note: Due to an update to garden-runc-release , Pivotal recommends that you re-create all VMs when you upgrade to PAS v2.0.7 and later without

also updating your stemcell. See Some Upgrades Require VM Re-Create for details.

e [Security Fix] Bumps stemcell from version 3468.21 to version 3468.25 to address issues:
o USN-3582-2 &
e [Security Fix] Bumps cflinuxfs2-release from v181.0 to v1.188.0 to address issues:

o USN-3577-1 &
o USN-3569-1 &
o USN-3554-1 &
o USN-3547-1 &
o USN-3543-1 &
o USN-3540-2 &
o USN-3538-1 &

e [Feature Improvement] Bumps garden-runc-release to v1.11.1 & which includes grootfs root filesystem by default.

e [Feature Improvement] Patches cloud controller so users with admin_read only scope can view stats for apps, which is needed by the cf v3-apps

command.

e [Bug Fix] Fix link to documentation in apps manager Ul

Component Version
Stemcell 3468.25
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.15
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.0\*
cf-autoscaling 104
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.1
cf-smoke-tests 39
cf-syslog-drain 2
cflinuxfs2 1.188.0
consul 187
credhub 1.6.5
diego 1.29.0
dotnet-core-offline-buildpack 2.0.1

Ve~ . o e PR I S ' - ' §oeree
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go-offline-buildpack 1.8.16
haproxy 8.4.2
java-offline-buildpack 4.8
loggregator 99\*
mysql-backup 2.1.0
mysql-monitoring 8.14.0
nats 22
nfs-volume 113
nodejs-offline-buildpack 1.6.15
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.48
pivotal-account 1.8.2
push-apps-manager-release 663.0.8
push-usage-service-release 664.0.11
python-offline-buildpack 1.6.7
routing 0.168.0
ruby-offline-buildpack 1.7.11
service-backup 18.1.5
staticfile-offline-buildpack 1.4.21
statsd-injector 1.0.30
syslog-migration 10.0.1
uaa 52.7

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.6

e [Security Fix] Patches routing-release for CVE-2018-1221 (Z.

e [Bug Fix] Enables privileged containers to support upgrading from ERT 1.11 with apps that specify privileged containers.

e [Bug Fix] Fix to ensure that Diego rep will always exit during evacuation, even if Garden destroy hangs during evacuation.
e [Feature Improvements] Bump mysql-backup-release to v2 in recognition of the fact that v1.38.0 required TLS. See other changeshere &

e [Feature Improvements] New option in the Networking page to allow operators to enable Gorouter support for the PROXY protocol. This is disabled by

default.

e [Feature Improvement] Enable Garden debug_listen_address to listen onalocalinterface.

e [Feature Improvement] Adds credentials for Healthwatch alerts.

Component Version
Stemcell 3468.21
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.15
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.0\*
cf-autoscaling 104
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.1
cf-smoke-tests 39
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cowipesehinain Version
cflinuxfs2 1.181.0
consul 187
credhub 1.6.5
diego 1.29.0
dotnet-core-offline-buildpack 2.0.1
garden-runc 1.10.0
go-offline-buildpack 1.8.16
grootfs 0.30.0
haproxy 8.4.2
java-offline-buildpack 4.8
loggregator 99\*
mysql-backup 2.1.0
mysql-monitoring 8.14.0
nats 22
nfs-volume 113
nodejs-offline-buildpack 1.6.15
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.48
pivotal-account 1.8.2
push-apps-manager-release 663.0.8
push-usage-service-release 664.0.11
python-offline-buildpack 1.6.7
routing 0.168.0
ruby-offline-buildpack 1.7.11
service-backup 18.1.5
staticfile-offline-buildpack 1.4.21
statsd-injector 1.0.30
syslog-migration 10.0.1
uaa 52.7

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

L]

L]

L]

2.0.5

[Security Fix] Bumps apps-manager-release to v663.0.8 to fix vulnerability that allowed arbitrary file access on server.
[Bug Fix] Bumps usage-service-release to v664.0.11 to increase memory footprint to avoid occasional crashes.
[Bug Fix] Patches diego-release to resolve the following:

o Allows HTTP-based health check on an HTTP endpoint that expects TLS-terminated traffic.
o Fixesissue that prevented Windows apps sub-process logs from being captured.

[Feature Improvement] Patches uaa-release to add healthwatch.admin group to the UAA admin user and healthwatch_ui client, to allow
configuration of alert thresholds on Healthwatch.

Bumps buildpacks to latest versions, including:

o dotnet-core-offline-buildpack to v2.0.1.
o go-offline-buildpack to v1.8.16.

o java-offline-buildpack to v4.8.

o nodejs-offline-buildpack to v1.6.15.

o php-offline-buildpack to v4.3.48.
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o python-offline-buildpack to v1.6.7.
o ruby-offline-buildpack to v1.7.11.
o staticfile-offline-buildpack to v1.4.21.

Component Version
Stemcell 3468.21
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.15
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.0\*
cf-autoscaling 104
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.1
cf-smoke-tests 39
cf-syslog-drain 2
cflinuxfs2 1.181.0
consul 187
credhub 1.6.5
diego 1.29.0
dotnet-core-offline-buildpack 2.0.1
garden-runc 1.10.0
go-offline-buildpack 1.8.16
grootfs 0.30.0
haproxy 8.4.2
java-offline-buildpack 4.8
loggregator 99\*
mysql-backup 1.38.0
mysql-monitoring 8.14.0
nats 22
nfs-volume 1.1.3
nodejs-offline-buildpack 1.6.15
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.48
pivotal-account 1.8.2
push-apps-manager-release 663.0.8
push-usage-service-release 664.0.11
python-offline-buildpack 1.6.7
routing 0.168.0
ruby-offline-buildpack 1.7.11
service-backup 18.1.5
staticfile-offline-buildpack 1.4.21
statsd-injector 1.0.30
syslog-migration 10.0.1
uaa 52.7

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.
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2.0.4

e [Security Fix] Bumps stemcell to version 3468.21 to address issues:

o USN-3534-1 &
o USN-3540-2 &

e [Security Fix] Bumps cflinuxfs2-release to v1.181.0 to address issues:

o USN-3532-1 &
o USN-3534-1&
o USN-3535-1 &

e [Security Fix] Patches capi-release to fix issue where refresh tokens are not accepted where access tokens are required.

e [Feature Improvement] Bumps syslog-migration-release to v10.0.1 and add a checkbox for log file forwarding through TCP to work around the

Truncated Syslog Messages issue.
o NOTE: Using TCP instead of the default UDP configuration may have a negative impact on performance.

e [Bug Fix] Adds missing TLS configuration to Grootfs config
e [Bug Fix] Garden is now configured to destory containers on startup

e [Bug Fix] Bumps mysql-monitoring-release to v8.14.0

Component Version
Stemcell 3468.21
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.15
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.0\*
cf-autoscaling 104
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.1
cf-smoke-tests 39
cf-syslog-drain 2
cflinuxfs2 1.181.0
consul 187
credhub 1.6.5
diego 1.29.0
dotnet-core-offline-buildpack 1.0.30
garden-runc 1.10.0
go-offline-buildpack 1.8.13
grootfs 0.30.0
haproxy 8.4.2
java-offline-buildpack 4.7.1
loggregator 99\*
mysql-backup 1.38.0
mysql-monitoring 8.14.0
nats 22
nfs-volume 1.1.3
nodejs-offline-buildpack 1.6.10
notifications 44
notifications-ui 31

\* Comnonents marked with an asterisk have been natched to resolve securitv vilnerabilities or fix comnonent behavii
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Binplienpuiidoeck férdion
pivotat=account 182
push-apps-manager-release 663.0.5
push-usage-service-release 664.0.10
python-offline-buildpack 1.6.1
routing 0.168.0
ruby-offline-buildpack 1.7.5
service-backup 18.1.5
staticfile-offline-buildpack 1.4.18
statsd-injector 1.0.30
syslog-migration 10.0.1
uaa 52.7

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.3

e [Bug Fix] Bumps uaa-release to v52.7.

e [Bug Fix] Bumps apps-manager-release to v663.0.5 to resolve a number of issues:

o Fixed 404 page footer in IE.
o Fixed styling in accounting report download button.
o Fetch all routes for spaces instead of just the first page.

e [Bug Fix] Patches capi-release to fix task sync issue that causes some tasks to mistakenly appear as failed when they actually succeeded.
e [Bug Fix] Bumps usage-service-release from v664.0.10 to fix issues with logging error output in the Bosh errand to push the app-usage-service.

e [Feature Improvement] The SAML 'Entity Id Override’ field has been moved from the Authentication and Enterprise SSO tab to the UAAtab in Ops

Manager, to accompany the other SAML fields in the UAA tab.

Component Version
Stemcell 3468.17
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.15
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.0\*
cf-autoscaling 104
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.1
cf-smoke-tests 39
cf-syslog-drain 2
cflinuxfs2 1.176.0
consul 187
credhub 1.6.5
diego 1.29.0
dotnet-core-offline-buildpack 1.0.30
garden-runc 1.10.0
go-offline-buildpack 1.8.13
grootfs 0.30.0
haproxy 8.4.2
java-offline-buildpack 4.7.1
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mysql-backup 1.38.0
mysql-monitoring 8.13.0
nats 22
nfs-volume 1.1.3
nodejs-offline-buildpack 1.6.10
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.43
pivotal-account 1.8.2
push-apps-manager-release 663.0.5
push-usage-service-release 664.0.10
python-offline-buildpack 1.6.1
routing 0.168.0
ruby-offline-buildpack 1.7.5
service-backup 18.1.5
staticfile-offline-buildpack 1.4.18
statsd-injector 1.0.30
syslog-migration 10
uaa 52.7

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.2

e [Security Fix] Bumps stemcell version to 3468.17 for USN-3544-2 (Z'and USN-3544-4 7
Component Version
Stemcell 3468.17
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.15
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.0\*
cf-autoscaling 104
cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.1
cf-smoke-tests 39
cf-syslog-drain 2
cflinuxfs2 1.176.0
consul 187
credhub 1.6.5
diego 1.29.0
dotnet-core-offline-buildpack 1.0.30
garden-runc 1.10.0
go-offline-buildpack 1.8.13
grootfs 0.30.0
haproxy 8.4.2
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ieyapBlagtbuildpack Yedion
loggregator 99\*
mysql-backup 1.38.0
mysql-monitoring 8.13.0
nats 22
nfs-volume 1.1.3
nodejs-offline-buildpack 1.6.10
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.43
pivotal-account 1.8.2
push-apps-manager-release 663.0.4
push-usage-service-release 664.0.9
python-offline-buildpack 1.6.1
routing 0.168.0
ruby-offline-buildpack 1.7.5
service-backup 18.1.5
staticfile-offline-buildpack 1.4.18
statsd-injector 1.0.30
syslog-migration 10

uaa 52.4

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.1

e [Security Fix] Bumps cflinuxfs2-release to v1.176.0 for USN-3513-1 (.
e [Feature Improvement] Bumps mysql-monitoring-release to v8.13.0 to add disk usage metrics as a percentage.
e [Feature Improvement] Bumps mysql-backup-release to v1.38.0 which enables mutual TLS between the backup node and server.

e [Feature Improvement] Application containers can be configured not to use BOSH DNS with the Disable BOSH DNS server for troubleshooting
purposes checkbox on the director config in Ops Manager.

e [Bug Fix] Bumps java-offline-buildpack to v4.7.1 to address an issue with multiple java-offline-buildpacks being included, which may cause
deployments to have different versions of java-offline-buildpack installed.

e [Feature] Bumps garden-runc-release to v1.10.0:

o Itis now possible to specify a ProcessSpec.Image .Processescan now have their own filesystem view.

o Limitation: Itis only possible to use Processspec.Image and ProcessSpec.OverrideContainerLimits with unprivileged containers.
This will be fixed in future releases.

o Limitation: APIs such as BulkMetrics and Process.Signal may not workimmediately after container.Run(ProcessSpec) returns for
processes with Image and/or overrideContainerLimits specified. This will be fixed in future releases.

o Reduced log volumein BulkmMetrics for large environments.

o Correctly declares that bundles it creates are OCI Runtime Spec version 1.0.0 compliant.

e Increased disk size on clock_global VMs from 2GB to 20GB to address scenarios where disk utilization is too high. This may be addressed in a future
release.

Component Version
Stemcell 3468.13
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.15
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.0\*
\* Camnnnante markad with an actaricle hove hoan natrhad ta racalua carnirity iilnarahilitioc ar fiv ramnanant hahavinr
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cf-backup-and-restore 0.0.10
cf-mysql 36.10.0
cf-networking 1.8.1
cf-smoke-tests 39
cf-syslog-drain 2
cflinuxfs2 1.176.0
consul 187
credhub 1.6.5
diego 1.29.0
dotnet-core-offline-buildpack 1.0.30
garden-runc 1.10.0
go-offline-buildpack 1.8.13
grootfs 0.30.0
haproxy 8.4.2
java-offline-buildpack 4.7.1
loggregator 99\*
mysql-backup 1.38.0
mysql-monitoring 8.13.0
nats 22
nfs-volume 113
nodejs-offline-buildpack 1.6.10
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.43
pivotal-account 1.8.2
push-apps-manager-release 663.0.4
push-usage-service-release 664.0.9
python-offline-buildpack 1.6.1
routing 0.168.0
ruby-offline-buildpack 1.7.5
service-backup 18.1.5
staticfile-offline-buildpack 1.4.18
statsd-injector 1.0.30
syslog-migration 10
uaa 52.4

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.0

Component Version
Stemcell 3468.13
backup-and-restore-sdk 1.2.1
binary-offline-buildpack 1.0.15
bosh-dns-aliases 0.0.1
bosh-system-metrics-forwarder 0.0.11
capi 1.44.0\*

tf-Gatgseatings marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior
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€opapaneMnd-restore Version
cf-mysql 36.10.0
cf-networking 1.8.1
cf-smoke-tests 39
cf-syslog-drain 2
cflinuxfs2 1.175.0
consul 187
credhub 1.6.5
diego 1.29.0
dotnet-core-offline-buildpack 1.0.30
garden-runc 1.9.4
go-offline-buildpack 1.8.13
grootfs 0.30.0
haproxy 8.4.2
java-offline-buildpack 4.6
loggregator 99\*
mysql-backup 1.37.0
mysql-monitoring 8.12.0
nats 22
nfs-volume 113
nodejs-offline-buildpack 1.6.10
notifications 44
notifications-ui 31
php-offline-buildpack 4.3.43
pivotal-account 1.8.2
push-apps-manager-release 663.0.4
push-usage-service-release 664.0.9
python-offline-buildpack 1.6.1
routing 0.168.0
ruby-offline-buildpack 1.7.5
service-backup 18.1.5
staticfile-offline-buildpack 1.4.18
statsd-injector 1.0.30
syslog-migration 10

uaa 52.4

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

How to Upgrade

The procedure for upgrading to Pivotal Application Service (PAS) v2.0 is documented in the Upgrading Pivotal Cloud Foundry topic.
When upgrading to v2.0, be aware of the following upgrade considerations:

e Tosuccessfully upgrade to PAS v2.0, you must first upgrade to a version of Elastic Runtime v1.12.

e Some partner service tiles may be incompatible with PCF v2.0. Pivotal is working with partners to ensure their tiles are updated to work with the latest
versions of PCF.

For information about which partner service releases are currently compatible with PCF v2.0, review the appropriate partners services release
documentation at https://docs.pivotal.io (Z, or contact the partner organization that produces the tile.
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New Features in PAS v2.0

BOSH DNS Service Discovery for Application Containers (Beta)
In PCF v2.0, application containers look up services using the BOSH DNS service discovery mechanism.

Note: Port 8853 is the destination port for communications between BOSH DNS health processes. Ensure your firewall rules allow TCP traffic on
8853 for all VMs running BOSH DNS. For more information, see BOSH DNS Network Communications.

To support this lookup, BOSH Director colocates a BOSH DNS server on every deployed VM. This colocation is a prerequisite for migrating completely to
BOSH DNS in a future release of PCF. However, this colocation does not impact the current behavior of DNS for Cloud Foundry components in PCF v2.0.
System components still use consul to discover and locate other Cloud Foundry components.

You can opt out of deploying BOSH DNS in PCF v2.0. For more information, see the Ops Manager v2.0 Release Notesand Disabling or Opting Out of BOSH
DNS in PCF Z'in the Pivotal Knowledge Base.

BOSH System Metrics Available in Loggregator Firehose

PCF now forwards BOSH health metrics generated for all VMs in a deployment to the Loggregator Firehose by default. For more information about this
feature and its implementation, see the BOSH System Metrics Forwarder section in the Overview of the Loggregator System.

The new flow of BOSH component metrics cannot be disabled. Therefore, if you are currently using the PCF JMX Bridge tile or the BOSH HM Forwarder to
consume them, you may receive duplicate data. To prevent this, you can do the following:

e Stop using PCF JMX Bridge to consume BOSH component metrics outside of the Firehose. See Preventing Duplicated BOSH Component Metrics in PCF
JMX Bridge for additional instructions.

e Uninstall the BOSH HM Forwarder.

For guidance information about configuring Ops Manager Director, see the Ops Manager installation topic for your laaS .

Metric Namespace Difference in JMX Bridge

Because BOSH component metrics now come from the Firehose, their namespaces are different in PCF JMX Bridge. For an explanation of how metric
names differ between PCF 2.0 and earlier versions, see the following table.

PCF )
Version Explanation
1.12 Example Metric:
and system.healthy

earlier Description:

The BOSH Director delivers the metric name. The metric is nested in the tree structure by deployment name, VM name, VM instance number,
and attributes for that VM instance. The sub-node of VM instance number is always named null.

Reference Image:
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[ JoN ] Java Monitoring & Management Console
Connection Window Help
root@l0.0.0.6:44444
Overview  Memory  Threads  Classes VM Summary cli=
» [ IMImplementation rAttribute value
» [ com.sun.management Name Value
» [ java.lang system.healthy 1.0
» [ java.nio Refresh
» [ java.util.logging
¥ [ org.cloudfoundry r MBeanAttributelnfo
» [ bosh-health-check Name Value
» BB o Attribute:
» [0 cf-1f5312536ef3622b7a2 Name system. healthy
» [ p-isolation-segment-9764b03fde54612bb377 E::;':ﬁtl;o" f:;;em‘heahh"
v [ p-metrics-5f713f178eef6c13f8c4 Writable false
v [ jmx-firehose-nozzle Is false
vy BFo Type java.lang.Double
> @ 10.0.0.7
b @ null
¥ 5 maximus
vEo
v @ null
v Attributes "
. rDescriptor
- - Name Value
system.load.1m
system.swap.percent
system.swap.kb
system.cpu.user
system.disk.ephemeral.inode_percent
system.disk.ephemeral.percent
system.disk.system.percent
SYSIem.CpU.5Ys
system.disk.persistent.percent
system.mem.kb
system.cpu.wait
system.mem.percent
P
2.0 Example Metric:

bosh-system-metrics-forwarder.system.healthy

Description:
The Firehose delivers the metric name. The tree shows the VM GUID instead of the VM instance number and the sub-node is always empty.

This namespacing affects all previous BOSH health metrics.
Reference Image:
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[ JoN ] Java Monitoring & Management Console
Connection Window Help
0@ root@10.0.0.6:44444
Overview  Memory  Threads  Classes VM Summary m cli=
» | JMImplementation rAttribute value
» [ com.sun.management Name Value
» [ java.lang bosh-system-metrics... 1.0
» [ java.nio Refresh
» | 7] java.util.logging
¥ [ org.cloudfoundry r MBeanAttributelnfo
> B f Name Value
» [0 cf-c76e7eef522165eb1f4f Attribute: _
v [ p-metrics-97c04726ddag95d40094 Name bash-system-~metrics-for...
> B fireh | Description bosh-system-metrics-for...
J_me—. irehose-nozzle Readable true
v 5 maximus Writable false
¥ - 33050d67-13d1-4093-a078-148cc1498f95 Is false
vy @ Type java.lang.Double
¥ Attributes
bosh-system-metrics-forwarder.system.mem.kb
bosh-system-metrics-forwarder.system.disk.persistent.percent
bosh-system-metrics-forwarder.system.swap.percent
bosh-system-metrics-forwarder.system.disk.ephemeral.inode_p
bosh-system-metrics-forwarder.system.disk.system.inode_perc N
] r Descriptor
bosh-system-metrics-forwarder.system.cpu.sys
Name Value

bosh-system-metrics-forwarder.system.mem.percent
bosh-system-metrics-forwarder.system.cpu.user
bosh-system-metrics-forwarder.system.disk.ephemeral.percent
bosh-system-metrics-forwarder.system.swap.kb
Vv . em.healthy

bosh-system-metrics-forwarder.system.disk.persistent.inode_pe
bosh-system-metrics-forwarder.system.load.1m
bosh-system-metrics-forwarder.system.disk.system.percent
bosh-system-metrics-forwarder.system.cpu.wait

» Operations

Gorouter and HAProxy Trust the Diego Instance Identity Intermediate CA

The trust between the Gorouter and HAProxy enables mutual authentication between applications that run on PCF. The Gorouter and HAProxy are
configured with the root certificate authority. This occurs automatically within PCF.

Gorouter and HAProxy Trust Additional CAs

When validating client requests using mutual TLS, the Gorouter trusts multiple certificate authorities (CAs) by default. Operators can now configure the
Gorouter and HAProxy to trust custom CAs in addition to well-known, public CAs and Ops Manager Director Trusted Certificates.

For more information about configuring this feature, see the PAS installation topic for your laaS .

Gorouter and HAProxy Support Multiple Certificates

You can now add more than one certificate for the Gorouter and HAProxy in the Networking configuration pane. This improves security and removes the
need to reissue the existing certificate when you want to add TLS support for custom domains. The Gorouter and HAProxy use SNI to determine the
correct certificate to present in a TLS handshake. For more information, see the Multiple Certificates section of Securing Traffic into Cloud Foundry.

XFCC Support for Deployments that Terminate TLS at HAProxy

PCF now supports XFCC header configuration for deployments that terminate TLS for the first time at HAProxy. In addition, the selection options for this
configuration field have been renamed to reflect differences in XFCC configuration based on TLS termination entry points. For more information, see the
PAS installation topic for your laaS &.

Migration of Internal Credentials to BOSH CredHub

Several internal credentials, the secret and simple_credentials that PAS uses for inter-component communication, are now generated and stored in BOSH
CredHub instead of the Ops Manager database.
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This is part of an ongoing effort to migrate all credentials to BOSH CredHub, which will reduce the amount of places credentials are stored, aid in
credential rotation, and increase security. For information about the internal credentials that were migrated to BOSH CredHub in 1.12, see the Migration
of Internal Credentials to BOSH CredHub (& section of the Pivotal Elastic Runtime v1.12 Release Notes topic.

To access the following credentials, you must use the CredHub CLI or the Ops Manager APl instead of accessing theCredentials tab of the PAS tile. For
instructions about retrieving PAS credentials, see Retrieving Credentials from Your Deployment.

® .autoscaling.broker_credentials

® .autoscaling.encryption_key

® .backup-prepare.backup_encryption_key

e .diego_database.bbs_encryption_passphrase
e .nfs_server.blobstore_ secret

e .notifications.encryption_key

e .push-pivotal-account.encryption_key

e .push-usage-service.secret_token

® .router.route_services_secret

e .properties.consul_encrypt_key

® .nats.credentials

VMware NSX-T Networking Support

PAS v2.0 adds support for VMware NSX-T networking. NSX is a networking solution for VMware that provides a firewall, load balancing, and NAT/SNAT
services for PCF. NSX-T is intended to work across multiple clouds and provide networking for container platforms. Previous versions of PAS supported
NSX-V networking.

To use NSX-T networking, you must install the NSX-T tile.

WARNING: The NSX-T integration is only for fresh installs of PCF. You cannot upgrade an existing deployment to use NSX-T, and there is no
upgrade path from NSX-V to NSX-T.

To enable NSX-T networking for your PCF installation, do the following:

1. Inthe Ops Manager Director tile > vCenter Config pane, select NSX-T from the NSX Mode drop-down menu. See Step 2: vCenter Config Page Z'in
Configuring Ops Manager Director on vSphere for more information.

2. a. Importand configure the NSX-T tile Z, but do not click Apply Changes. You must install the NSX-T tile after you install the Ops Manager
Director tile. You must install the NSX-T tile before you install the PAS tile.

3. Inthe Networking pane of the PAS tile, under Container Network Plugin Interface, select External.
4. Click Apply Changes after installing and configuring the NSX-T and PAS tiles.

Operators can additionally use the NSX Manager to configure policies for PCF applications. See the NSX-T Container Plug-in for Kubernetes and Cloud
Foundry - Installation and Administration Guide Z for more information.

Note: You must have NSX-T v2.1 installed to use this integration.
Note: The IPsec add-on is not supported with NSX-T.

€S Breaking Change: If you opt out of the BOSH DNS feature, your PCF deployment cannot support NSX-T networking.

Secure Service Instance Credentials (Beta)

The PAS tile now includes its own runtime CredHub VM to securely store the service instance credentials that apps use to access services. Previously, PCF
could only use the Cloud Controller database for storing these credentials.

Enabling this feature requires the following:
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e PCF operators must follow the steps in Securely Storing Service Instance Credentials with PAS CredHub. For information about configuring CredHub in
the PAS tile, see the Configure CredHub section in the PAS installation instructions for your laa$S, such as Deploying PAS on GCP.

e To store service instance credentials in runtime CredHub, PCF service tile developers must modify their service tile as described in Securing Service
Credentials with Runtime CredHub .

The Spring Cloud Services  tile is the first service to support storing its instance credentials in runtime CredHub.

For more information about CredHub in PCF, see the CredHub Documentation .

€S Breaking Change: If you opt out of the BOSH DNS feature, your PCF deployment cannot support Secure Service Instance Credentials feature.

Release-Level Backup and Restore

PAS v2.0 includes support for release-level backup and restore. BOSH Backup and Restore (BBR) 2 now backs up each PAS component using scripts
specific to the component. This new flow ensures services stop using the component database before it is backed up and improves the correctness of the
backup. The steps to backup and restore with BBR are unchanged. For more information about component and service availability during backup, see
PAS Component Availability During Backup

Colocated Errands on Instance VMs

The PAS tile no longer includes individual errand VMs. Instead, the errand jobs are colocated on other VMs in the deployment. Colocated errands run
faster than traditional errands and use fewer resources, including disk and IP space. These errands are now set to always run by default.

Context Objects for Service Bindings

A context object is sent to service brokers when provisioning a service instance containing platform-specific information, such as the organization and
space GUIDs. PAS v2.0 adds the same context object to binding requests. If the service broker wants to make decisions based on the organization or space
GUIDs in which the binding is created, it can do so.

For more information, see Open Service Broker API (Z.

Syslog Scheduler Highly Available During Zone Outage

The Syslog Scheduler is now scalable. The number of Syslog Scheduler instances defaultsto 2 . This is the minimum number of instances necessary to
make the syslog drain highly available.

Option to Enable Metrics Forwarder on Apps Manager

Apps Manager includes a new option to bind the Metrics Forwarder service to an application. To do so, go to Services and click Add a Service.

Option to Enable PCF Scheduler on Apps Manager

Apps Manager includes a new option to bind the PCF Scheduler service to an application. To do so, go to Services and click Add a Service.

Option to Enable App Autoscaler on Apps Manager

Apps Manager includes a new option to bind the App Autoscaler service to an application. To do so, go toServices and click Add a Service. To access the
configuration panel for App Autoscaler, click Manage.

Apps Manager Shows Multiple Buildpacks

In Apps Manager, the app page Settings tab shows multiple buildpacks for apps pushed with multiple buildpacks.
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Mappings Endpoint Integrated in Apps Manager

Apps Manager now integrates the Spring Boot Actuator /mappings endpoint. This endpoint displays the endpoints an app serves and other related details.
For more information, see Using Actuators.

Terraform Templates for Installing PCF

The PAS v2.0 release on Pivotal Network includes Terraform ' template downloads. Terraform is a tool for creating and updating infrastructure
resources that helps provide a better and more consistent PCF install experience on multiple laaS providers. PCF internal development teams maintain
and test Terraform templates in many scenarios.

This release includes templates for GCP and AWS. If you are installing PCF on either of these laaS providers, you can use the Terraform templates to
automatically create the necessary infrastructure resources. For instructions, see the following topics:

e Installing PCF on GCP using Terraform.

e Installing PCF on AWS using Terraform.

Note: The AWS Terraform template replaces the PCF Cloudformation for AWS Setup file on Pivotal Network.

Option to Enable Self-Service Network Policies

Operators can now enable self-service network policies for Space Developers. Prior to this release, enabling access occurred on either a per-developer or
per-group basis. For more information about enabling this feature, see the Installing Pivotal Cloud Foundry topic for your laaS.

Known Issues

CredHub Database Cannot be External on GCP

If your PAS deployment is on GCP and you want to use Runtime CredHub, you must select Internal for both your system databases and CredHub
database. If you are using external system databases, you cannot use CredHub.

CredHub is not compatible with the external database option on GCP. GCP Cloud SQL presents its certificate in a way that CredHub refuses to connect to
it.

Disabling HTTP for Routers Causes Failures for Routes Bound to Internal Route Services

In all versions of PAS v2.0, disabling the HTTP listener for the Gorouter and HAProxy will cause clients to receive 502 responses for requests to routes that
are bound to a route services that are run as apps on the platform. Route services that are run externally are not impacted.

To support route services run as apps on ERT, HTTP must remain enabled.

Cells Using GrootFS Fail to Run Privileged-Container Apps

In PAS v2.0.0 through v2.0.5, Diego cells using the GrootFS component fail to run application instances whose internal specifications require a privileged
container. This defect affects buildpack-based applications last started on Elastic Runtime v1.8 or earlier.

To resolve this issue, take any one of the following actions:

e Deploy PASv2.0.6 or later,
e Redeploy PAS wih GrootFS disabled, or

e Manually restart any apps that are affected.
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Tasks Unreliable

Thereis a bugin the Cloud Controller that affects the operation of tasks. Any time a user runs a task, the following may happen:

e The task cancels before completing.

e Thetaskis reported as a failure even if it finishes successfully.

Preventing Duplicated BOSH Component Metrics in PCF JMX Bridge

PCF now forwards BOSH health metrics generated for all VMs in a deployment to the Loggregator Firehose by default. See BOSH Component Metrics
Available in Loggregator Firehose for more information.

The new flow of BOSH component metrics cannot be disabled. Therefore, if you are currently using the PCF JMX Bridge tile to consume them, you may
receive duplicate data. To prevent this, delete JMX Provider IP Addressin Director Config of your Ops Manager Director tile.

Deleting the IP address means that BOSH component metrics will no longer be sent to JMX Bridge using the direct connection from the BOSH Director to
the JMX Provider. As these BOSH component metrics are now available in JMX Bridge by default through its Firehose nozzle, breaking the prior direct
connection by deleting the JMX Provider IP address prevents the duplication of BOSH metrics for JMX Bridge consumers.

PAS Forwards High Volume of DEBUG Log Messages

PAS forwards a high volume of DEBUG syslog messages from UAA and other system components to an external service. To remediate this issue, you can

filter out log messages that contain "DEBUG" in their body by using the if ($msg contains "DEBUG") then custom syslog rule.
stop

For information about enabling syslog forwarding and configuring custom syslog rules in PAS, see Enable Syslog Forwarding in the Configuring Logging in
PAS topic and Exclude Logs With Certain Contentin the Customizing Platform Log Forwarding topic.

Truncated Syslog Messages

Note: This issue is remediated when you select the Use TCP for file forwarding local transportoption. For more information, see System
Logging.

If the total length of a syslog message transported locally from a PCF system component (for example, the Cloud Controller or a Diego cell) is greater than
1,024 bytes, the packet is truncated before it reaches RSYSLOG installed on every BOSH VM instance.

The truncation is caused by the following:

e InPCF V2.0, ajob writes log messages to a file in the /var/veap/sys/log  directory, and then syslog-migration-release Z forwards the messages to
RSYSLOG. For reading log files from the /var/veap/sys/log  directory into RSYSLOG, the release uses blackbox . Because blackbox s configured to send
log messages over UDP, it causes the underlying library to respect the message length restrictions of RFC 3164 and truncate packets. For more
information, see syslog Message Parts (Z'in the RFC 3164 documentation.

e Prior to switching to syslog-migration-release in PCF v1.11, when a job generated a log message, it typically wrote the message in two locations: to the
Ivar/veap/sys/log - directory and to RSYSLOG. For writing log messages directly to RSYSLOG, jobs used logger | an Ubuntu utility.
In PCF v2.0, RSYSLOG receives two copies of each log message: one is from blackbox 'and one is from the logger utility. Log messages sent through
logger may be truncated as explained below:

o If jobs are using the default version of logger installed on the stemcell, logs longer than 1 KB are truncated because the utility has a hard-coded
message length limit.

o If jobs are using a newer version of logger without this restriction or other tool to communicate with RSYSLOG over UDP, the truncation may not
happen.

As mentioned above, jobs write system logs to the /var/vcap/sys/log directory. You can download full log lines from the directory files using Ops Manager.

Read-Only Volume Mounts Display as “rw”

Due to an underlying kernel defect, read-only volume mounts display as "mode": when you view the VCAP_SERVICES environment variable for your

[

™

app.
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For more information about binding a volume service, see Using an External File System (Volume Services).

Restore from Automated Backup of Internal MySQL Not Supported

If you configure PAS to use Internal MySQL, ensure that you select Disable Automated Backups of MySQL under the Automated Backups Configuration
field. Pivotal does not support restoring the internal MySQL database from a full backup because it degrades the Galera MySQL cluster.

To back up and restore the internal MySQL database, you must use BOSH Backup and Restore (BBR). See Backing Up and Restoring Pivotal Cloud Foundry
 for information on using BBR.

BBR provides the following advantages over the Automated Backup Configuration:

e BBRlocks the necessary APIs as part of the backup procedure. This release-level backup ensures correctness. See PAS Component Behavior During
Backup @.

e BBR backs up the MySQL cluster and the blobstore together so that they are consistent.

e BBReliminates the need to manually remove the silk database table after restore.

For more information on this issue, see the following Pivotal Knowledge Base article: Restore from PAS Automated Database Backup is Not Supported in
1.11 and later &.

UAA Request Latency Metric Not Emitted

The gorouter.latency.uaa metric is only emitted in PCF v2.0.11 or later. For more information about the gorouter.latency.uaa metric, see UAA Request Latency
Z'in Key Performance Indicators.

Configuring a List of TCP Routing Ports

This section describes an issue and workaround related to configuring a list of TCP Routing Ports in the PAS tile Ul.

Issue

You cannot enter a comma-separated list of ports in the TCP Routing Ports field of the PAS tile. If you enter a comma-separated list, the Routing APl does
not start. The TCP Routing Ports field allows entries in the following formats:

e Asinglevalue,suchas 1234

e Arange of values, such as 1234-5678

Workaround

If you want to configure a list of ports, Pivotal recommends following these steps:

Note: This procedure causes brief downtime for TCP apps listening on ports that you open after deploying PAS.

1. Configure PAS with Enable TCP Routingselected.
2. Enter one port you want to use in the TCP Routing Ports field.
3. Deploy PAS.

4. Use the Routing API to add all desired TCP ports by following the instructions in the Modify your TCP ports section of the Enabling TCP Routing topic.
When using the Routing API, you can include a comma separated list of ports.

Loggregator Component Horizontal Scaling Thresholds

Above approximately 40 Doppler instances and 20 Traffic Controller instances, horizontal scaling is no longer useful for improving Loggregator Firehose
performance. To improve performance, increase CPU resources for the existing Doppler and Traffic Controller instances to add vertical scale.
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About Advanced Features

The Advanced Features section of the PAS tile includes new functionality that may have certain constraints.

Although these features are fully supported, Pivotal recommends caution when using them in production.
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PCF Ops Manager v2.0 Release Notes

Pivotal Cloud Foundry is certified by the Cloud Foundry Foundation for 2018.

Read more about the certified provider program & and the requirements of providers .

How to Upgrade

The Upgrading Pivotal Cloud Foundry topic contains instructions for upgrading to Pivotal Cloud Foundry (PCF) Ops Manager v2.0.

Releases

2.0.27

e [Security Fix]: Bump Nokogiri to address CVE-2018-14404 (.
e [Security Fix]: Bump UAA to 52.12 to address CVE-2018-15761 (Z.

Ops Manager v2.0.27 uses the following component versions:

Component Version
Ops Manager build.381*
Stemcell 3468.78*
BBR SDK 1.2.1
BOSH Director 264.17
BOSH DNS 0.1.4
CredHub 1.6.7

UAA 52.12*
AWS CPI 69

Azure CPI 35.4

GCP CPI 25.10.0
QpenStack CP! 35
vSphere CPI 45.1.0

* Components marked with an asterisk have been updated to resolve security vulnerabilities or fix component behavior.

2.0.26

e [Security Fix]: Bumps stemcell to 3468.75 for periodic lower-severity security updates.

e [Bug Fix]: Bumps Azure CPI to 35.4 to fix LockTimeoutError issues.

e [Bug Fix]: Operators can change the Director Hostname without losing connection between BOSH Director and VMs.
e [Bug Fix]: Operators can work around an expired SAML service provider cert by disabling and enabling SAML.

e [Feature Improvement]: The expiring certificates endpoint ( /api/v0/deployed/certificates )includesinformation about the SAML service
provider cert.

e [Feature Improvement]: Importing products that use the future Unified Syslog feature warns operators that product syslog features will not be active
in this version of Ops Manager.

Ops Manager v2.0.26 uses the following component versions:

Component Version
Ops Manager build.375*
Stemcell 3468.75*
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Egmggnent el'ezt‘g‘lon
BOSH Director 264.17
BOSH DNS 0.1.4
CredHub 1.6.7
UAA 52.10
AWS CPI 69
Azure CPI 35.4*
GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0

* Components marked with an asterisk have been updated to resolve security vulnerabilities or fix component behavior.

2.0.25

e [Security Fix]: Bumps stemcell to 3468.73 to address USN-3777-2 (.

Ops Manager v2.0.25 uses the following component versions:

Component Version
Ops Manager build.369*
Stemcell 3468.73*
BBR SDK 1.2.1
BOSH Director 264.17
BOSH DNS 0.1.4
CredHub 1.6.7
UAA 52.10
AWS CPI 69
Azure CPI 35

GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0

* Components marked with an asterisk have been updated to resolve security vulnerabilities or fix component behavior.

2.0.24

e [Feature Improvement]: Ops Manager now displays a useful error message when a file downloaded from PivNet is corrupt.

e [Feature Improvement]: Ops Manager now displays a 500 error when it fails to import an installation.

e [Bug Fix]: Ops Manager verifiers now work when Ops Manager is configured with a proxy.

e [Bug Fix]: Ops Manager now sets the storage account type and Director ephemeral disk correctly on Azure deployments.

Ops Manager v2.0.24 uses the following component versions:
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Ops Manager build.365*

Stemcell 3468.71*

BBR SDK 1.2.1

BOSH Director 264.17

BOSH DNS 0.1.4

CredHub 1.6.7

UAA 52.10
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-EBRsEhent Garsion
Azure CPI 35
GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0
* Components marked with an asterisk have been updated to resolve security vulnerabilities or fix component behavior.

2.0.23

e [Security Fix]: Bumps Stemcell to 3468.67

Ops Manager v2.0.23 uses the following component versions:

Component Version
Ops Manager build.348
Stemcell 3468.67*
BBR SDK 1.2.1
BOSH Director 264.17*
BOSH DNS 0.1.4
CredHub 1.6.7
UAA 52.10
AWS CPI 69

Azure CPI 35

GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0

* Components marked with an asterisk have been updated to resolve security vulnerabilities or fix component behavior.

2.0.22

e [Bug Fix]: Pivotal Network integrates successfully with Pivotal Application Service (PAS) tile and Small Footprint PAS.

Ops Manager v2.0.22 uses the following component versions:

Component Version
Ops Manager build.348
Stemcell 3468.64
BBR SDK 1.2.1
BOSH Director 264.15
BOSH DNS 0.1.4
CredHub 1.6.7
UAA 52.10
AWS CPI 69

Azure CPI 35

GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0

* Components marked with an asterisk have been updated to resolve security vulnerabilities or fix component behavior.
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2.0.21

e [Security Fix] Bumps stemcell to 3468.64

Ops Manager v2.0.21 uses the following component versions:

Component Version
Ops Manager 2.0-build.345
Stemcell 3468.64*
BBR SDK 1.2.1
BOSH Director 264.15*
BOSH DNS 0.1.4
CredHub 1.6.7
UAA 52.10
AWS CPI 69
Azure CPI 35

GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0

* Components marked with an asterisk have been updated.

2.0.20

e [Bug Fix]: External databases can now connect to Ops Manager using TLS.

e [Bug Fix]: Certain VM image components no longer write to the persistent disk after reboot.

Ops Manager v2.0.20 uses the following component versions:

Component Version
Ops Manager

Stemcell 3468.55*
BBR SDK 1.2.1
BOSH Director 264.15.0*
BOSH DNS 0.1.4
CredHub 1.6.7
UAA 52.10
AWS CPI 69
Azure CPI 35

GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0

* Components marked with an asterisk have been updated.

2.0.19

e [Bug Fix]: Fixes an error reading Unknown CPI error 'Unknown' with message 'execution expired' in 'create vm' CPI method for

deployments on Azure.

Ops Manager v2.0.19 uses the following component versions:

Component Version
Ops Manager 2.0-build.336
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BBR SDK 1.2.1
BOSH Director 264.11.0
BOSH DNS 0.1.4
CredHub 1.6.7
UAA 52.10
AWS CPI 69
Azure CPI 35

GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0

* Components marked with an asterisk have been updated.

2.0.18

e [Bug Fix]: Fix critical manifest generation grammar issue introduced in v2.0.17.

Ops Manager v2.0.17 is no longer available.

Ops Manager v2.0.18 uses the following component versions:

Component Version
Ops Manager 2.0-build.335
Stemcell 3468.51
BBR SDK 1.2.1
BOSH Director 264.11.0
BOSH DNS 0.1.4
CredHub 1.6.7
UAA 52.10*
AWS CPI 69
Azure CPI 35

GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0

* Components marked with an asterisk have been updated.

2.0.17

WARNING: This release is no longer available for download. Upgrade to v2.0.18 instead. For more details, continue reading.

In Ops Manager v2.0.17, a bug caused PAS’s Diego cells to fail to trust all of the appropriate TLS certificates which were trusted previously.

The full impact of the bug has not yet been confirmed, but it is possible that it affects other tiles. Specifically, it affects tiles where the tile author used a
multi-line string which contains multiple double-parenthesis expressions within the multi-line string inside the tile’s YAML definition file.

Tile authors often use multi-line strings containing multiple double-parenthesis expressions to construct certificate chains for their BOSH manifests. This
bug causes these strings to render incorrectly in the manifests.

The following is an example of a portion of a tile’s YAML file which will be affected by this bug:

trusted_certs: |

((( /cf/diego-instance-identity-root-ca.certificate )))
(( $ops_manager.ca_certificate ))

(( $ops_manager.trusted_certificates ))
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This version of Ops Manager is no longer available on Pivotal Network. Upgrade to v2.0.18 instead.

e [Bug Fix]: You can now delete an unused AZ in an installation after clicking Apply Changes.

e [Feature Improvement]: Installation Dashboard and deployment status pages may load more quickly.

e [Security Fix]: Bumps Nokogiri to 1.8.4 to remediate CVE-2017-15412 (.

Ops Manager v2.0.17 uses the following component versions:

Component Version
Stemcell 3468.51
BBR SDK 1.2.1
BOSH Director 264.11.0
BOSH DNS 0.1.4
CredHub 1.6.7
UAA 52.10*
AWS CPI 69
Azure CPI 35

GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0

* Components marked with an asterisk have been updated.

2.0.16

e [Bug Fix] Ops Manager syncs with the configured NTP Server, resolving the issue in the following KB article:
https://community.pivotal.io/s/article/Operations-Manager-does-not-Sync-with-the-Configured-NTP-Server-in-PCF-20 .

e [Security Fix] On vSphere, the ubuntu user must enter their password when using sudo .

e [Security Fix] Bumps Sprockets to v3.72 or later for CVE. See [CVE-2018-3760] Path Traversal in Sprockets Z for more information.

Ops Manager v2.0.16 uses the following component versions:

Component Version
Ops Manager 2.0-build.329
Stemcell 3468.51*
BBR SDK 1.2.1
BOSH Director 264.11.0*
BOSH DNS 0.1.4*
CredHub 1.6.7*
UAA 52.9*
AWS CPI 69

Azure CPI 35

GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0

* Components marked with an asterisk have been updated.

2.0.15

e [Security] Remediates CVE-2018-11046 .

e [Bug Fix] You can now rotate SSL certificates without losing the connection between BOSH Director and VMs.

e [Bug Fix] You can now delete the only AZ in an installation.
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e [Bug Fix] You can now delete the only network in an installation.

Ops Manager v2.0.15 uses the following component versions:

Component Version
Ops Manager 2.0-build.320
Stemcell 3468.46
BBR SDK 121
BOSH Director 264.10.0
BOSH DNS 0.1.3
CredHub 1.6.5
UAA 52.7
AWS CPI 69
Azure CPI 35

GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0
2.0.14

e [Security Fix] Bumps stemcell to 3468.46.

e [Feature Improvement] Decrease upload time for large tiles and stemcells.

e [Bug Fix] Helps alleviate Ruby’s susceptibility to high memory usage. May prevent the Ops Manager VM from running out of memory during a long VM

lifecycle.

e [Bug Fix] Ops Manager Ul shows product job log download link only once per instance group rather than for all instances.

e [Bug Fix] The Ops Manager APl endpoint /api/v0/deployed/certificates now lists all RSA certificates.

e [Bug Fix] Azure network and resource group matchers are case insensitive.

e [Bug Fix] The Ops Manager API no longer has the service network key.

Ops Manager v2.0.14 uses the following component versions:

Component Version
Ops Manager 2.0-build.314
Stemcell 3468.46*
BBR SDK 121
BOSH Director 264.10.0
BOSH DNS 0.1.3
CredHub 1.6.5
UAA 52.7
AWS CPI 69
Azure CPI 35

GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0
2.0.13

e [Feature] Makes Azure network and resource group matchers case-insensitive.

e [Feature] Upgrades BOSH System Metrics Server Release to v0.0.17. PAS for Window 2012R2 now emits BOSH VM metrics.

e [Bug Fix] Backports GET /api/v0/staged/director/networks to older releases.
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Ops Manager v2.0.13 uses the following component versions:

Component Version
Ops Manager 2.0-build.307
Stemcell 3468.42*
BBR SDK 1.2.1
BOSH Director 264.10.0
BOSH DNS 0.1.3
CredHub 1.6.5
UAA 52.7
AWS CPI 69
Azure CPI 35

GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0
2.0.12

e [Security Fix] Bumps Stemcell to 3468.42

e [Bug Fix] The credentials APl endpoints for deployed products do not include secrets. For more information about these APl endpoints, see Viewing

available credentials & and Fetching credentials &'in the Ops Manager API documentation.

Ops Manager v2.0.12 uses the following component versions:

Component Version
Ops Manager 2.0-build.303
Stemcell 3468.42*
BBR SDK 1.2.1
BOSH Director 264.10.0
BOSH DNS 0.1.3
CredHub 1.6.5
UAA 52.7
AWS CPI 69
Azure CPI 35

GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0

* Components marked with an asterisk have been updated.

2.0.11

e [Security Fix] Bumps Stemcell to 3468.30

e [Feature] You are now able to fetch availability zones (AZs) from the Ops Manager API. For more information, see Fetching availability zones Z'in the

Ops Manager APl documentation.

Ops Manager v2.0.11 uses the following component versions:

Component Version
Ops Manager 2.0-build.279
Stemcell 3468.30*
BBR SDK 121
BOGHH mineettsrmarked with an asterisk have been updated. 264.10.0
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CredHub 1.6.5
UAA 52.7
AWS CPI 69
Azure CPI 35

GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0

* Components marked with an asterisk have been updated.

2.0.10

e [Security Fix] Bumps Stemcell to 3468.28.

e [Feature] In the Director Config pane, you can now enter Excluded Recursors as a comma-separated list. This list specifies which IPs and ports you
want to exclude from the DNS server. For more information, see Director Config Page .

e [Bug Fix] Ops Manager sets a consistent entity ID in both SAML and non-SAML cases.

Ops Manager v2.0.10 uses the following component versions:

Component Version
Ops Manager 2.0-build.276
Stemcell 3468.28*
BBR SDK 121
BOSH Director 264.10.0
BOSH DNS 0.1.3
CredHub 1.6.5
UAA 52.7
AWS CPI 69
Azure CPI 35

GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0

* Components marked with an asterisk have been updated.

2.0.9

e [Feature] The BOSH CLI is now upgraded to v3 in Ops Manager. You can now split cloud config and other configurations into multiple files. This change
allows you to manage and evolve configurations separately. For more information on configuration management in BOSH, see Configs 'in the BOSH
documentation.

e Bumps Rubygems to v2.6.14.

Ops Manager v2.0.9 uses the following component versions:

Component Version

Ops Manager 2.0-build.269
Stemcell 3468.27

BBR SDK 1.2.1

BOSH Director 264.10.0
BOSH DNS 0.1.3
CredHub 1.6.5

UAA 52.7
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Azure CPI 35
GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0
* Components marked with an asterisk have been updated.
2.0.8

e [Security Fix] Bumps stemcell to 3468.27.

Ops Manager v2.0.8 uses the following component versions:
Component Version
Ops Manager 2.0-build.264
Stemcell 3468.27*
BBR SDK 1.2.1
BOSH Director 264.10.0*
BOSH DNS 0.1.3
CredHub 1.6.5
UAA 52.7
AWS CPI 69
Azure CPI 35
GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0

* Components marked with an asterisk have been updated.

2.0.7

e [Bug Fix] Allows access to public AMI snapshots for Ops Manager KMS encryption. This feature was introduced in v2.0.4.

Ops Manager v2.0.7 uses the following component versions:

Component Version
Ops Manager 2.0-build.263
Stemcell 3468.25
BBR SDK 121
BOSH Director 264.9*
BOSH DNS 0.1.3*
CredHub 1.6.5
UAA 52.7
AWS CPI 69
Azure CPI 35
GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0
* Components marked with an asterisk have been updated.
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2.0.6

e [ Security Fix] Bumps stemcell to 3468.25.

Ops Manager v2.0.6 uses the following component versions:

Component Version
Ops Manager 2.0-build.255
Stemcell 3468.25*
BBR SDK 121
BOSH Director 264.8*
BOSH DNS 0.1.0
CredHub 1.6.5
UAA 52.7
AWS CPI 69
Azure CPI 35
GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0
* Components marked with an asterisk have been updated.
2.0.5

e [ Security Fix] Bumps stemcell to 3468.21.

e Increases connection timeout to accommodate large installation exports.

Ops Manager v2.0.5 uses the following component versions:
Component Version
Ops Manager 2.0-build.249
Stemcell 3468.21*
BBR SDK 121
BOSH Director 264.7
BOSH DNS 0.1.0
CredHub 1.6.5
UAA 52.7
AWS CPI 69
Azure CPI 35
GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0

* Components marked with an asterisk have been updated.

2.0.4

e [Feature] For an Ops Manager AWS configuration, operators can specify a custom Key Management Service (KMS) encryption key to encrypt all the
Elastic Block Store (EBS) volumes in AWS. To specify a KMS Key, enable Encrypt EBS Volumes in the AWS Config pane and enter your key in the new
Custom Encryption Key field. For more information, see Configuring Amazon EBS Encryption.

e [ Security Fix] Bumps stemcell to 3468.19.

Ops Manager v2.0.4 uses the following component versions:
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Component Version
Ops Manager 2.0-build.246
Stemcell 3468.19*
BBR SDK 121
BOSH Director 264.7*
BOSH DNS 0.1.0
CredHub 1.6.5
UAA 52.7
AWS CPI 69
Azure CPI 35
GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0
* Components marked with an asterisk have been updated.
2.0.3

e [ Security Fix] Bumps stemcell to 3468.17.

Ops Manager v2.0.3 uses the following component versions:
Component Version
Ops Manager 2.0-build.236
Stemcell 3468.17*
BOSH Director 264.6
BOSH DNS 0.1.0*
CredHub 1.6.5
UAA 52.7*
AWS CPI 69
Azure CPI 35
GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0
* Components marked with an asterisk have been updated.
2.0.2

e The Default Security Group field on the Azure Config pane is now optional

Ops Manager v2.0.2 uses the following component versions:
Component Version
Ops Manager 2.0-build.233
Stemcell 3468.13
BOSH Director 264.6
CredHub 1.6.5
UAA 52.4
AWS CPI 69
Azure CPI 35*
GCP CPI 25.10.0
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45.1.0

* Components marked with an asterisk have been updated.

2.0.1

e Operators can rotate the BOSH blobstore after a successful redeploy by editing the Access Key and Secret fields under S3 Compatible Blobstore in
the Director Config section of the tile. Operators may want to rotate credentials because the old ones have been compromised or because their

enterprise policy demands rotation after a specific time period.

e OnAzure, the Internet Connected checkboxes in the Resource Config section of the tile are now deselected by default. Pivotal recommends keeping
these checkboxes deselected. For more information, see Step 8: Resource Config Page Z'in Configuring Ops Manager Director on Azure.

e [ Security Fix] Bumps stemcell to 3468.13

Ops Manager v2.0.1 uses the following component versions:

Component Version
Ops Manager 2.0-build.226
Stemcell 3468.13
BOSH Director 264.6
CredHub 1.6.5
UAA 52.4
AWS CPI 69
Azure CPI 34
GCP CPI 25.10.0
OpenStack CPI 35
vSphere CPI 45.1.0
* Components marked with an asterisk have been updated.
2.0.0

Ops Manager v2.0.0 uses the following component versions:
Component Version
Ops Manager 2.0-build.213
Stemcell 3468.11
BOSH Director 264.3
CredHub 1.6.5
UAA 52.4
AWS CPI 67
Azure CPI 29
GCP CPI 25.10.0
OpenStack CPI 34
vSphere CPI 45
* Components marked with an asterisk have been updated.
New Features in Ops Manager v2.0
Role-Based Access Control
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Ops Manager v2.0 introduces support for role-based access control (RBAC). You can assign the following roles to determine which operators in your
organization make deployment changes, view credentials, and manage user roles in Ops Manager:

e Ops Manager Administrator
e Full Control

e Restricted Control

e Full View

e Restricted View

See Configuring Role-Based Access Control (RBAC) in Ops Manager for more information.

Custom Director Login Banner

In Ops Manager v2.0, operators can set a custom banner that every user sees when they log in to the BOSH Director. To set the banner, edit theCustom
SSH Banner field in the Director Config page of the Ops Manager tile.

For more information, see the Ops Manager Director installation topic for your laaS.

Azure Stack Support (Beta)

Operators can deploy Ops Manager v2.0 to Microsoft Azure in their own local datacenter using Azure Stack. Azure Stack support is in betafor Ops
Manager v2.0 and should not be used in production.

See Launching an Ops Manager Director Instance on Azure without an ARM Template & for more information.

BOSH CLI Renamed

Similar to previous Ops Manager versions, the Ops Manager VM includes two versions of the BOSH CLI. In Ops Manager v2.0, both versions of the BOSH CLI
have been renamed.

If you used BOSH CLI v2+ in earlier versions of Ops Manager, you ran commands using bosh2 . In Ops Manager v2.0, run the same commands using bosh .
For example, see the following table to compare the changes to the bosh vms command:

BOSH CLI Version PCFv1.12 PCFv2.0
BOSH CLIv1 bosh vms bosh-old vms
BOSH CLI v2+ bosh2 -e MY-ENV vms bosh -e MY-ENV vms

Many BOSH CLI vl commands are incompatible with the BOSH Director. Pivotal recommends using BOSH CLI v2+ commands for compatibility with future
versions of PCF.

BOSH NATS Traffic Uses TLS

The BOSH Director communicates with the agents in your deployment over NATS. For added security, Ops Manager v2.0 sends all NATS traffic using
Transport Layer Security (TLS) encryption.

See Component: Messaging (NATS) for more information about NATS.

BOSH DNS Service Discovery (Beta) and Opt-Out Option

In PCF v2.0, application containers look up services using the BOSH DNS service discovery mechanism. To support this lookup, BOSH Director colocates a
BOSH DNS server on every deployed VM.

Since the BOSH DNS feature is beta in PCF v2.0, Pivotal recommends that you deploy or upgrade your PCF v2.0 deployment first on a non-production
environment.

You can opt out of deploying BOSH DNS servers on every VM by selecting the Disable BOSH DNS server for troubleshooting purposes option in Ops
Manager. For more information on this configuration option, see the Director Config Page section of the Ops Manager Director installation topic for your
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For more information about disabling BOSH DNS, see Disabling or Opting Out of BOSH DNS in PCF Z'in the Pivotal Knowledge Base.

BOSH System Metrics Server Colocated on BOSH Director

Ops Manager v2.0 colocates the new BOSH Metrics Server on the BOSH Director and includes a UAA client with the correct authorities and scopes. This
colocation allows BOSH system metrics to flow into the Loggregator system by default.

For more information about this feature, see the BOSH System Metrics Forwarder section in the Overview of the Loggregator Systemtopic and BOSH
System Metrics Available in Loggregator Firehose in the PAS Release Notes.

VMware NSX-T Networking Support

Ops Manager v2.0 adds support for VMware NSX-T networking. NSX is a networking solution for VMware that provides a firewall, load balancing, and
NAT/SNAT services for PCF. NSX-T is intended to work across multiple clouds and provide networking for container platforms. Previous versions of Ops
Manager supported NSX-V.

When you upgrade from a previous version of Ops Manager with NSX networking enabled, Ops Manager defaults to NSX-V. The NSX-T integration is only
for fresh installs of PCF. You can enable NSX-T networking by selecting NSX-T in the new NSX Mode dropdown menu of the vCenter Config pane.

See Configuring Ops Manager Director on vSphere Z for more information.

Operators can additionally use the NSX Manager to configure policies for PCF applications. See the NSX-T Container Plug-in for Kubernetes and Cloud
Foundry - Installation and Administration Guide & for more information.

Note: You must have NSX-T v2.1 installed to use this integration.
Note: The IPSec add-on is not supported with NSX-T.

¢S Breaking Change: If you opt out of the BOSH DNS feature, your PCF deployment cannot support NSX-T networking.

Ops Manager Minimum Disk Size Warning

In Ops Manager v2.0, the web interface displays a warning banner if the Ops Manager appliance VM disk is less than 50 GB in size. If this warning appears,
resize your Ops Manager VM disk to 50 GB or larger.

For more information, see the Ops Manager Director installation topic for your laaS.

Configure Colocated Errands

Tile authors can configure the errands defined in their product tile to run on existing VMs in a deployment. Colocated errands run faster than traditional
errands and use fewer resources, including disk and IP space.

For more information, see Tile Errands Z'in the PCF Tile Developers Guide.

Configure Tiles with Runtime Configs

Tile authors can include runtime configs as a top-level key in tile metadata to define global deployment configurations. Named runtime config settings
apply to all VMs in a deployment.

Version v2.0 of Ops Manager supports defining any number of runtime_configs in an existing tile. Tile authors can also create a tile that includes a runtime
config only and does not define any job types or errands.

For more information, see Managing Runtime Configs @ in the PCF Tile Developers Guide.
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Named Manifests

Ops Manager v2.0 supports specifying and rendering named manifests in a collection property. For more information, see the named_manifest & section
of the Product Template Reference topic.

Bug Fixes

e [Bug Fix] Ops Manager v2.0 fixes a bug where the Ul showed a confusing name for a collection record starting with a certificate.

e [Bug Fix] Ops Manager v2.0 fixes a bug where the stemcell hardening work unexpectedly blocked non-root access to ping Ops Manager, resultingin a
verification error.

e [Bug Fix] Ops Manager v2.0 fixes a bug where changes could not be applied until BOSH Director was deployed.
e [Bug Fix] Ops Manager v2.0 fixes a bug where the dashboard took a long time to load.

e [Bug Fix] Ops Manager v2.0 fixes a bug where BOSH Director failed to create certifications because the BOSH agent certification was created for the
wrong network.

e [Bug Fix] Ops Manager v2.0 fixes a bug where BOSH Director deleted stemcells when deploying or upgrading PCF. The issue occurs while Ops Manager
prepares to upgrade, so it affects upgrades from v1.12 to v2.0.

Known Issues

DNS Server Hangs or DNS Lookups Fail

With BOSH DNS, every BOSH-deployed VM has a DNS server. In large PCF installations, this DNS server may hang or DNS lookups may fail when the VM
experiences too many DNS lookups in a short amount of time.

This error is caused by a race condition and deadlock in the VM’s DNS server.

To fix this problem, run monit on the VM with failing DNS to restart its bosh-dns process.

AWS KMS Encryption Requires Manual Refresh

If you select Encrypt EBS Volumes in the AWS Config pane of your AWS BOSH Director tile, only future BOSH-deployed VMs are encrypted. To manually
trigger current BOSH VMs to encrypt their persistent disks, ephemeral disks, and root separately, you must make the following changes:

For persistent disks In the Resource Config pane, bump the persistent disk of each job.
For ephemeral disks In the Director Config pane, enable Recreate all VMs for the next deployment.
For the root disk Stage new stemcells.

This known issue will not affect you if you enable Encrypt EBS Volumes on your first deploy.

For more information about the AWS KMS feature introduced in v2.0.4, see Configuring Amazon EBS Encryption.
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PAS for Windows 2012R2 v2.0 Release Notes

Note: Elastic Runtime has been renamed Pivotal Application Service.

Releases

2.0.10

e [Breaking Change] The install-hwc-buildpack errand is now called install-hwc-buildpack-lts

o If you have scripts which programmatically change the errand state, you’ll have to update the scripts to use the new name

e Bump diego to version 1.32.7
e Bump hwc-offline-buildpack to version 3.0.2
e Bump loggregator to version 99.3

o Bump stemcell windows2012R2 to version 1200.24

Component Version
Stemcell 1200.24
consul 195
diego 1.32.7
event_log 0.3.0
garden-windows 0.12.0
hwc-offline-buildpack 3.0.2
loggregator 99.3
windows-utilities 0.7.0

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.9

e [Security Fix] Bump loggregator release for CVE-2018-1268 and CVE-2018-1269

e [Bug Fix] bump consul to v195

o Includes golang 1.9.7, removes golang 1.8.*.

o Deploying v193 could fail on some deployments due to a conflict with other tiles that compiled the release differently

o Fixes intermittent consul DNS issues on Windows Cells

e Bump consul to version 195

e Bump loggregator to version 99.1

Component Version
Stemcell 1200.19
consul 195
diego 1.32.3
event_log 0.3.0
garden-windows 0.12.0
hwc-offline-buildpack 2.3.17
loggregator 99.1
windows-utilities 0.7.0

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.
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2.0.8
e [Security Fix] Bump diego to version 1.32.3
o CVE-2018-1265 &

e Bump consul to version 193 tousego 1.9
e Bump hwec-offline-buildpack to version 2.3.17

e Bump stemcell to version 1200.19

Component Version
Stemcell 1200.19
consul 193
diego 1.32.3
event_log 0.3.0
garden-windows 0.12.0
hwc-offline-buildpack 2.3.17
loggregator 99\*
windows-utilities 0.7.0

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.6

e [Security Fix] Bump stemcell to v1200.17. See release notes 7.

e [Feature Improvement] Bump event-log-release to v0.3.0:

o Remove dependency on powershell functions defined in the stemcell.
o Change release name to use dasherized convention.

e Setdefault and minimum root disk size to 100 GB for compatibility with new recommendations for Windows stemcells .

Component Version
Stemcell 1200.17
consul 187
diego 1.32.2
event_log 0.3.0
garden-windows 0.12.0
hwc-offline-buildpack 2.3.13
loggregator 99\*
windows-utilities 0.7.0

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.5

e [Bug Fix] Prevent apps from writing logs to metron_agent_windows by disabling the UDP endpoint. The metron_windows_agent is now configured to

only support the Loggregator v2 gRPC API.

e [Feature Improvement] Bumps diego-release to v1.32.2 to add cell and instance identifiers in the container lifecycle logs.
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loggregator 99\*
windows-utilities 0.7.0

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.4

e [Bug Fix] Bumps windows-utilities-release to v0.7.0 to fix issue where drain scripts fails if OpenSSH is not installed.
Component Version
Stemcell 1200.16
consul 187
diego 1.29.0
event_log 0.2
garden-windows 0.12.0
hwc-offline-buildpack 2.3.13
loggregator 99\*
windows-utilities 0.7.0

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.3

e Bumps stemcell to v1200.16. Release Notes &

e Removes Hakim job from the Windows Diego cell, as it is now providing minimal value.

Component Version
Stemcell 1200.16
consul 187
diego 1.29.0
event_log 0.2
garden-windows 0.12.0
hwc-offline-buildpack 2.3.13
loggregator 99\*
windows-utilities 0.6.0

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.2

e [Bug Fix] Bumps windows-utilities-release to v0.6.0 to fix KMS firewall rule not being reset when upgrading from older releases.

e Bumps hwc-offline-buildpack to v2.3.13.

Component Version
Stemcell 1200.13
consul 187
diego 1.29.0
event_log 0.2
garden-windows 0.12.0
hwc-offline-buildpack 2.3.13
loggregator 99\*
windows-utilities 0.6.0
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2.0.1

e [Security Fix] Bumps the stemcell to 1200.13. Release Notes &
Component Version
Stemcell 1200.13
consul 187
diego 1.29.0
event_log 0.2
garden-windows 0.12.0
hwc-offline-buildpack 2.3.11
loggregator 99\*
windows-utilities 0.4.0
\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.0

Component Version
Stemcell 1200.7
consul 187
diego 1.29.0
event_log 0.2
garden-windows 0.12.0
hwc-offline-buildpack 2.3.11
loggregator 99\*
windows-utilities 0.4.0

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

How to Upgrade

The Pivotal Application Service (PAS) for Windows 2012R2 v2.0 tile is available with the release of Pivotal Cloud Foundry (PCF) version v2.0. To use the PAS
for Windows 2012R2 tile, you need Ops Manager v2.0 or later and PAS v2.0 or later.

New Features in PAS for Windows 2012R2 v2.0

RDP Option Now Available in VM Options

The VM Options pane in the PAS for Windows tile now optionally supports connection to all virtual machines (VMs) through Remote Desktop Protocol
(RDP).

KMS Configuration Option Now Available in VM Options

The VM Options pane in the PAS for Window 2012R2 tile now allows you to enable and configure KMS with a hostname and port. Previously, this had to
be performed manually by editing the runtime config. For more information, see Configuring a KMS Host.
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Colocated Errands on Instance VMs

The PAS tile no longer includes individual errand VMs. Instead, the errand jobs are colocated on other VMs in the deployment. Colocated errands run
faster than traditional errands and use fewer resources, including disk and IP address space. These errands are now set to always run by default.

About Advanced Features

The Advanced Features pane of the PAS for Windows 2012R2 tile includes new functionality that may have certain constraints. Although these features
are fully supported, Pivotal recommends caution when using them in production.
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PCF Isolation Segment v2.0 Release Notes

Releases

NOTE: If you have versions of PAS and IST prior to 2.0.15 installed, you will have to update them together when upgrading to 2.0.15+

2.0.19

e [Bug Fix] Fix unsafe logic in NFS unmount and drain code that may lead to deletion of files on remote NFS shares.

e Bump cflinuxfs2 to version 1.238.0
e Bump nfs-volume to version 123

e Bump stemcell ubuntu-trusty to version 3468.71

Component Version
stemcell 3468.71
cf-networking 1.8.5
cflinuxfs2 1.238.0
consul 195
diego 1.32.7
garden-runc 1.13.3
haproxy 8.4.2
loggregator 99.3
nfs-volume 1.2.3
routing 0.168.12
syslog-migration 10.0.2

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.18

e [Feature Improvement] Enable capturing goroutine dumps from Diego components for troubleshooting

e [Bug Fix] Fix issue in volume services that can cause application data loss when applications using the NFS volume service are scaled up or down

e Bump diego to version 1.32.7

e Bump stemcell ubuntu-trusty to version 3468.69

Component Version
stemcell 3468.69
cf-networking 1.8.5
cflinuxfs2 1.235.0
consul 195
diego 1.32.7
garden-runc 1.13.3
haproxy 8.4.2
loggregator 99.3
nfs-volume 1.2.1
routing 0.168.12
syslog-migration 10.0.2

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.
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2.0.17

e [Bug Fix] Prune router backends when they return a 502 and do not retry for 30 seconds

e [Bug Fix] Prevent requests from timing out by setting Router Timeout to Backends per request instead of per connection

e Bump cflinuxfs2 to version 1.235.0
e Bump routing to version 0.168.12

e Bump stemcell ubuntu-trusty to version 3468.67

Component Version
stemcell 3468.67
cf-networking 1.8.5
cflinuxfs2 1.235.0
consul 195
diego 1.32.5
garden-runc 1.13.3
haproxy 8.4.2
loggregator 99.3
nfs-volume 1.2.1
routing 0.168.12
syslog-migration 10.0.2

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.16

e Bump cflinuxfs2 to version 1.228.0

e Bump stemcell to version 3468.55

Component Version
stemcell 3468.55
cf-networking 1.8.5
cflinuxfs2 1.228.0
consul 195
diego 1.32.5
garden-runc 1.13.3
haproxy 8.4.2
loggregator 99.3
nfs-volume 1.2.1
routing 0.168.8\*
syslog-migration 10.0.2

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.15

e [Bug Fix] Docker image based app resource reporting correctly includes image size in disk usage

e Bump diego to version 1.32.5
e Bump loggregator to version 99.3

e Bump stemcell to version 3468.54

Component

Version

stemcell

3468.54
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cflinuxfs2 1.227.0
consul 195
diego 1.32.5
garden-runc 1.13.3
haproxy 8.4.2
loggregator 99.3
nfs-volume 121
routing 0.168.8\*
syslog-migration 10.0.2

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.14

e [Feature Improvement] Add ability to configure HAproxy client certificate verification

e Bump cflinuxfs2 version 1227.0

Component Version
stemcell 3468.51
cf-networking 1.8.5
cflinuxfs2 1.227.0
consul 195
diego 1.32.3
garden-runc 1.13.3
haproxy 8.4.2
loggregator 99.1
nfs-volume 1.2.1
routing 0.168.8\*
syslog-migration 10.0.2

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.13

e [Security Fix] Bump loggregator release for CVE-2018-1268 and CVE-2018-1269

e [Bug Fix] bump consul to v195

o Includes golang 1.9.7, removes golang 1.8.*.

o Deploying v193 could fail on some deployments due to a conflict with other tiles that compiled the release differently

o Fixes intermittent consul DNS issues on Windows Cells

e Bump cflinuxfs2 to version 1.223.0
e Bump consul to version 195
e Bump loggregator to version 99.1

e Bump stemcell to version 3468.51
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loggregator 99.1
nfs-volume 121
routing 0.168.8\*
syslog-migration 10.0.2

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.12

e [Security Fix] Bump diego to version 1.32.3
o CVE-2018-1265 &

e [Bug fix] bump nfs-volume-release to version 1.2.1

o Fix incompatibility with new garden-runc release when using read-only NFS volume mounts

e [Bug Fix] Bump garden to version 1.13.3

o Fixissue with deleted files in application containers created from docker images

e Bump cflinuxfs2 to version 1.219.0
e Bump consul to version 193 tousego 1.9

e Bump stemcell to version 3468.46

Component Version
Stemcell 3468.46
cf-networking 1.8.5
cflinuxfs2 1.219.0
consul 193
diego 1.32.3
garden-runc 1.13.3
haproxy 8.4.2
loggregator 99\*
nfs-volume 1.2.1
routing 0.168.8\*
syslog-migration 10.0.2

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.11

e [Security Fix] Bump cflinuxfs2 to version 1.210.0 :
o USN-3643-1 &
e [Security Fix] Bump cf-networking to version 1.8.5

o Patch possible SQL injection attack

e Update grootfs checkbox to indicate the recreating VMs is recommended

Component Version
Stemcell 3468.42
cf-networking 1.8.5
cflinuxfs2 1.210.0
consul 187
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garden-runc 1.13.1
haproxy 8.4.2
loggregator 99\*
nfs-volume 113
routing 0.168.8\*
syslog-migration 10.0.2

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.10
e [Security Fix] Bump stemcell to v3468.42:

o USN-3641 &

o USN-3631-2 &
o USN-3628-1 &
o USN-3625-1 &
o USN-3624-1 &

e [Security Fix] Bump cflinuxfs2-release to v1.201.0:

o USN-3628-1 &
o USN-3625-1 &
o USN-3624-1 &
o USN-3622-1 &

e [Feature Improvement] Bump routing-release to v0.168.8 to enable operator to disable logging of client IPs, in compliance with the EU General Data

Protection Regulation (GDPR).

Component Version
Stemcell 3468.42
cf-networking 1.8.1
cflinuxfs2 1.201.0
consul 187
diego 1.32.2
garden-runc 1.13.1
haproxy 8.4.2
loggregator 99\*
nfs-volume 1.1.3
routing 0.168.8\*
syslog-migration 10.0.2

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.9

e [Security Fix] Bumps garden-release to v1.13.1 for CVE-2018-1277 (Z.

e [Feature Improvement] Bumps diego-release to v1.32.2 to add cell and instance identifiers in the container lifecycle logs.
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loggregator 99\*
nfs-volume 113
routing 0.168.7\*
syslog-migration 10.0.2

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.8

e [Security Fix] Bumps cflinuxfs2 to v1.196.0:

o USN-3611-1 &
o USN-3610-1 &

e [Security Fix] Bumps stemcell to v3468.30:

o USN-3619-2 &
o USN-3611-1 &
o USN-3610-1 &
o USN-3598-1 &
o USN-3586-1 &
o USN-3584-1 &

e [Bug Fix] Bumps syslog-migration-release to v10.0.2:

o Prevent logs from blackbox from being written to the default syslog log files to prevent logs from being written to the disk 3 additional times.

o Fix rfc5424 compatibility by ensuring only 1 space occurs between the message and the structured data.

Component Version
Stemcell 3468.30
cf-networking 1.8.1
cflinuxfs2 1.196.0
consul 187
diego 1.32.1
garden-runc 1.12.1
haproxy 8.4.2
loggregator 99\*
nfs-volume 1.1.3
routing 0.168.7\*
syslog-migration 10.0.2

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.7

e [Feature Improvment] Bumps garden-runc-release to v1.12.1:
o Includes fix for bug where users’ files could go missing in docker-based applications.
e [Bug fix] Bump routing-release to 0.168.7:

o Removes backends on any error.
o Updates golang to v1.9.4.
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diego 1.32.1

garden-runc 1.12.1

haproxy 8.4.2

loggregator 99\*

nfs-volume 113

routing 0.168.7\*
syslog-migration 10.0.1

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.6

Note: it is recommended that you re-create all VMs when upgrading to this release, due to the update to garden-runc-release . This will happen automatically
if you are updating your stemcell. If not, you can check the “Recreate All VMs” checkbox on the Ops Manager Director > Director Config tab.

e [Security Fix] Bump stemcell from version 3468.21 to version 3468.25 to address issues:
o USN-3582-2 &
e [Security Fix] Bump cflinuxfs2-release from v181.0 to v1.188.0 to address issues:

o USN-3577-1 &
o USN-3569-1 &
o USN-3554-1 &
o USN-3547-1 &
o USN-3543-1 &
o USN-3540-2 &
o USN-3538-1 &

e [Feature Improvement] Bump garden-runc-release to v1.11.1 Z which includes grootfs root filesystem by default.

Component Version
Stemcell 3468.25
cf-networking 1.8.1
cflinuxfs2 1.188.0
consul 187
diego 1.29.0
garden-runc 1.11.1
haproxy 8.4.2
loggregator 99\*
nfs-volume 113
routing 0.168.0
syslog-migration 10.0.1
\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.5

e [Security Fix] Patch routing-release for CVE-2018-1221 (Z.

e [Bug Fix] Enable privileged containers to support upgrading from ERT 1.11 with apps that specify privileged containers.
e [Bug Fix] Fix to ensure that Diego rep will always exit during evacuation, even if Garden destroy hangs during evacuation.

e [Feature Improvements] New option in the Networking page to allow operators to enable Gorouter support for the PROXY protocol. This is disabled by
default.

e [Feature Improvement] Enable Garden debug_listen_address to listen onalocalinterface.
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Component Version
Stemcell 3468.21
cf-networking 1.8.1
cflinuxfs2 1.181.0
consul 187
diego 1.29.0
garden-runc 1.10.0
grootfs 0.30.0
haproxy 8.4.2
loggregator 99\*
nfs-volume 113
routing 0.168.0
syslog-migration 10.0.1

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.4

e [Bug Fix] Fix issue that causes Isolation Segment to fail on fresh install with Pivotal Application Services 2.0 with Route Services enabled. See the

corresponding Knowledge Base Z for more information.

Component Version
Stemcell 3468.21
cf-networking 1.8.1
cflinuxfs2 1.181.0
consul 187
diego 1.29.0
garden-runc 1.10.0
grootfs 0.30.0
haproxy 8.4.2
loggregator 99\*
nfs-volume 113
routing 0.168.0
syslog-migration 10.0.1

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.3

e [Security Fix] Bump stemcell to version 3468.21 to address issues:

o USN-3534-1 &
o USN-3540-2 &

e [Security Fix] Bump cflinuxfs2-release to v1.181.0 to address issues:

o USN-3532-1 &
o USN-3534-1 &
o USN-3535-1 &

e [Bug Fix] Configure system logging to remove duplication of logs

e [Feature Improvement] Bump syslog-migration-release to v10.0.1 and add a checkbox for log file forwarding through TCP to work around the

Truncated Syslog Messages issue.

o NOTE: Using TCP instead of the default UDP configuration may have a negative impact on performance.
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Component Version
Stemcell 3468.21
cf-networking 1.8.1
cflinuxfs2 1.181.0
consul 187
diego 1.29.0
garden-runc 1.10.0
grootfs 0.30.0
haproxy 8.4.2
loggregator 99\*
nfs-volume 113
routing 0.168.0
syslog-migration 10.0.1

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.2

e [Security Fix] Bumps stemcell version to 3468.17 for USN-3544-2 (Z'and USN-3544-4 7
Component Version
Stemcell 3468.17
cf-networking 1.8.1
cflinuxfs2 1.176.0
consul 187
diego 1.29.0
garden-runc 1.10.0
grootfs 0.30.0
haproxy 8.4.2
loggregator 99\*
nfs-volume 113
routing 0.168.0
syslog-migration 10

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.1

e [Security Fix] Bumps cflinuxfs2-release to v1.176.0 for USN-3513-1 (.

e [Feature] Bumps garden-runc-release to v1.10.0:

o Itisnow possible to specify a Processspec.Image .Processes can now have their own file system view.

o Limitation: Itis only possible to use ProcessSpec.Image and ProcessSpec.OverrideContainerLimits with unprivileged containers.

This will be fixed in future releases.

o Limitation: APIs such as BulkMetrics and Process.Signal may not workimmediately after container.Run(ProcessSpec) returns for

processes with Image or OverrideContainerLimits specified. This will be fixed in future releases.

o Reduced log volumein BulkmMetrics for large environments.
o Correctly declares that bundles it creates are OCI Runtime Spec version 1.0.0 compliant.

e The Garden property cleanup_process_dirs_on_wait isconfiguredto true toreduce the growth of directories in the Garden container.
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consul 187
diego 1.29.0
garden-runc 1.10.0
grootfs 0.30.0
haproxy 8.4.2
loggregator 99\*
nfs-volume 113
routing 0.168.0
syslog-migration 10

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

2.0.0

Warning: This release does not set the Garden property cleanup_process_dirs_on_wait to true , which can leave many directories in the depot for the

Garden container. This will be set to true in the next release.

Component Version
Stemcell 3468.13
cf-networking 1.8.1
cflinuxfs2 1.175.0
consul 187
diego 1.29.0
garden-runc 1.9.4
grootfs 0.30.0
haproxy 8.4.2
loggregator 99\*
nfs-volume 113
routing 0.168.0
syslog-migration 10

\* Components marked with an asterisk have been patched to resolve security vulnerabilities or fix component behavior.

About PCF Isolation Segment

The PCF Isolation Segment v2.0 tile is available for installation with PCF v2.0.

Isolation segments provide dedicated pools of resources where you can deploy apps and isolate workloads. Using isolation segments separates app
resources as completely as if they were in different CF deployments but avoids redundant management and network complexity.

For more information about using isolation segments in your deployment, see the Managing Isolation Segments topic.

How to Install

The procedure for installing PCF Isolation Segment v2.0 is documented in the Installing PCF Isolation Segment topic.

To install a PCF Isolation Segment, you must first install PCF v2.0.
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New Features in PCF Isolation Segment v2.0

BOSH DNS Service Discovery for Application Containers (Beta)
In PCF v2.0, application containers look up services using the BOSH DNS service discovery mechanism.

Note: Port 8853 is the destination port for communications between BOSH DNS health processes. Ensure your firewall rules allow TCP traffic on
port 8853 for all VMs running BOSH DNS. For more information, see BOSH DNS Network Communications.

To support this lookup, BOSH Director colocates a BOSH DNS server on every deployed VM. This colocation is a prerequisite for migrating completely to
BOSH DNS in a future release of PCF. However, this colocation does not impact the current behavior of DNS for Cloud Foundry components in PCF v2.0.
System components still use consul to discover and locate other Cloud Foundry components.

You can opt out of deploying BOSH DNS in PCF v2.0. For more information, see the Ops Manager v2.0 Release Notesand Disabling or Opting Out of BOSH
DNS in PCF Z'in the Pivotal Knowledge Base.

Gorouter and HAProxy Trust the Diego Instance Identity Intermediate CA

The trust between the Gorouter and HAProxy enables mutual authentication between applications that are running on PCF. The Gorouter and HAProxy
are configured with the root certificate authority. This occurs automatically within PCF.

Gorouter and HAProxy Trust Additional CAs

When validating client requests using mutual TLS, the Gorouter trusts multiple certificate authorities (CAs) by default. Operators can now configure the
Gorouter and HAProxy to trust custom CAs in addition to well-known, public CAs and Ops Manager Director Trusted Certificates. For more information
about configuring this feature, see Installing PCF Isolation Segment.

Gorouter and HAProxy Support Multiple Certificates

You can now add more than one certificate for the Gorouter and HAProxy in the Networking configuration pane. This improves security and removes the
need to reissue the existing certificate when you want to add TLS support for custom domains. The Gorouter and HAProxy use SNI to determine the
correct certificate to present in a TLS handshake. For more information, see the Multiple Certificates section of Securing Traffic into Cloud Foundry.

XFCC Support for Deployments that Terminate TLS at HAProxy

PCF now supports XFCC header configuration for deployments that terminate TLS for the first time at HAProxy. In addition, the selection options for this
configuration field have been renamed to reflect differences in XFCC configuration based on TLS termination entry points. For more information about
configuring this feature, see Installing PCF Isolation Segment.

VMware NSX-T Networking Support

PCF Isolation Segment v2.0 adds support for VMware NSX-T networking. NSX is a networking solution for VMware that provides a firewall, load balancing,
and NAT/SNAT services for PCF. NSX-T is intended to work across multiple clouds and provide networking for container platforms. Previous versions of
PCF Isolation Segment supported NSX-V networking.

To use NSX-T networking, you must install the NSX-T tile.

WARNING: The NSX-T integration is only for fresh installs of PCF. You cannot upgrade an existing deployment to use NSX-T, and there is no
upgrade path from NSX-V to NSX-T.

To enable NSX-T networking for your PCF installation, do the following:

1. Inthe Ops Manager Director tile > vCenter Config pane, select NSX-T from the NSX Mode drop-down menu. See Step 2: vCenter Config Page Z'in
Configuring Ops Manager Director on vSphere for more information.
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2. Import and configure the NSX-T tile 2, but do not click Apply Changes. You must install the NSX-T tile after you install the Ops Manager Director
tile. You must install the NSX-T tile before you install the PAS tile.

3. Inthe PCF Isolation Segment tile > Networking pane, under Container Network Plugin Interface, select External.
4. Click Apply Changes after installing and configuring the NSX-T and PAS tiles.

Operators can additionally use the NSX Manager to configure policies for PCF applications. For more information, see the NSX-T Container Plug-in for
Kubernetes and Cloud Foundry - Installation and Administration Guide &'.

Note: You must have NSX-T v2.1 installed to use this integration.
Note: The IPsec add-on is not supported with NSX-T.

€S Breaking Change: If you opt out of the BOSH DNS feature, your PCF deployment cannot support NSX-T networking.

Known Issues

Isolation Segment Fails on Fresh Install with Route Services

In Isolation Segment v2.0.0 to v2.0.3, when installing Isolation Segment with Pivotal Application Services where route services are enabled, the
deployment will fail due to a missing router-route-services-secret credential. This issued is fixed in Isolation Segment v2.0.4.

For more information, see the corresponding Knowledge Base ' article.

About Advanced Features

The Advanced Features section of the PCF Isolation Segment tile includes new functionality that may have certain constraints. Although these features are
fully supported, Pivotal recommends caution when using them in production.
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Stemcell Release Notes

This topic provides an overview of the Stemcell versions used by Pivotal Cloud Foundry (PCF).

Stemcells are available for download on Pivotal Network. Once downloaded, you can upload them to your deployment using the Stemcell configuration
pane of a given tile or by navigating to the Stemcell Library page in Ops Manager v2.1 or later.

Before you upgrade PCF, always verify that any tiles that you have installed, either from Pivotal or a partner, are compatible with the version of PCF you
are deploying and its supported stemcells. For more information on checking PCF and stemcell compatibility, see Tile Compatibility Z'in the Upgrade
Checklist.

To find out which stemcell version is used by which tile version, check the release notes or the Pivotal Network download page for the tile.

Note: A stemcell is a versioned OS image that BOSH uses to create VMs for the BOSH Director, Pivotal Application Service (PAS), and other PCF
Service tiles, such as MySQL for PCF. For more information, see What is a Stemcell? Z'in the BOSH documentation.

Ubuntu Linux Stemcell Lines

This section lists Linux-based stemcells used in Pivotal Cloud Foundry.

Trusty Stemcells

Each stemcell line has a corresponding release notes section. See the links below:

e Stemcell 3586.x Release Notes
e Stemcell 3541.x Release Notes
e Stemcell 3468.x Release Notes
e Stemcell 3445.x Release Notes
e Stemcell 3421.x Release Notes

e Stemcell 3363.x Release Notes

Trusty End-of-Support

Ubuntu 14.04 LTS (Trusty) stemcells are reaching end-of-support in April 2019. Starting in September 2018, Pivotal and its partners will begin releasing
product tiles for PCF that support Ubuntu 16.04 LTS (Xenial) stemcells instead. Using supported stemcells is necessary to avoid exposure to security
vulnerabilities.

Xenial Stemcells

Each stemcell line has a corresponding release notes section. See the links below:

e Stemcell 97.x Release Notes
e Stemcell 87.x Release Notes
e Stemcell 81.x Release Notes
e Stemcell 60.x Release Notes
e Stemcell 50.x Release Notes

e Stemcell 40.x Release Notes

Add-on Support for Xenial Stemcells

If you are using any of the following PCF add-ons, you must update the add-on and its configuration to be compatible with the Ubuntu Xenial 16.04
stemcell before deploying any tiles that use Xenial. The following add-on versions support the Xenial stemcell:
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e ClamAV Add-on for PCF v1.2.22 or later. For information on how to update this add-on, see Updating ClamAV Add-on for PCF to Run with Xenial
Stemcells &.

e File Integrity Monitoring (FIM) Add-on for PCF v1.4.28 or later. For information on how to update this add-on, see Updating FIM Add-on for PCF to Run
with Xenial Stemcells .

e |PSec Add-on for PCF v1.9.9 or later. For information on how to update this add-on, see Updating IPsec Add-on for PCF to Run with Xenial Stemcells Z.

For information on which PCF tile releases now use Xenial, see Tiles Using Xenial Stemcells in PCF .

Windows Stemcell Lines

This section lists Windows-based stemcells used in Pivotal Cloud Foundry. Each stemcell line has a corresponding release notes section. See the links
below:

e Stemcell 1709.x (Windows Server version 1709) Release Notes &
e Stemcell 1200.x (Windows2012R2) Release Notes

e Stemcell 1803.x (Windows Server version 1803) Release Notes &
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Stemcell (Linux) Release Notes

This topic includes release notes for Linux stemcells used with Pivotal Cloud Foundry (PCF).

Xenial Stemcells

The following sections describe each Xenial stemcell release.

170.x

This section includes release notes for the 170 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

170.14

@ Available in Pivotal Network
Release Date: December 17,2018

Periodic Ubuntu Xenial stemcell bump (Dec 17, 2018)

170.13

Release Date: December 11,2018

Fixes

e Google: hostname should always be BOSH Agent ID (#57 (7, #162225262 Z)

170.12

Release Date: December 04,2018

Periodic Ubuntu Xenial stemcell bump (Dec 05, 2018)

170.9

Release Date: November 19, 2018

Periodic Ubuntu Xenial stemcell bump (Nov 19, 2018)

170.6

Release Date: November 15,2018
Includes updates to address:

e USN-3820-2 & Linux kernel (HWE) vulnerabilities

170.5

Release Date: November 05,2018
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Periodic Ubuntu Xenial stemcell bump (Nov 05, 2018)

97.x

This section includes release notes for the 97 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

97.42

@ Available in Pivotal Network
Release Date: December 17,2018

Periodic Ubuntu Xenial stemcell bump (Dec 17, 2018)

97.41

@ Available in Pivotal Network
Release Date: December 11,2018

e Google: hostname should always be BOSH Agent ID (#57 (7, #162225262 Z)
e Unpin rsyslog (was v8.22; backported from 170.x; #162514665 ()

e Periodic Ubuntu Xenial updates

97.39

@ Available in Pivotal Network
Release Date: December 04,2018

Periodic Ubuntu Xenial stemcell bump (Dec 05, 2018)

97.34

@ Available in Pivotal Network
Release Date: November 19,2018

Periodic Ubuntu Xenial stemcell bump (Nov 19, 2018)

97.33

@ Available in Pivotal Network
Release Date: November 15,2018
Includes updates to address:

e USN-3820-2 & Linux kernel (HWE) vulnerabilities

97.32

@ Available in Pivotal Network

Release Date: November 05,2018
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Periodic Ubuntu Xenial stemcell bump (Nov 08, 2018)

This stemcell addresses a bug introduced in the 97.31 release. The bug impacts AWS light stemcell users only.

97.31

@ Available in Pivotal Network

Release Date: November 05,2018

Do not use - this release has a bug that impacts the light stemcells Periodic Ubuntu Xenial stemcell bump (Nov 05, 2018)

97.22

Release Date: October 04,2018

Addresses “USN-3777-2: Linux kernel (HWE) vulnerabilities” (Oct 04, 2018)

97.19

@ Available in Pivotal Network
Release Date: October 02,2018

(Oct 02, 2018)

97.18

@ Available in Pivotal Network
Release Date: September 24,2018

Periodic Ubuntu Xenial stemcell bump (Sep 25, 2018)

97.17

@ Available in Pivotal Network
Release Date: September 18,2018

Fixes mounting persistent disk issue with bosh-agent. (Sep 19, 2018)

97.16

@ Available in Pivotal Network
Release Date: September 10,2018

Periodic Ubuntu Xenial stemcell bump (Sep 11, 2018)

97.15

@ Available in Pivotal Network
Release Date: August 27,2018

Bump Ubuntu Xenial stemcells for “USN-3756-1: Intel Microcode vulnerabilities”
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97.12

@ Available in Pivotal Network
Release Date: August 14,2018

Bump Ubuntu Xenial stemcells for “USN-3740-2: Linux kernel (HWE) vulnerabilities”

97.10

Release Date: August 13,2018

Periodic Ubuntu Xenial stemcell bump (Aug 14, 2018)

97.5

Release Date: August 08,2018

Bump Ubuntu Xenial stemcells for “USN-3732-2: Linux kernel (HWE) vulnerability”

97.3

Release Date: July 30,2018

Periodic Ubuntu Xenial stemcell bump (July 31, 2018)

87.x

This section includes release notes for the 87 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

87.4

Release Date: July 16,2018

Periodic Ubuntu Xenial stemcell bump (July 16, 2018)

87.3

Release Date: July 11,2018

Periodic Ubuntu Xenial stemcell bump (July 12,2018)

87

Release Date: July 02,2018

Periodic Ubuntu Xenial stemcell bump (July 2,2018)

81.x

This section includes release notes for the 81 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

81
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Release Date: June 19,2018

e Periodic Ubuntu Xenial stemcell bump (June 18, 2018)

60.x

This section includes release notes for the 60 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

60

Release Date: June 04,2018

e Periodic Ubuntu Xenial stemcell bump (June 4, 2018)

50.x

This section includes release notes for the 50 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

50

Release Date: May 23,2018

e Light stemcells are available

40.x

This section includes release notes for the 40 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

40

Release Date: May 22,2018

e First release of Ubuntu Xenial stemcells

e Notable differences from Ubuntu Trusty

o

Includes systemd instead of upstart
Includes 4.15 Linux Kernel instead of 4.4

o

o Uses chronyd to sync time (runs as a daemon) instead of ntpdate
o Does notinclude NFS utils by default

Warning: Do not downgrade instances from Ubuntu Xenial to Ubuntu Trusty stemcells as it may corrupt persistent disk content since Trusty stemcells
may decide to use sfdisk partitioner instead of parted partitioner selected by Xenial stemcells.

Trusty Stemcells

The following sections describe each Trusty stemcell release.

3586.x

This section includes release notes for the 3586 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

3586.60
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@ Available in Pivotal Network
Release Date: December 03,2018

Periodic Ubuntu Trusty/CentOS stemcell bump (Dec 05, 2018)

3586.57

@ Available in Pivotal Network
Release Date: November 19,2018

Periodic Ubuntu Trusty/CentOS stemcell bump (Nov 19, 2018)

3586.56

@ Available in Pivotal Network
Release Date: November 15,2018

Periodic Ubuntu Trusty/CentOS stemcell bump (Nov 15,2018)

3586.54

@ Available in Pivotal Network
Release Date: November 05,2018

Periodic Ubuntu Trusty/CentOS stemcell bump (Nov 05, 2018)

3586.52

@ Available in Pivotal Network
Release Date: October 22,2018

Periodic Ubuntu Trusty/CentOS stemcell bump (Oct 23, 2018)

3586.48

Release Date: October 08,2018

Periodic Ubuntu Trusty/CentOS stemcell bump (Oct 11,2018)

3586.46

@ Available in Pivotal Network
Release Date: October 02,2018

Addresses “USN-3776-2: Linux kernel (Xenial HWE) vulnerabilities” (Oct 02, 2018)

3586.43

@ Available in Pivotal Network

Release Date: September 24,2018
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Periodic Ubuntu Trusty/CentOS stemcell bump (Sep 25, 2018)

3586.42

@ Available in Pivotal Network
Release Date: September 10,2018

Periodic Ubuntu Trusty/CentOS stemcell bump (Sep 11, 2018)

3586.40

@ Available in Pivotal Network
Release Date: August 27,2018

Bump Ubuntu Trusty stemcells for “USN-3756-1: Intel Microcode vulnerabilities”

Known Issue

e On GCP, writing moderate amounts of data to a persistent disk and then migrating the disk will fail with:
Error: Timed out sending 'update_settings' .See #159511884 @

3586.36

@ Available in Pivotal Network
Release Date: August 14,2018

Bump Ubuntu Trusty stemcells for “USN-3741-2: Linux kernel (Xenial HWE) vulnerabilities”

3586.35

Release Date: August 13,2018

Periodic Ubuntu Trusty/CentOS stemcell bump (Aug 14, 2018)

3586.27

@ Available in Pivotal Network
Release Date: July 30,2018

Periodic Ubuntu Trusty/CentOS stemcell bump (July 31, 2018)

3586.26

@ Available in Pivotal Network
Release Date: July 16,2018
Periodic Ubuntu Trusty stemcell bump (July 16, 2018)

3586.25
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@ Available in Pivotal Network
Release Date: July 02,2018

e Periodic Ubuntu Trusty stemcell bump (July 2,2018)

3586.24
@ Available in Pivotal Network
Release Date: June 18,2018

e Periodic Ubuntu Trusty stemcell bump (June 18, 2018)

3586.23

Release Date: June 13,2018

e We are continuing to investigate GCP stemcell compatibility issue from earlier version, but we did roll back BOSH Agent to an earlier version that seems

to not trigger this problem

o Note: This build does not include fixes to recently published CVE-2018-3665

3586.18

Release Date: June 04,2018

WARNING: We are currently investigating unresponsive agent issues when using the Google Cloud Platform version of this stemcell. In the meantime, please

use 3586.16 when deploying to GCP.

e Periodic Ubuntu Trusty stemcell bump (June 4,2018)

3586.16
@ Available in Pivotal Network
Release Date: May 24,2018

e Bump Ubuntu Trusty stemcells for “USN-3654-2: Linux kernel (Xenial HWE) vulnerabilities”

TLS for Internal Blobstore Supported

For Ops Manager v2.2 and later, you can enable TLS for your internal blobstore. Make sure you configured all tiles with a stemcell v3586 or later before
enabling TLS for your internal blobstore.

For more information, see TLS for Internal Blobstore Supported Z in the Ops Manager release notes.

3586.8

Release Date: May 21,2018

e Periodic Ubuntu Trusty stemcell bump (May 21, 2018)

3586.7

Release Date: May 09, 2018

e Bump Ubuntu Trusty stemcells for “USN-3641-1: Linux kernel vulnerabilities”

© Copyright Pivotal Software Inc, 2013-2018 104 2.0


https://docs.pivotal.io/pivotalcf/2-2/pcf-release-notes/opsmanager-rn.html#tls-blobstore

[Pivotal

3586.5

Release Date: May 08,2018

e Bump s3cli to include AliCloud support

e Bump bosh-agent

o Support network aliases (used by Softlayer CPI)

o Support static routes for networks (used by Softlayer CPI)
o Support iSCSI for persistent disks (used by Softlayer CPI)
o Use parted when GPT partitions are detected

o Refactor retryable strategy usages

3541.x

This section includes release notes for the 3541 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

3541.65

@ Available in Pivotal Network
Release Date: December 07,2018

Periodic Ubuntu Trusty/CentOS stemcell bump (Dec 07, 2018)

3541.64

@ Available in Pivotal Network
Release Date: December 03,2018

Periodic Ubuntu Trusty/CentOS stemcell bump (Dec 05, 2018)

3541.61

@ Available in Pivotal Network
Release Date: November 19, 2018

Periodic Ubuntu Trusty/CentOS stemcell bump (Nov 19, 2018)

3541.60

@ Available in Pivotal Network
Release Date: November 15,2018

Periodic Ubuntu Trusty/CentOS stemcell bump (Nov 15,2018)

3541.57

@ Available in Pivotal Network
Release Date: October 22,2018

Periodic Ubuntu Trusty/CentOS stemcell bump (Oct 23, 2018)
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3541.54

Release Date: October 08,2018

Periodic Ubuntu Trusty/CentOS stemcell bump (Oct 11, 2018)

3541.52

@ Available in Pivotal Network
Release Date: October 02,2018

Addresses “USN-3776-2: Linux kernel (Xenial HWE) vulnerabilities” (Oct 02, 2018)

3541.49

@ Available in Pivotal Network
Release Date: September 24,2018

Periodic Ubuntu Trusty/CentOS stemcell bump (Sep 25, 2018)

3541.48

@ Available in Pivotal Network
Release Date: September 10,2018

Periodic Ubuntu Trusty/CentOS stemcell bump (Sep 11, 2018)

3541.46

@ Available in Pivotal Network
Release Date: August 27,2018

Bump Ubuntu Trusty stemcells for “USN-3756-1: Intel Microcode vulnerabilities”

3541.44
@ Available in Pivotal Network
Release Date: August 14,2018

»

Bump Ubuntu Trusty stemcells for “USN-3741-2: Linux kernel (Xenial HWE) vulnerabilities

3541.43

Release Date: August 13,2018

Periodic Ubuntu Trusty/CentOS stemcell bump (Aug 14, 2018)

3541.37

@ Available in Pivotal Network

Release Date: July 30,2018
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Periodic Ubuntu Trusty stemcell bump (July 31,2018)

3541.36

@ Available in Pivotal Network
Release Date: July 16,2018

Periodic Ubuntu Trusty stemcell bump (July 16, 2018)

3541.35

@ Available in Pivotal Network
Release Date: July 02,2018

e Periodic Ubuntu Trusty stemcell bump (July 2,2018)

3541.34

@ Available in Pivotal Network
Release Date: June 18,2018

e Periodic Ubuntu Trusty stemcell bump (June 18,2018)

3541.31

Release Date: June 04,2018

e Periodic Ubuntu Trusty stemcell bump (June 4,2018)

3541.25

@ Available in Pivotal Network
Release Date: May 09, 2018

e Bump Ubuntu Trusty stemcells for “USN-3641-1: Linux kernel vulnerabilities”

3541.30
@ Available in Pivotal Network
Release Date: May 23,2018

»

e Bump Ubuntu Trusty stemcells for “USN-3654-2: Linux kernel (Xenial HWE) vulnerabilities

3541.26

Release Date: May 21,2018

e Periodic Ubuntu Trusty stemcell bump (May 21, 2018)

3541.24
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@ Available in Pivotal Network
Release Date: May 07,2018

e Ubuntu Trusty stemcells periodic update (May 7, 2018)

3541.12

@ Available in Pivotal Network
Release Date: April 06,2018

e Bump Ubuntu Trusty stemcells for USN-3619-2: Linux kernel (Xenial HWE) vulnerabilities

3541.10

@ Available in Pivotal Network
Release Date: March 26,2018

e Periodic Ubuntu and CentOS stemcell bump (March 26/27, 2018)

3541.9

@ Available in Pivotal Network
Release Date: March 12,2018

e Periodic Ubuntu and CentOS stemcell bump (March 12, 2018)

3541.8

@ Available in Pivotal Network
Release Date: March 08,2018

e Bump bosh-agent to 2.67.1

o Agent will now respect previously set permissions and owner on sys/run, sys/log and data job directories

o This should fix stemcell compatibility with Diego/Garden if Agent restarts

o If you were using 3541.x stemcell for any of your deployments, it’s recommended to update your deployments to this version before updating
Director since that would cause Agent restart

3541.5

Release Date: February 22,2018

e Bump Ubuntu Trusty stemcells for USN-3582-2: Linux kernel (Xenial HWE) vulnerabilities

3541.4

Release Date: February 14,2018

e Rolled back custom umask configuration as we found out it was different in some cases (depends on how processes were started)

o Hardening of /var/vcap/jobs/* is still applied by the agent
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3541.2

Release Date: February 08,2018

e [breaking] Set default umask to 077 and further harden several /var/vcap/* directories
o Note that you may have to change your release to adapt to this change

e [breaking] Renamed /var/vcap/bosh/bin/ntpdate to /var/vcap/bosh/bin/sync-time

e [breaking] Stop forwarding SSH events to bosh-agent

o Agent no longer receives and forwards such events to HM. This should remove a lot of noisy generated by releases that expect a lot of SSH sessions
(eg Gitlab). This information will continue to be available in logs forwarded to remote destinations (and locally /var/log/auth.log).

e Fixes env.bosh.swap_size: 0 towork on more clouds (including GCP)
Misc

e Order stemcell tarballs so that upload-stemcell command can execute faster

e Generate packages.txt within stemcell tarball thatincludes list of installed packages (previously known under different name)

3469.x

This section includes release notes for the 3469 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

3469.1

Release Date: February 27,2018

e Stemcell produced for testing rsyslog bump to the latest version

o Unless testing rsyslog, use 3468.x or 3541.x stemcell lines

3468.x

This section includes release notes for the 3468 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

3468.78

@ Available in Pivotal Network
Release Date: October 22,2018

Periodic Ubuntu Trusty stemcell bump (Oct 23, 2018)

3468.75

Release Date: October 08,2018

Periodic Ubuntu Trusty stemcell bump (Oct 11, 2018)

3468.73

@ Available in Pivotal Network
Release Date: October 02,2018

Addresses “USN-3776-2: Linux kernel (Xenial HWE) vulnerabilities” (Oct 02, 2018)
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3468.71

@ Available in Pivotal Network
Release Date: September 24,2018

Periodic Ubuntu Trusty stemcell bump (Sep 25, 2018)

3468.69

@ Available in Pivotal Network
Release Date: September 10,2018

Periodic Ubuntu Trusty stemcell bump (Sep 11, 2018)

3468.67

@ Available in Pivotal Network
Release Date: August 27,2018

Bump Ubuntu Trusty stemcells for “USN-3756-1: Intel Microcode vulnerabilities”

3468.64

@ Available in Pivotal Network

Release Date: August 14,2018

Bump Ubuntu Trusty stemcells for “USN-3741-2: Linux kernel (Xenial HWE) vulnerabilities”

3468.63

@ Available in Pivotal Network
Release Date: August 13,2018

Periodic Ubuntu Trusty stemcell bump (Aug 14, 2018)

3468.55

@ Available in Pivotal Network
Release Date: July 30,2018

Periodic Ubuntu Trusty stemcell bump (July 31, 2018)

3468.54

@ Available in Pivotal Network
Release Date: July 16,2018

Periodic Ubuntu Trusty stemcell bump (July 16, 2018)

3468.53

© Copyright Pivotal Software Inc, 2013-2018 110

2.0



[Pivotal

Release Date: July 02,2018

e Periodic Ubuntu Trusty stemcell bump (July 2,2018)

3468.51

@ Available in Pivotal Network
Release Date: June 18,2018

e Periodic Ubuntu Trusty stemcell bump (June 18, 2018)

3468.47

Release Date: June 04,2018

e Periodic Ubuntu Trusty stemcell bump (June 4,2018)

3468.42

@ Available in Pivotal Network
Release Date: May 09, 2018

e Bump Ubuntu Trusty stemcells for “USN-3641-1: Linux kernel vulnerabilities”

3468.46
@ Available in Pivotal Network
Release Date: May 23,2018

»

e Bump Ubuntu Trusty stemcells for “USN-3654-2: Linux kernel (Xenial HWE) vulnerabilities

3468.44

Release Date: May 21,2018

e Periodic Ubuntu Trusty stemcell bump (May 21, 2018)

3468.41

@ Available in Pivotal Network
Release Date: May 07,2018

e Ubuntu Trusty stemcells periodic update (May 7, 2018)

3468.30

@ Available in Pivotal Network
Release Date: April 06,2018

e Bump Ubuntu Trusty stemcells for USN-3619-2: Linux kernel (Xenial HWE) vulnerabilities
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3468.28

@ Available in Pivotal Network
Release Date: March 26,2018

e Periodic Ubuntu and CentOS stemcell bump (March 26/27, 2018)

3468.27

@ Available in Pivotal Network
Release Date: March 12,2018

e Periodic Ubuntu and CentOS stemcell bump (March 12, 2018)

3468.26

Release Date: March 01,2018

e Includes updated ixgbevf 4.3.4

3468.25

@ Available in Pivotal Network
Release Date: February 22,2018

e Bump Ubuntu Trusty stemcells for USN-3582-2: Linux kernel (Xenial HWE) vulnerabilities

3468.22

Release Date: February 05,2018

e [Feb 5] Periodic stemcell bump

3468.21

@ Available in Pivotal Network
Release Date: January 23,2018

e No functional change from 3468.20, except version number

3468.20

@ Available in Pivotal Network
Release Date: January 23,2018

e Bump Ubuntu Trusty stemcells for USN-3540-2: Linux kernel (Xenial HWE) vulnerabilities 2 (This flaw is known as Spectre.)

3468.19

@ Available in Pivotal Network

Release Date: January 17,2018
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e Bump Ubuntu Trusty stemcells for USN-3534-1: GNU C Library vulnerabilities

3468.17

@ Available in Pivotal Network

Release Date: January 10, 2018

e Bump Ubuntu Trusty stemcells for USN-3522-4: Linux kernel (Xenial HWE) regression &

e Configure vSphere stemcells to use VM hardware version 9 (requires ESXi 5.1) to be compatible with

https://www.vmware.com/us/security/advisories/VMSA-2018-0004.html &'

3468.16

@ Available in Pivotal Network

Release Date: January 10, 2018

e Bump Ubuntu Trusty stemcells for USN-3522-2: Linux (Xenial HWE) vulnerability &' (This flaw is known as Meltdown.)

3468.15

Release Date: December 15,2017

e Bump Ubuntu Trusty stemcells for USN-3509-4: Linux kernel (Xenial HWE) regression

3468.13

@ Available in Pivotal Network
Release Date: December 08,2017

e Bump Ubuntu Trusty stemcell USN-3509-2: Linux kernel (Xenial HWE) vulnerabilities

3468.12

Release Date: December 06,2017

e Bump Ubuntu Trusty stemcells for USN-3505-1: Linux firmware vulnerabilities

3468.11

Release Date: November 21,2017

e Periodic Ubuntu stemcells update

e Includes Agent changes to support IPv6 on vSphere (manual networking)

3468.5

Release Date: October 26,2017

e Configure /tmp to have sticky bit set

3468.1
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Release Date: October 23,2017

e Periodic stemcell bump

3468

Release Date: October 05,2017

e Removed password authentication for Warden stemcells

e Various minor tweaks that were already backported to older lines

Upcoming features on this stemcell line:

e |Pv6 support for vSphere

3445.x

This section includes release notes for the 3445 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

3445.76

@ Available in Pivotal Network
Release Date: October 22,2018

Periodic Ubuntu Trusty stemcell bump (Oct 23, 2018)

3445.73

Release Date: October 08,2018

Periodic Ubuntu Trusty stemcell bump (Oct 11, 2018)

3445.71

@ Available in Pivotal Network
Release Date: October 02,2018

Addresses “USN-3776-2: Linux kernel (Xenial HWE) vulnerabilities” (Oct 02, 2018)

3445.68

@ Available in Pivotal Network
Release Date: September 24,2018

Periodic Ubuntu Trusty stemcell bump (Sep 25, 2018)

3445.67

@ Available in Pivotal Network
Release Date: September 10,2018

Periodic Ubuntu Trusty stemcell bump (Sep 10, 2018)
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3445.66

@ Available in Pivotal Network
Release Date: August 27,2018

Bump Ubuntu Trusty stemcells for “USN-3756-1: Intel Microcode vulnerabilities”

3445.64

@ Available in Pivotal Network

Release Date: August 14,2018

Bump Ubuntu Trusty stemcells for “USN-3741-2: Linux kernel (Xenial HWE) vulnerabilities”

3445.63

Release Date: August 13,2018

Periodic Ubuntu Trusty stemcell bump (Aug 14, 2018)

3445.55

@ Available in Pivotal Network
Release Date: July 30,2018

Periodic Ubuntu Trusty stemcell bump (July 31,2018)

3445.54

@ Available in Pivotal Network
Release Date: July 16,2018

Periodic Ubuntu Trusty stemcell bump (July 16, 2018)

3445.53

@ Available in Pivotal Network
Release Date: July 02,2018

e Periodic Ubuntu Trusty stemcell bump (July 2,2018)

3445.51

@ Available in Pivotal Network
Release Date: June 18,2018

e Periodic Ubuntu Trusty stemcell bump (June 18, 2018)

3445.49

Release Date: June 04,2018

© Copyright Pivotal Software Inc, 2013-2018

115

2.0



[Pivotal

e Periodic Ubuntu Trusty stemcell bump (June 4,2018)

3445.48

@ Available in Pivotal Network
Release Date: May 23,2018

e Bump Ubuntu Trusty stemcells for “USN-3654-2: Linux kernel (Xenial HWE) vulnerabilities”

3445.42

@ Available in Pivotal Network
Release Date: May 01,2018

e Ubuntu Trusty stemcells periodic update (Apr 30, 2018)

3445.46

Release Date: May 21,2018

e Periodic Ubuntu Trusty stemcell bump (May 21, 2018)

3445.45

@ Available in Pivotal Network
Release Date: May 09, 2018

e Bump Ubuntu Trusty stemcells for “USN-3641-1: Linux kernel vulnerabilities”

3445.44

@ Available in Pivotal Network
Release Date: May 07,2018

e Ubuntu Trusty stemcells periodic update (May 7, 2018)

3445.32

@ Available in Pivotal Network
Release Date: April 06,2018

e Bump Ubuntu Trusty stemcells for USN-3619-2: Linux kernel (Xenial HWE) vulnerabilities

3445.30

@ Available in Pivotal Network
Release Date: March 26,2018

e Periodic Ubuntu Trusty stemcell bump (March 26/27,2018)
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3445.29

@ Available in Pivotal Network
Release Date: March 12,2018

e Periodic Ubuntu Trusty stemcell bump (March 12, 2018)

3445.28

@ Available in Pivotal Network
Release Date: February 22,2018

e Bump Ubuntu Trusty stemcells for USN-3582-2: Linux kernel (Xenial HWE) vulnerabilities

3445.25

Release Date: February 05,2018

e [Feb 5] Periodic stemcell bump

3445.24

@ Available in Pivotal Network
Release Date: January 23,2018

e Bump Ubuntu Trusty stemcells for USN-3540-2: Linux kernel (Xenial HWE) vulnerabilities 2 (This flaw is known as Spectre.)

3445.23

@ Available in Pivotal Network
Release Date: January 17,2018

e Bump Ubuntu Trusty stemcells for USN-3534-1: GNU C Library vulnerabilities

3445.22

@ Available in Pivotal Network
Release Date: January 10, 2018

e Bump Ubuntu Trusty stemcells for USN-3522-4: Linux kernel (Xenial HWE) regression &

e Configure vSphere stemcells to use VM hardware version 9 (requires ESXi 5.1) to be compatible with
https://www.vmware.com/us/security/advisories/VMSA-2018-0004.html &'

3445.21

@ Available in Pivotal Network
Release Date: January 10, 2018

e Bump Ubuntu Trusty stemcells for USN-3522-2: Linux (Xenial HWE) vulnerability &' (This flaw is known as Meltdown.)
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3445.19

@ Available in Pivotal Network
Release Date: December 08,2017

e Bump Ubuntu Trusty stemcell USN-3509-2: Linux kernel (Xenial HWE) vulnerabilities

3445.18

Release Date: December 06,2017

e Bump Ubuntu Trusty stemcells for USN-3505-1: Linux firmware vulnerabilities

3445.17

@ Available in Pivotal Network
Release Date: November 21,2017

e Periodic Ubuntu stemcells update

3445.11
@ Available in Pivotal Network
Release Date: September 19,2017

e Bump Ubuntu stemcells for USN-3420-2: Linux kernel (Xenial HWE) vulnerabilities

3445.7
@ Available in Pivotal Network
Release Date: August 30, 2017

e Logrotate /var/log/wtmp and utmp more aggressively
e Updated BOSH agent to include aggressive 5 minute timeout on NATS connection failure

e Setauditd rules to be mutable by default

o Pleaseuse auditd job from os-conf-release to make rulesimmutable

3445.2

Release Date: August 16,2017

e Bump Ubuntu stemcells for USN-3392-2: Linux kernel (Xenial HWE) regression &'

3445

Release Date: August 11,2017
e Bump Ubuntu stemcells for USN-3385-2: Linux kernel (Xenial HWE) vulnerabilities '
e Include gescli for native GCS support

e Bump bosh-agent to include support for colocated errand jobs

e Fixoccasional rsyslog hang on startup (as a workaround for https://github.com/rsyslog/rsyslog/issues/1188 %)
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3431.x

This section includes release notes for the 3431 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

3431.13

Release Date: August 03,2017

e Bump version (no change)

3431.11

Release Date: August 03,2017

e Bump Ubuntu Trusty stemcells for USN-3378-2: Linux kernel (Xenial HWE) vulnerabilities &

e Fixoccasional rsyslog hang on startup

o Workaround for https://github.com/rsyslog/rsyslog/issues/1188 &'

3431.10

Release Date: July 31,2017

e Periodic Ubuntu stemcells update

3422.x

This section includes release notes for the 3422 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

3422.7

Release Date: November 22,2017

e Test stemcell for umask changes (based on 3468.x stemcell line)

3421.x

This section includes release notes for the 3421 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

3421.88

Release Date: October 08,2018

Periodic Ubuntu Trusty stemcell bump (Oct 11, 2018)

3421.86

@ Available in Pivotal Network
Release Date: October 02,2018

Addresses “USN-3776-2: Linux kernel (Xenial HWE) vulnerabilities” (Oct 02, 2018)
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3421.83

@ Available in Pivotal Network
Release Date: September 24,2018

Periodic Ubuntu Trusty stemcell bump (Sep 25, 2018)

3421.82

@ Available in Pivotal Network
Release Date: September 10,2018

Periodic Ubuntu Trusty stemcell bump (Sep 10, 2018)

3421.81

@ Available in Pivotal Network
Release Date: August 27,2018

Bump Ubuntu Trusty stemcells for “USN-3756-1: Intel Microcode vulnerabilities”

3421.79

@ Available in Pivotal Network

Release Date: August 14,2018

Bump Ubuntu Trusty stemcells for “USN-3741-2: Linux kernel (Xenial HWE) vulnerabilities”

3421.78

Release Date: August 13,2018

Periodic Ubuntu Trusty stemcell bump (Aug 14, 2018)

3421.70

@ Available in Pivotal Network
Release Date: July 30,2018

Periodic Ubuntu Trusty stemcell bump (July 31,2018)

3421.69

@ Available in Pivotal Network
Release Date: July 16,2018

Periodic Ubuntu Trusty stemcell bump (July 16, 2018)

3421.68

Release Date: July 02,2018
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e Periodic Ubuntu Trusty stemcell bump (July 2,2018)

3421.66

@ Available in Pivotal Network
Release Date: June 18,2018

e Periodic Ubuntu Trusty stemcell bump (June 18,2018)

3421.64

Release Date: June 04,2018

e Periodic Ubuntu Trusty stemcell bump (June 4,2018)

3421.63
@ Available in Pivotal Network
Release Date: May 23,2018

»

e Bump Ubuntu Trusty stemcells for “USN-3654-2: Linux kernel (Xenial HWE) vulnerabilities

3421.56

@ Available in Pivotal Network
Release Date: May 01,2018

e Ubuntu Trusty stemcells periodic update (Apr 30, 2018)

3421.60

Release Date: May 21,2018

e Periodic Ubuntu Trusty stemcell bump (May 21, 2018)

3421.59

@ Available in Pivotal Network
Release Date: May 09, 2018

e Bump Ubuntu Trusty stemcells for “USN-3641-1: Linux kernel vulnerabilities”

3421.58

@ Available in Pivotal Network
Release Date: May 07,2018

e Ubuntu Trusty stemcells periodic update (May 7, 2018)

3421.46
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@ Available in Pivotal Network
Release Date: April 06,2018

e Bump Ubuntu Trusty stemcells for USN-3619-2: Linux kernel (Xenial HWE) vulnerabilities

3421.44

@ Available in Pivotal Network
Release Date: March 26,2018

e Periodic Ubuntu Trusty stemcell bump (March 26/27,2018)

3421.43

@ Available in Pivotal Network
Release Date: March 12,2018

e Periodic Ubuntu Trusty stemcell bump (March 12, 2018)

3421.42

@ Available in Pivotal Network
Release Date: February 22,2018

e Bump Ubuntu Trusty stemcells for USN-3582-2: Linux kernel (Xenial HWE) vulnerabilities

3421.39

Release Date: February 05,2018

e [Feb 5] Periodic stemcell bump

3421.38

@ Available in Pivotal Network
Release Date: January 23,2018

e Bump Ubuntu Trusty stemcells for USN-3540-2: Linux kernel (Xenial HWE) vulnerabilities 2 (This flaw is known as Spectre.)

3421.37

@ Available in Pivotal Network
Release Date: January 17,2018

e Bump Ubuntu Trusty stemcells for USN-3534-1: GNU C Library vulnerabilities

3421.36

@ Available in Pivotal Network

Release Date: January 10,2018
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e Bump Ubuntu Trusty stemcells for USN-3522-4: Linux kernel (Xenial HWE) regression &

e Configure vSphere stemcells to use VM hardware version 9 (requires ESXi 5.1) to be compatible with
https://www.vmware.com/us/security/advisories/VMSA-2018-0004.html &'

3421.35

@ Available in Pivotal Network
Release Date: January 10, 2018

e Bump Ubuntu Trusty stemcells for USN-3522-2: Linux (Xenial HWE) vulnerability &' (This flaw is known as Meltdown.)

3421.34

@ Available in Pivotal Network
Release Date: December 08,2017

e Bump Ubuntu Trusty stemcell USN-3509-2: Linux kernel (Xenial HWE) vulnerabilities

3421.33

Release Date: December 06,2017

e Bump Ubuntu Trusty stemcells for USN-3505-1: Linux firmware vulnerabilities

3421.32

@ Available in Pivotal Network
Release Date: November 21,2017

e Periodic Ubuntu stemcells update

3421.20

@ Available in Pivotal Network
Release Date: August 16,2017

e Bump Ubuntu stemcells for USN-3392-2: Linux kernel (Xenial HWE) regression &'

3421.19

@ Available in Pivotal Network
Release Date: August 11,2017

e Bump Ubuntu stemcells for USN-3385-2: Linux kernel (Xenial HWE) vulnerabilities &'

3421.18

@ Available in Pivotal Network
Release Date: August 03,2017

e Bump Ubuntu Trusty stemcells for USN-3378-2: Linux kernel (Xenial HWE) vulnerabilities &
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e Fixoccasional rsyslog hang on startup

o Workaround for https://github.com/rsyslog/rsyslog/issues/1188 &'

3421.11

Release Date: June 29,2017

e Bump Ubuntu stemcells for USN-3344-2: Linux kernel (Xenial HWE) vulnerabilities

3421.9
@ Available in Pivotal Network
Release Date: June 21,2017

e Bump Ubuntu stemcells for USN-3334-1: Linux kernel (Xenial HWE) vulnerabilities

3421.6

Release Date: June 09, 2017

e Bump Ubuntu stemcells for USN-3312-2 - Linux kernel vulnerabilities

3421.4

Release Date: June 01,2017

e Bump CentOS stemcells for CESA-2017:1382 - sudo vulnerability

3421.3
@ Available in Pivotal Network
Release Date: May 30, 2017

e Bump Ubuntu stemcells for USN-3304-1: Sudo vulnerability

3421
Release Date: May 22,2017
New:
e Added env.bosh.remove_static_libraries (bool)toremove static libraries
o Useful to enable this option when exporting compiled releases
e Added env.bosh.ipvé6.enable (bool)toremove ipv6.disable kernel functionality at bootup time

Fixes:

e Fixed sysstat logging
e Fixed anacron’s RANDOM_DELAY configuration

Bumps:
e Bumped s3cliv0.0.60

o Updated aws-sdk-go to solve network timeout edge case
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e Bumped davcliv0.0.19
o Use TCP keep alive to solve network timeout edge case
e Bumped bosh-agent v0.0.35

o Add -v totheAgentbinary
o Prepared sync_dns action to work with future Director’s DNS integration

3363.x

This section includes release notes for the 3363 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

3363.65

@ Available in Pivotal Network
Release Date: June 18,2018

e Periodic Ubuntu Trusty stemcell bump (July 18, 2018)

3363.64

Release Date: June 04,2018

e Periodic Ubuntu Trusty stemcell bump (June 4,2018)

3363.63
@ Available in Pivotal Network
Release Date: May 23,2018

»

e Bump Ubuntu Trusty stemcells for “USN-3654-2: Linux kernel (Xenial HWE) vulnerabilities

3363.62

Release Date: May 21,2018

e Periodic Ubuntu Trusty stemcell bump (May 21, 2018)

3363.61

@ Available in Pivotal Network
Release Date: May 09, 2018

e Bump Ubuntu Trusty stemcells for “USN-3641-1: Linux kernel vulnerabilities”

3363.60

@ Available in Pivotal Network
Release Date: May 07,2018

e Ubuntu Trusty stemcells periodic update (May 7, 2018)
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3363.53

@ Available in Pivotal Network
Release Date: April 06,2018

e Bump Ubuntu Trusty stemcells for USN-3619-2: Linux kernel (Xenial HWE) vulnerabilities

3363.52

@ Available in Pivotal Network
Release Date: March 26,2018

e Periodic Ubuntu Trusty stemcell bump (March 26/27,2018)

3363.51

@ Available in Pivotal Network
Release Date: March 12,2018

e Periodic Ubuntu Trusty stemcell bump (March 12, 2018)

3363.50

@ Available in Pivotal Network
Release Date: February 22,2018

e Bump Ubuntu Trusty stemcells for USN-3582-2: Linux kernel (Xenial HWE) vulnerabilities

3363.49

Release Date: February 05,2018

e [Feb 5] Periodic stemcell bump

3363.48

@ Available in Pivotal Network
Release Date: January 23,2018

e Bump Ubuntu Trusty stemcells for USN-3540-2: Linux kernel (Xenial HWE) vulnerabilities 2 (This flaw is known as Spectre.)

3363.47

@ Available in Pivotal Network
Release Date: January 17,2018

e Bump Ubuntu Trusty stemcells for USN-3534-1: GNU C Library vulnerabilities

3363.46

@ Available in Pivotal Network
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Release Date: January 10, 2018

e Bump Ubuntu Trusty stemcells for USN-3522-4: Linux kernel (Xenial HWE) regression &

e Configure vSphere stemcells to use VM hardware version 9 (requires ESXi 5.1) to be compatible with

https://www.vmware.com/us/security/advisories/VMSA-2018-0004.html &'

3363.45

@ Available in Pivotal Network

Release Date: January 10, 2018

e Bump Ubuntu Trusty stemcells for USN-3522-2: Linux (Xenial HWE) vulnerability &' (This flaw is known as Meltdown.)

3363.44

@ Available in Pivotal Network
Release Date: December 08,2017

e Bump Ubuntu Trusty stemcell USN-3509-2: Linux kernel (Xenial HWE) vulnerabilities

3363.43

Release Date: December 06,2017

e Bump Ubuntu Trusty stemcells for USN-3505-1: Linux firmware vulnerabilities

3363.42

@ Available in Pivotal Network
Release Date: November 21,2017

e Periodic Ubuntu stemcells update

3363.24

@ Available in Pivotal Network
Release Date: May 17,2017

e Periodic Ubuntu stemcells update

3363.22

Release Date: May 11,2017

e Periodic Ubuntu stemcells update

e Run cron in BOSH Lite stemcells so that logrotation is performed

3363.20

@ Available in Pivotal Network

Release Date: April 25,2017
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e Bump Ubuntu stemcells for USN-3265-2: Linux kernel (Xenial HWE) vulnerabilities

3363.19

Release Date: April 17,2017

e Periodic bump for CentOS stemcells to include CESA-2017:0933

e Disable IPv6 through /proc/cmdline to eliminate possibilty of listening on tcp6/udp6

3363.15
@ Available in Pivotal Network
Release Date: April 05,2017
e Bump Ubuntu stemcells for USN-3256-2: Linux kernel (HWE) vulnerability
Misc:

e Made AWS AMI backing snapshot public to support encryption of boot disks

3363.14

@ Available in Pivotal Network
Release Date: March 30, 2017

e Bump Ubuntu stemcells for USN-3249-2: Linux kernel (Xenial HWE) vulnerability

3363.10

@ Available in Pivotal Network
Release Date: March 08,2017

e Bumps Ubuntu stemcells for USN-3220-2: Linux kernel (Xenial HWE) vulnerability

3363.9

Release Date: February 22,2017

Changes: - Bumps Ubuntu stemcells for USN-3208-2: Linux kernel (Xenial HWE) vulnerabilities - Fixes excessive “out of memory” errors in kernel -
https://bugs.launchpad.net/ubuntu/+source/linux/+bug/1655842 (' - Fixes regression to rsyslog by locking it down again to rsyslog 8.22.0

Agent: - Fixes Azure stemcell persistent disk formatting - Fixes Warden stemcells SSH access

3363.1

Release Date: February 15,2017

Reported Problems: - DO NOT USE azure stemcell as it may cause data loss. - rsyslog version updated to 8.24.0, regressing on issue #1537 - Out of memory
errors still exists in Kernel 4.4.0.62 &'- will be fixed around Feb 20.

Changes: - Fixes double -hvm- suffix problem for AWS Light stemcells

3363
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Release Date: February 15,2017

Reported Problems: - DO NOT USE azure stemcell as it may cause data loss. - Out of memory errors still exists in Kernel 4.4.0.62 - will be fixed around
Feb 20. - rsyslog version updated to 8.24.0, regressing on issue #1537 - AWS Light stemcell has incorrect name once imported - BOSH SSH does not work
on BOSH Lite

Changes: - Add more auditd rules - Fix CentOS initramfs to load necessary kernel modules - Disable boot loader login - Increasing tcp_max_sync_backlog -
Disabling any DSA host keys - Add bosh_sshers group and assign it to vcap user - Only allow usersin bosh_sshers group to SSH

Agent: - Log Agent APl access events in CEF format to syslog (vcap.agent topic) - Allow configuring swap size through env.bosh.swap_size (example:
env.bosh.swap_size: 0 ) - Prepare for SHA2 releases - Allow setting fetching to work with base64 encoded user data - Do not delaycompress in logrotate

3312.x

This section includes release notes for the 3312 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

3312.51

@ Available in Pivotal Network
Release Date: January 23,2018

e Bump Ubuntu Trusty stemcells for USN-3540-2: Linux kernel (Xenial HWE) vulnerabilities 2 (This flaw is known as Spectre.)

3312.50

@ Available in Pivotal Network
Release Date: January 10, 2018

e Bump Ubuntu Trusty stemcells for USN-3522-4: Linux kernel (Xenial HWE) regression &

e Configure vSphere stemcells to use VM hardware version 9 (requires ESXi 5.1) to be compatible with
https://www.vmware.com/us/security/advisories/VMSA-2018-0004.html &'

3312.49

@ Available in Pivotal Network
Release Date: January 09, 2018

e Bump Ubuntu Trusty stemcells for USN-3522-2: Linux (Xenial HWE) vulnerability &' (This flaw is known as Meltdown.)

3312.48

@ Available in Pivotal Network
Release Date: December 08,2017

e Bump Ubuntu Trusty stemcell USN-3509-2: Linux kernel (Xenial HWE) vulnerabilities

3312.47

Release Date: December 06,2017

e Bump Ubuntu Trusty stemcells for USN-3505-1: Linux firmware vulnerabilities
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3312.46

@ Available in Pivotal Network
Release Date: November 21,2017

e Periodic Ubuntu stemcells update

3312.17

Release Date: January 31,2017
Reported Problems: - Memory leak bug in Kernel 4.4.0-59 &

Changes: - Periodic stemcell update

3312.15

Release Date: January 12,2017
Reported Problems: - Memory leak bug in Kernel 4.4.0-59 &

Changes: - Periodic stemcell update

3312.12

@ Available in Pivotal Network
Release Date: December 20,2016

e Lock down rsyslog to 8.22.0 to avoid high memory usage issue https://github.com/cloudfoundry/bosh/issues/1537 &'

3312.9

@ Available in Pivotal Network
Release Date: December 15,2016

e Updates Azure Ubuntu stemcells to use parted partitioner to fix slow disk partitioning

o Related issue: https://github.com/cloudfoundry-incubator/bosh-azure-cpi-release/issues/227 &

3312.8

Release Date: December 14,2016

e Bumps Ubuntu stemcells for USN-3156-1: APT vulnerability

3312.7

Release Date: December 06,2016

e Bump Ubuntu stemcells for USN-3151-2: Linux kernel (Xenial HWE) vulnerability &'

3312.6

Release Date: December 02,2016
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e Periodic stemcell update

33123

Release Date: November 30, 2016

e Periodic stemcell update

o Includes USN-3134-1 ' as requested by a community member

3312

Release Date: November 16,2016

e Properlyincludes libpam cracklib.so to avoid errorsin /var/log/auth.log

3309.x

This section includes release notes for the 3309 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

3309

Release Date: November 10, 2016

o Fixes persistent disk mounting on OpenStack described in Stemcell 3308 &

3308.x

This section includes release notes for the 3308 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

3308

Release Date: November 09, 2016

Reported Problems: - On OpenStack: Mounting persistent disks not working when using config-drive: disk while nova is configured to use a cdrom config-
drive due to https://github.com/cloudfoundry/bosh/issues/1503 &

Fixes: - Fixes SSH key installation issue introduced in Stemcell 3306 &

3306.x

This section includes release notes for the 3306 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

3306

Release Date: November 08, 2016

Reported Problems - bosh-init doesn’t work with this stemcell on OpenStack and AWS due to https://github.com/cloudfoundry/bosh/issues/1500 ' -
Booting the stemcell image directly in you laaS (without using BOSH/bosh-init) does no longer provision the ssh key for user vcap , so you need to login
differently

Changes - Agent will now wait for monit to complete stop all processes before carrying on - Added google stemcells - Default dmesg_restrict to 1 - Disable
all IPv6 configurations - Reenabled UDF kernel module for Azure - Increase root_maxkeys and maxkeys kernel configurations - Changed default hostname
to bosh-stemcell instead of localhost to avoid boot problems on GCP - Lower TCP keepalive configuration by default - Mount /var/log directory to
/var/vcap/data/root_log - Restrict Access to the su command - Add pam_cracklib requirements to common-password and password-auth - Enable
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auditing for processes that start prior to auditd - Set log rotation interval to 15 min in stemcell - Made ownership & permissions for /etc/cron* files more
restrictive - Customize shell prompt to show instance name and ID - Removed floppy drives from vSphere stemcells - Removed bosh

making bosh unsupported
micro

Misc: - Stemcells are now built through Concourse via https://main.bosh-ci.cf-app.com/teams/main/pipelines/bosh:stemcells &'

3263.x

This section includes release notes for the 3263 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

3263.10

Release Date: November 03,2016

e Updates CentOS kernel to the latest version for “Dirty COW”

o Ubuntu stemcells were updated in previous versions at the time of Ubuntu USN updates

e Includes fix to the bosh-agent to better support 1TB+ disk partitioning

3263.8

@ Available in Pivotal Network
Release Date: October 21,2016

e Bump Ubuntu stemcells for USN-3106-2: Linux kernel (Xenial HWE) vulnerability

e Includes a fix to the bosh-agent to work more reliably with 2TB+ persistent disks

3263.7

@ Available in Pivotal Network
Release Date: October 12,2016

e Bump Ubuntu stemcells for USN-3099-2: Linux kernel (Xenial HWE) vulnerabilities

3263.5

Release Date: September 30, 2016

e Periodic bump

e Delay start of rsyslogd using systemd on CentOS

3263.4

Release Date: September 28,2016

e google-kvm: improve the google-* daemon configurations

o fixes ssh: handshake failed errorson boot

3263.3

@ Available in Pivotal Network
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Release Date: September 26,2016

e Bumps Ubuntu stemcells for USN-3087-2 (Z' (OpenSSL regression)

3263

Release Date: September 19,2016

e Bumps Ubuntu to Linux kernel to 4.4

Based on 3262 stemcells. Note: OpenStack stemcells series 3263 is broken due to https://github.com/cloudfoundry/bosh-agent/issues/98 Z and

should not be used

3262.x

This section includes release notes for the 3262 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

3262.21

@ Available in Pivotal Network
Release Date: October 13,2016

e Bump Ubuntu stemcells for USN-3099-2: Linux kernel (Xenial HWE) vulnerabilities

3262.19

@ Available in Pivotal Network
Release Date: September 28,2016

e google-kvm: improve the google-* daemon configurations

o fixes ssh: handshake failed errorson boot

3262.16

@ Available in Pivotal Network
Release Date: September 26,2016

e Bumps Ubuntu stemcells for USN-3087-2 (% (OpenSSL regression)

3262.15

Release Date: September 23,2016

e Bumps Ubuntu stemcells for USN-3087-1: OpenSSL vulnerabilities

3233.x

This section includes release notes for the 3233 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

3233.1

@ Available in Pivotal Network
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Release Date: September 27,2016

e Bumps Ubuntu stemcells for USN-3087-2 (%' (OpenSSL regression)

USN-3522-2 Addresses Meltdown Vulnerabilities

Meltdown exploits critical vulnerabilities in modern processors. For more information about Meltdown, see the Meltdown and Spectre Attacks ' blog
post. USN-3522-2 (' addresses the critical vulnerability in Ubuntu associated with Meltdown.

This update may include degradations to performance if your VM’s CPU and memory usage are currently at near-capacity levels. Prior to upgrading to this
stemcell, monitor your PCF VM’s current CPU and memory usage and scale those components if necessary. If any of your VMs are currently operating at
60% or above, Pivotal recommends scaling that VM. For more information about the performance impact of Meltdown-related stemcell patches on PCF

components and guidance on scaling, see this KB article Z.

For more information about monitoring and scaling PCF, see the Monitoring PCF VMs from Ops Manager (%, Key Capacity Scaling Indicators %, and
Scaling PAS topics. Performance degradation is likely to vary by workload type, 1aaS, and other factors. Pivotal recommends testing your deployment
thoroughly after upgrading to this stemcell.

3232.x

This section includes release notes for the 3232 line of Linux stemcells used with Pivotal Cloud Foundry (PCF).

3232.21

@ Available in Pivotal Network
Release Date: September 26,2016

e Bumps Ubuntu stemcells for USN-3087-2 (2 (OpenSSL regression)
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Stemcell v1200.x (Windows 2012R2) Release Notes

This topic includes release notes for Windows stemcells used with Pivotal Application Service (PAS) for Windows 2012R2.

To download a stemcell, see Stemcells for PCF (Windows) ' on Pivotal Network.

1200.25

Features

e Intended for use with October 2018 Microsoft Security Updates .

e To ensure a consistent runtime for our users, we now manage the version of PowerShell for 2012R2. We upgraded the PowerShell version to v5.1 in this
release.

Bug Fix

e Intermittent “Access denied” errors during compilation phase of PAS-W deployments. We have added a fix to potentially resolve them.

1200.24

Release Date: September 24,2018

Features

e Intended for use with September 2018 Z Microsoft Security Updates.

Bug Fix

e Previously, the os_version argumentwas mandatory duringthe Invoke-Sysprep step.The OSisnow detected by default, and the os_version
argument is optional.

1200.23

Release Date: August 27,2018

Features

e Intended for use with the August 2018 Z Microsoft Security Updates.

e Includes an important Microsoft Security Update that provides protections against a new speculative execution side-channel vulnerability known as L1
Terminal Fault (L1TF). For more information, see Windows Support .

e Compatible with the latest stable OpenSSH version, OpenSSH_for_Windows_v7.7.2.0p1-Beta. This version fixed the issue of OpenSSH logs filling up
the disk.

Security Update
e Disabled use of TLS 1.0 by SSL/TLS server and client.
e Disabled RC4 and DCOM.

e Disabled triple-DES cipher to mitigate against Sweet32: Birthday attacks on 64-bit block ciphersin TLS.

© Copyright Pivotal Software Inc, 2013-2018 135 2.0


https://network.pivotal.io/products/stemcells-windows-server
https://support.microsoft.com/en-us/help/4462941/windows-8-update-kb4462941
https://support.microsoft.com/en-us/help/4457143
https://support.microsoft.com/en-us/help/4343898/windows-81-update-kb4343898
https://support.microsoft.com/en-us/help/4343897/windows-10-update-kb4343897

[Pivotal

1200.22

Release Date: August 9, 2018

e Intended for use with the July 2018 & Microsoft security updates.
o Intended for use with the Security and Quality Rollup updates for .NET Framework .

e Bug Fix: Previously, when operators selected the Encrypt Linux EBS Volumes checkbox in the laaS-specific configuration section of the BOSH Director
tile, the deployment of PAS for Windows would fail. This release enables operators to select the Encrypt Linux EBS Volumes checkbox without the
deployment of PAS for Windows failing. However, only Linux VMs will be encrypted, not Windows VMs.

1200.21

Release Date: July 9,2018

e Intended for use with June 2018 Z Microsoft security updates.

e Includes CIS MS-L1v2.2.1 & security hardening for the public laaSes (Azure, AWS and GCP)

1200.19
Release Date: June 1,2018

e Bug Fix: Includes a fix to support syncing as stated by Microsoft even when the time is drastically off.

1200.18

Release Date: May 18,2018

e Intended for use with May 2018 % Microsoft security updates.

1200.17

Release Date: May 8, 2018

e Intended for use with April 2018 & Microsoft security updates.
e Fixed a security issue.

e Includes fixes for these security updates from Microsoft:

o Microsoft Internet Explorer Cumulative Security Update (MS15-124)
o Microsoft Internet Explorer Security Update for September 2017
o Microsoft Windows CredSSP updates for March 2018

e Disabled root disk resizing and provided larger root disks by default. For more information, see Using Windows Stemcells Z.

1200.16
Release Date: March 26,2018

e Increases Windows service start timeout. For more information, see the following Pivotal Tracker Story:
https://www.pivotaltracker.com/story/show/154808080 .

e This stemcell is intended for use with the following:

o March 2018 Microsoft security updates.
o KB4056898 Z, which includes security improvements that address speculative execution side-channel vulnerabilities (. See Microsoft’s Known

Issues (Z for this patch.

e ForvSphere, you must install the patch manually because it was not available through Windows Update when the patch was initially shipped. In
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addition, you must manually enable the patch. See Creating a vSphere Stemcell by Hand & for information about installing the patch.

1200.15

Release Date: February 21,2018

e This stemcell is intended for use with the following:

o February 2018 Microsoft security updates.
o KB4056898 Z, which includes security improvements that address speculative execution side-channel vulnerabilities (. See Microsoft’s Known
Issues (Z for this patch.

e ForvSphere, you must install the patch manually because it was not available through Windows Update when the patch was initially shipped. In
addition, you must manually enable the patch. See Creating a vSphere Stemcell by Hand & for information about installing the patch.

1200.14

Release Date: February 13,2018

e Mitigates CVE-2018-1197: GCP Metadata Endpoint Accessible from Application Containers on Windows &
e [Bug Fix] Fixes issue with OpenSSH 0.0.24

e This stemcell is intended for use with KB4056898 Z, which includes security improvements that address speculative execution side-channel
vulnerabilities 2. See Microsoft’s Known Issues Z for this patch.

e ForvSphere, you must install the patch manually because it was not available through Windows Update when the patch was initially shipped. In
addition, you must manually enable the patch. See Creating a vSphere Stemcell by Hand Z for information about installing the patch.

1200.13

Release Date: January 17,2018
e This stemcell is intended for use with KB4056898 Z, which includes security improvements that address speculative execution side-channel
vulnerabilities 2. See Microsoft’s Known Issues Z for this patch.

e ForvSphere, you must install the patch manually because it was not available through Windows Update when the patch was initially shipped. In
addition, you must manually enable the patch. See Creating a vSphere Stemcell by Hand Z for information about installing the patch.

1200.11

Release Date: December 22,2017
e ForAzure, GCP, and AWS Windows Stemcells, the root disk (C Drive) will be automatically resized on creation to the disk size specified in BOSH cloud
config. Due to current CPI limitations, vSphere Stemcells are NOT able to resize their root disk on creation.

e Intended for use with December Microsoft security updates.

1200.10

Release Date: December 19,2017

e You must use stembuild version 0.13 ' when creating a 1200.10 stemcell by hand.

e AWS stemcells repartition to use entire root disk size as specified in BOSH cloud config.

e Stemcell adds support for multiple CPIs. You can now set stemcell formats instemcell.MF.
e Intended for use with November Microsoft security updates.

e Updated OpenSSH to 0.0.22.

e The BOSH Agent uses a lock file to ensure that DNS resolvers are updated only on first startup.
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1200.8

Release Date: November 10,2017

e BOSH Agent: Disables port 5985 for WinRM by default.

e [Bug Fix] Fixes an issue where an empty cloud config would remove all DNS resolvers from a Windows host.

e [Bug Fix] Fix for IPsec add-on.

Known Issues

e File updates.txt isnotgenerated for 2016/1709 stemcells.

1200.7

Release Date: October 23,2017

e [Bug Fix] BOSH Agent timeout fix for high ESX workload scenarios.

e Intended for 2017 Oct Windows Updates roll-up (KB4041685).

1200.6

Release Date: October 18,2017

e [Security Improvement] Includes CIS MS-L1v2.2.1 Z security hardening.

e [Security Improvement] The security policies disable RDP by default. To enable RDP, use the enable rdp jobinthe windows-utilities-release &

(version 0.4.0 or greater).

e [Bug Fix] Fixes an issue in the BOSH Agent regarding DNS resolvers that can cause application downtime when a BOSH Director is unavailable (e.g.

during upgrades) when deployed on Cloud Foundry.

Known Issues

e Inthe case of an empty cloud config, the Windows host DNS list will be cleared on BOSH Agent restarts.

e CIS policies break the IPsec add-on.

1200.5

Release Date: October 11,2017

e Install-CFFeatures is now Install-CFFeatures2012.

e [Security Improvement] BOSH Agent randomizes password for Administrator user on bootup. To set the password, use the set_password jobinthe

windows-utilities-release @\
o Removes Windows Defender for all laaSes in Windows Server 2016/1709.

e [Improvement] No longer installs Docker on Windows 2016/1709.

1200.4

Release Date: September 14,2017

e The BOSH-Agent now disables automatic updates during its bootstrap process.
e Do not remove Powershell-ISE when building stemcell.

e Added better error checking when applying group policies.
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e Intended for 2017 Sep Windows Updates roll-up.
e Setssmaller MTU of network interfaces created by Docker on GCP for Windows 2016.

e Skip sysprep until official Windows 1709 build is available due to bug in insider build.

Release Date: August 22,2017
e Agent backs off exponentially when unable to reach the director, moving from 5 seconds to 160 seconds over 6 connection attempts, to reduce the

impact on small-footprint BOSH VMs. This resolves BOSH Agent Open Issue #137 (.

e BOSH SSH is now supported as a beta feature. Users can enable connecting to a cmd session using the bosh ssh  command by running the relevant
job from windows-utilities-release.

e Fixed an issue where jobs were being stopped synchronously rather than concurrently, preventing stop scripts that waited on other stop scripts from
ever finishing.

e Fixed an issue where jobs that failed to start on the first attempt weren’t being retried.

e Other minor bug fixes and performance improvements.

1200.0

Release Date: July 14,2017

e Includes July 2017 Windows Security Updates.

e Fixes an error where Windows stemcells were incompatible with bosh director setting ‘enable_nats_delivered_templates’ set to true.
e Fixed startup issue on GCP.

e Fixed issue where the Windows Agent would reset DNS settings whenever the HTTPMetadataService was invoked on AWS.

e Upgradesincluded .NET version to 4.7.

1079.0
Release Date: June 5,2017

e Based on Windows Server 2012R2.

e Includes .NET Framework 4.6.1.

e Available for AWS, GCP, and Azure.

e Includes all Windows Updates and security patches up through April 2017.

e To be used with Pivotal Cloud Foundry (PCF) Runtime for Windows v1.9.3+,v1.10.2+, and v1.11.0.

1056.1
Release Date: June 1,2017

e Based on Windows Server 2012R2.

e Includes .NET Framework 4.6.1.

e Available for AWS, GCP, and Azure.

e Includes all Windows Updates and security patches up through March 2017.

e To be used with Pivotal Cloud Foundry (PCF) Runtime for Windows v1.9.0,v1.9.1,v1.9.2,v1.10.0, v1.10.1.

1056.0

Release Date: April 5,2017
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e Based on Windows Server 2012R2.

e Includes .NET Framework 4.6.1.

e Available for AWS, GCP, and Azure.

e Includes all Windows Updates and security patches up through March 2017.

e To be used with Pivotal Cloud Foundry (PCF) Runtime for Windows v1.9.0,v1.9.1,v1.9.2,v1.10.0, v1.10.1.

Known Limitations

e Does not support BOSH SSH or persistent disks.
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Architecture and Installation Overview

For PCF Architects and Operators

This guide shows you how to design a Pivotal Cloud Foundry (PCF) platform and install it on an laaS. If you are doing this, you have one or both of the

following roles:

e Architects design a PCF platform. They know the laaS that they will deploy it to, and what other relevant resources they have. In their design, they
consider needs for the platform’s capacity, availability, security, geography, budget, and other factors. If they do not install PCF themselves, they
provide the architectural specifications to whoever does.

e Operators run a PCF platform, keep it up-to-date, monitor its health and performance, and fix any problems. They may also install the platform, or
perform “Day 2” configurations that expand its functionality and integrate it with external systems.

This guide helps people in both roles create a PCF platform that does what they want it to. The contents of this guide follow the phases of a typical PCF

planning and installation effort.

Note: Elastic Runtime has been renamed Pivotal Application Service.

Planning and Installation Overview

PCF is a suite of products that runs on multiple laaSes. Planning and installing PCF means building layers from the bottom up, starting with the details of
your laaS and ending with “Day 2” configurations that you perform on a installed and running PCF deployment.

Here’s the typical PCF planning and installation process:

1. Plan Your PCF Architecture

o Review the Requirements for your laaS (AWS, Azure, GCP, OpenStack, vSphere).

o Under Reference Architectures (Z, refer to the reference architecture for your laaS.

o Assess your platform needs, including capacity, availability, container support, host OS, resource isolation, and geographical distribution.
Discuss with your Pivotal contact.

2. Deploy BOSH and Ops Manager
o BOSH (Z'is an open-source tool that lets you run software systems in the cloud.

m BOSH and its laaS-specific Cloud Provider Interfaces (CPIs) are what enable PCF to run on multiple laaSes.
m See Deploying with BOSH & for a brief description of the BOSH deployment process.

o Ops Manageris a GUl application deployed by BOSH that streamlines deploying subsequent software to the cloud via BOSH.

= Ops Manager represents PCF products astiles with multiple configuration panes that let you input or select configuration values needed

for the product.
= Ops Manager generates BOSH manifests containing the user-supplied configuration values, and sends them to the Director.
= After you install Ops Manager and BOSH, you use Ops Manager to deploy almost all PCF products.

o Deploying Ops Manager deploys both BOSH and Ops Manager with a single procedure.

= On AWS, you can deploy Ops Manager manually, or automatically with a CloudFormation template.
= On Azure, you can deploy Ops Manager manually, or automatically with an Azure Resource Manager (ARM) template. On Azure
Government Cloud and Azure Germany you can only deploy Ops Manager manually.

3. Deploy BOSH Add-ons (Optional)

o BOSH add-ons include the IPsec Z, ClamAV Z, and File Integrity Monitoring Z, which enhance PCF platform security and security logging.
o You deploy these add-ons via BOSH rather than installing them with Ops Manager tiles.

4. Install Runtimes
o PAS Z (Pivotal Application Service) lets developers develop and manage cloud-native apps and software services.
m PASis based on the Cloud Foundry Foundation’s open-source Application Runtime (formerly Elastic Runtime) project.

o PKS  (Pivotal Container Service) uses BOSH to run and manage Kubernetes container clusters.
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m PKSis based on the Cloud Foundry Foundation’s open-source Container Runtime (formerly Kubo) project.
o PCFlsolation Segment lets a single PAS deployment run apps from separate, isolated pools of computing, routing, and logging resources.

m Operators replicate and configure an Isolation Segment tile for each new resource pool they want to create.
= You must install PAS before you can install Isolation Segment.

o PAS for Windows 2012R2 (' enables PAS to manage Windows Server 2012 cells hosting .NET apps, and can also be replicated to create multiple
isolated resource pools.

= As with Isolation Segment, Operators replicate and configure a PAS for Windows 2012R2 tile for each new resource pool they want to
create.
= You must install PAS before you can install PAS for Windows 2012R2.

o Small Footprint PASis an alternative to PAS that uses far fewer VMs than PAS but has limitations.
5. Install Services
o Install software services for PCF developers to use in their apps.

= Services include the databases, caches, and message brokers that stateless cloud apps rely on to save information.
= |nstalling and managing software services on PCF is an ongoing process, and is covered in the PCF Operator Guide .

6. Day 2 Configurations
o Day 2 configurations set up internal operations and external integrations on a running PCF platform.

= Examples include front-end configuration, user accounts, logging and monitoring, internal security, and container and stemcell images.

Guide Contents

This guide has two parts. The first part explains the PCF planning and installation process, and the second describes the main tools that operators use
when installing PCF.

Planning and Installation

PCF is a suite of products that runs on multiple laaSes. Planning and installing PCF means building layers from the bottom up, starting with the details of
your laaS and ending with “Day 2” configurations that you perform on a installed and running PCF deployment.

This guide follows this bottom-up progression:

e Planning PCF ' - Design a PCF platform that runs on your laaS and fits your needs.

e Deploying BOSH and Ops Manager - Build the foundation of PCF.

e Deploying BOSH Add-Ons (Z - Use BOSH to extend foundation-level PCF capabilities.

e Using Ops Manager Ops Manager provides a dashboard for installing and configuring PCF products and services.

e Using the Cloud Foundry Command Line Interface (cf CLI)- The cf CLI runs PCF operations in the cloud from a shell on your local workstation.
e |nstalling Runtimes Z - Install the application and container runtime environments that PCF exists for.

e |Installing Platform Extension Tiles @' - Use Ops Manager to extend PCF platform capabilities.

e Day 2 Configurations (Z - Set up internal operations and external integrations for PCF.

e Troubleshooting and Diagnostics

After installing PCF, Operators install the software services that PCF developers use in their apps. These PCF services include the databases, caches, and
message brokers that stateless cloud apps rely on to save information.

Installing and managing software services on PCF is an ongoing process, and is covered in the PCF Operator Guide .

Related Documentation

The PCF Operator Guide Z explains how to maintain a running PCF platform, including monitoring, tuning, troubleshooting, and upgrading.

The PCF Security Guide 2 explains how PCF security sytems work and how to keep your PCF platform secure.
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Getting Started with PCF gives a high-level overview of how PCF works and explains how you can try a a simple deployment on your own local machine.

See Pivotal Cloud Foundry Documentation Z for all PCF documentation.

© Copyright Pivotal Software Inc, 2013-2018 143

2.0


https://docs.pivotal.io/pivotalcf/2-0/installing/pcf-docs.html

[Pivotal

Preparing Your Firewall
Page last updated:

This topic describes how to configure your firewall for Pivotal Cloud Foundry & (PCF) and how to verify that PCF resolves DNS entries behind your

firewall.

Configure Your Firewall for PCF

Ops Manager and Pivotal Application Service (PAS) require the following open TCP ports:

e 25555: Routes from Ops Manager to the Ops Manager Director.

e 443: Routes to HAProxy or, if configured, your own load balancer.

e 80: Routes to HAProxy or, if configured, your own load balancer.

e 8844: Routes from Ops Manager to BOSH CredHub.

e 2222: Necessary for using Application SSH. For details, see the Diego Architecture Diagram

e 25595: Routes from the Traffic Controller to the BOSH Director, to enable sending BOSH health metrics to the Firehose.
UDP port 123 must be open if you want to use an external NTP server.

For more information about required ports for additional installed products, refer to the Network Communication Paths ' and other product

documentation.

Example: Configure Firewall with iptables

The following example procedure uses iptables commands to configure a firewall.

Note: GATEWAY_EXTERNAL IP is a placeholder. Replace this value with your PUBLIC IP .

1. Open /ete/sysctl.conf |3 file that contains configurations for Linux kernel settings, with the command below:

$ sudo

2. Add the line netipv4.ip_forward=1 to /etc/sysctl.conf and save the file.

3. If you want to remove all existing filtering or Network Address Translation (NAT) rules, run the following commands:

$ iptables --flush
$ iptables --flush -t nat

4. Add environment variables to use when creating the IP rules:

$ export INTERNAL_NETWORK_RANGE=10.0.

$ export GATEWAY INTERNAL_IP=10.0.0.1

$ export GATEWAY_ EXTERNAL_IP=203.0.113.242
$ export PIVOTALC

$ export HA_PROXY _I

5. Run the following commands to configure IP rules for the specified chains:

o FORWARD:

$ iptables -A FORWARD -i ethl -j ACCEPT

$ iptables -A FORWARD -o ethl -j ACCEPT

o POSTROUTING:
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$ iptables -t nat -A POSTROUTING -o eth0 -j MASQUERADE

$ iptables -t nat -A POSTROUTING -d $HA_PROXY _IP -s SINTERNAL NETWORK RANGE \
-p tep --dport 80 -j SNAT --to $GA' AY_INTERNAL IP

$ iptables -t nat -A POSTROUTING -d $SHA_PROXY _IP -s SINTERNAL NETWORK RANG
-p tep --dport 443 -j SNAT --to $GAT Y_INTERNAL_IP

o PREROUTING:

$ iptables -t nat -A PREROUTING -d SGATEW / EXTERNAL IP -p t
j DNAT --to $PIVOTALCF
$ iptables -t nat -A PREROUTING SWAY_EXTERNAL_IP -p tcp --dp
443 -j DNAT --to SHA_PRO
$ iptables -t nat -A PREROUTINC / / EXTERNAL_IP -p tcp --dp
80 -j DNAT —to SHA_PROXY_IP
$ iptables -t nat -A PREROUTING -i ethO -p tcp --dport 8443 -j DNAT \
--to SPIVOTALCF _IP:443
$ iptables -t nat -A PREROUTING -i ethO -p tcp --dport 80 -j DNAT \
--to SHA_PROXY_IP:80
$ iptables -t nat -A PREROUTING -i ethO -p tcp --dport 8022 -j DNAT \
--to SPIVOTALCEF_IP:22
$ iptables -t nat -A PREROUTING -i ethO -p tc port 8080 -j DNAT \
--to $PIVOTALCEF_IP:80

6. Run the following command to save the iptables:

For more information about administering IP tables with iptables , refer to the iptables documentation .

Verify PCF Resolves DNS Entries Behind a Firewall

When you install PCF in an environment that uses a strong firewall, the firewall might block DNS resolution. For example, if you use xip.io Z' to test your
DNS configuration, the tests will fail without warning if the firewall prevents PAS from accessing *xip.io .

To verify that PAS can correctly resolve DNS entries:

1. SSHinto the Pivotal Ops Manager VM.
For more information, refer to the SSH into Ops Manager section of the Advanced Troubleshooting with the BOSH CLI topic.

2. Run any of the following network administration commands with the IP address of the VM:

o nslookup
o dig
o host

o The appropriate traceroute command foryour OS

3. Review the output of the command and fix any blocked routes.
If the output displays an error message, review the firewall logs to determine which blocked route or routes you need to clear.

4. Repeat steps 1-3 with the Ops Manager Director VM and the HAProxy VM.
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laaS Permissions Guidelines

This topic describes practices recommended by Pivotal for creating secure laaS user roles.
Pivotal Cloud Foundry (PCF) is an automated platform that connects to laaS providers such as AWS and OpenStack. This connectivity typically requires
accounts with appropriate permissions to act on behalf of the operator to access laaS functionality such as creating virtual machines (VMs), managing

networks and storage, and other related services.

Ops Manager and Pivotal Application Service (PAS) can be configured with laaS users in different ways depending on your laaS. Other product tiles and
services might also use their own laaS credentials. Refer to the documentation for those product tiles or services to configure them securely.

Least Privileged Users (LPUs)

Pivotal recommends following the principle of least privilege by scoping privileges to the most restrictive permissions possible for a given role. In the
event that someone gains access to credentials by mistake or through malicious intent, LPUs limit the scope of the breach. Pivotal recommends following
best practices for the particular 1aaS you are deploying.

AWS Guidelines

See the recommendations detailed in the AWS Permissions Guidelines topic.

Azure Guidelines

See the permissions recommendations in installation instructions, and use the minimum permissions necessary when creating your service principal.

GCP Guidelines

For GCP, Pivotal recommends using two different accounts with the least privilege.

Use one account with the minimum permissions required to create desired GCP resources in your GCP project, then create a separate service account
with the minimum permissions required to deploy PCF components such as Pivotal Ops Manager and PAS.

OpenStack Guidelines

See the installation instructions and follow the least privileged user configuration for tenants and identity.

vSphere Guidelines

See the vCenter permissions recommendations in the Installing Pivotal Cloud Foundry on vSphere topic.
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Installing PCF in Airgapped Environments
Page last updated:

This topic provides an overview of the components and resources needed to install PCF in airgapped environments, including the typical corresponding
automation resources. It also describes one example solution that has been used in the past.

Offline Components

To run PCF offline, you must obtain resources from the internet and move them into offline components that store and use them. The method you use to
move a resource from Pivotal Network or GitHub into an offline environment can vary from setting up a designated proxy to burning a DVD.

The following image displays types of resources and the components you must move them to in your offline environment. It also includes a jumpbox. The
jumpbox is a Linux host for running commands such as bosh , uaac ,and fly . You could use the Ops Manager VM for this purpose.

Pivotal
Network
Resources

Automation
Resources

Jumpbox S3 Artifact Store Dmiker Git Concourse
Registry

The following table provides more detail about resources and the component you must move them to:

Resource Component

Pivotal Network products such as tiles, stemcells, BOSH releases, and Ops Manager S3 and artifact store

Pipelines and scripts Git

Configuration Git

Container images Docker Registry, S3, or artifact store
Third Party Resources such as NSX-T and OSS BOSH releases Artifact store

Backup artifacts S3

Architectural Patterns

The following sections describe three architectural patterns for running PCF in airgapped environments. The pattern you use depends on how your

environment is set up.

Pattern One: Artifact Store with Internet Access

Itis common for organizations to deploy an artifact store such as Artifactory or Nexus as a gateway to the Internet. In this configuration, the artifact store
is typically configured as a Docker mirror.

This pattern includes an S3 component that is used only for backups of the PCF installation.
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Jumpbox

Pivotal
Network
Resources

Automation

Resources

A

S3 Concourse Artifact Store Git

The following table provides an example of how you might handle resources in this scenario:

Resource

Component

Pivotal Network
products such as
tiles, stemcells, BOSH
releases, and Ops
Manager

This architectural pattern presents the challenge of getting Pivotal Network resources from the Internet into the artifact store.
For example, Artifactory and Nexus cannot interact directly with Pivotal Network. You could place Pivotal Network resources in
an artifact store either through a remote Concourse worker with access to the Internet, by downloading them from the Internet
and placing them in the artifact store manually, or some other method.

Pipelines and scripts

Store in Git. Use manual clone and push. Modify pipelines to use registry mirror .

Configuration

Store in Git. Use manual clone and push.

Container images

Store in the artifact store that you configured as a mirror.

Third Party
Resources such as
NSX-T and OSS BOSH
releases

Store in a generic artifact store repository.

Backup artifacts

Store in a S3 blobstore.

Pattern Two: Completely Offline

In completely offline environments, you must bring in all resources manually and store them in the available local components.
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Jumpbox

Pivotal
Network
Resources

Automation
Resources

S3

Artifact Store DotEker Git Concourse
Registry

In this architectural pattern, you must configure pipelines to watch components for changes and apply updates when available. The following table
provides an example of how you might handle resources in this scenario:

Resource

Component

Pivotal Network products such as tiles, stemcells,
BOSH releases, and Ops Manager

Manually upload to Nexus.

Pipelines and scripts

Modify pipelines to use a local Harbor Docker registry. Manualy clone an online environment, bring
it to the offline environment on DVD, and push it to offline Git.

Configuration

Store in your offline Git.

Container Images

Get from the Internet, transfer to USB, and push to offline Harbor.

BOSH releases

Third Party Resources such as NSX-T and 0SS

Store in a generic artifact store repository.

Backup artifacts

Store in a S3 blobstore.

Pattern Three: TLS Intercepting Proxy

This pattern allows Internet access, but only through a proxy that decrypts and rewrites TLS certificates. In general, this resembles an online install,
however it requires that you add your corporate certificate to all BOSH-deployed VMs.
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S3 Artifact Store

Docker
Registry

Git

Concourse

Some of the challenges in this pattern include the following:

e Any automation that calls to the Internet will fail if it does not have the corporate certificate in its trust store.

e Concourse tasks that do not use resources do not receive updated BOSH root certificates. This means you must configure tasks to ignore TLS errors or

update the root certificates as part of the tasks.

Example Installation in Airgapped Environment

In this example solution, an operator uses Concourse ' as the control plane architecture and specialized PCF Pipelines Z'to deploy PCF to computer

networks physically isolated from the Internet.

Warning: At time of publication, the PCF Pipelines repository is undergoing planned deprecation. Use this document only as a model and

reference when implementing your own solution.

The following diagram presents a high-level overview of this solution:
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Params Pc F

install-pipeline-info:

Concourse

install-pcf

config-OM config-director deploy-director

upload-ert config-ert deploy-ert

/ops-manager/ops-manager-(.*).tar
lelastic-runtime/elastic-runtime-(.*).tar
Istemcells/bosh-stemcell-(.*)-.*.tgz
Iczero-cflinuxfs2/czero-cflinuxfs2-(.*)-.*.tar
Ipcf-pipelines/pcf-pipelines-v(.*).tgz

S3

This implementation runs in two environments, one airgapped and one Internet-connected. Each environment has its own Concourse server and
pipeline. The airgapped environment bootstraps from an internal S3 repository populated by contents moved over as tar files from the Internet-
connected environment.

Requirements

This solution requires the following:

e Internet-connected environment with access to DockerHub and PivNet.
e Concourse v3.3.3 or later, installed in both the Internet-connected and airgapped environments.

e Apath from the Internet-connected environment to the airgapped environment. All artifacts, such as release files, Docker images and scripts, must be
downloaded and packaged within an Internet-connected network, then transferred to the airgapped environment.

e An offline S3-compatible blobstore. The airgapped Concourse pipeline retrieves artifacts from a ConcourseS3 Resource Z. There are many S3-
compatible blobstores that you can use within airgapped environments, such as Minio & and Dell EMC Elastic Cloud Storage .

Bootstrap the Pipelines

As illustrated in the diagram below, two pipelines help bootstrap the offline environment, create-offline-pinned-pipelines and unpack-pcf-pipelines-combined .
These pipelines are meant to facilitate physical transfer of artifacts to the airgapped environment.
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Params

s3_creds:
pivnet_token:
gpg_public_key, email
om_version:
ert_version:
concourse_url:

Docker Hub

Concourse
czero/cflinuxfs2

create-offline-pinned-pipelines pipeline

. >
PivNet

create-czero- create-offline- encrypt-and-
Ops-mgr.ova + sha256 image-tar pipelines tar-all

Ert.pivotal + sha256 ...
Pcf-pipelines + sha256

Stemcells + sha256 0 v

/ops-manager/ops-manager-(.*).tar
/stemcells/bosh-stemcell-(.*)-.*.tgz

Ipcf-pipelines/pcf-pipelines-v(.*).tgz

[elastic-runtime/elastic-runtime-(.*).tar
/czero-cflinuxfs2/czero-cflinuxfs2-(.*)-.*.tar

Ipcf-pipelines-combined-(.*).tar.gpg

S3

Transfer media
(automated or manual)

o

Params PCF

s3_creds:

concourse_creds:

gpg_private_key: Ops-Mgr
install-pipeline-info: ERT

\ ‘o

Concourse
unpack-pcf-pipelines-combined pipeline

unpack-tarball set-install-pcf-pipeline

install-pcf

config-director deploy-director

dploactert m i

A

/ops-manager/ops-manager-(.*).tar
/elastic-runtime/elastic-runtime-(.*).tar
/stemcells/bosh-stemcell-(.*)-.*.tgz
[czero-cflinuxfs2/czero-cflinuxfs2-(.*)-.*.tar
Ipcf-pipelines/pcf-pipelines-v(.*).tgz
Ipcf-pipelines-combined-(.*).tar.gpg

S3

Pipelines Execution Flow

1. Download artifacts from external sources, sign, package and upload them to S3 repository.

2. Move packaged artifacts to disconnected environment’s S3 repository (either manual or automated.)

3. Unpack artifacts, check their signature and setup offline pcf-pipelines with new artifacts.

4. pcf-pipelines are triggered upon existence of new artifacts in S3 repository.

5. PCFisdeployed by pcf-pipelines in disconnected

Create Offline Pinned Pipelines

The create-offline-pinned-pipelines does the following:

environment.

e Pulls all required resources (images, products and pipelines) from their locations on the Internet and package them.

e Transforms pcf-pipelines toconsume the resources from S3-compatible blobstore.

e Creates an encrypted tarball with all resources, and a shasum manifest for each resource.

e Puts the tarball to a location within S3 storage for it to be transferred to the airgapped environment.

To download this pipeline, see create-offline-pinned-pipeli

nes .

The following screenshot shows how this pipeline appears in the Concourse dashboard.
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ocf-pi)
stencell-tarball

elastic-runtime-tarball

‘pof-pipelines-conbined
sof-pi,

pef-pipelines-offline-pinned- tarball

ozero-cflinuxfa2-tarball-kickstarter

operations-manager-tarball

View a larger version of this diagram.

Unpack PCF Pipelines

The unpack-pef-pipelines-combined does the following:

e Downloads, decrypts, and extracts the GPG-encrypted tarball into its components after it has been transferred to the pcf-pipelines-combined/ path
in the S3-compatible store.

e Verifiesthe shasum manifest of the tarball contents.

e Puts the tarball parts into their appropriate locations within the airgapped S3 storage for use by the pipelines.

To download this pipeline, see unpack-pcf-pipelines-combined .

The following screenshot shows how this pipeline appears in the Concourse dashboard.

pcf-pipelines-combined
stemcells

elastic-runtime
unpack-tarball

pcf-ops-manager

czero-cflinuxfs2

pcf-pipelines-tarball set-install-pcf-pipeline

View a larger version of this diagram.

From this point, the pcf-pipelines folder in the configured S3 bucket in the airgapped environment contains the pcf-pipelines tarball that can then be used
to set a pipeline on an airgapped Concourse, in the same fashion as a standard pcf-pipelines setup.

Bootstrapping Requirements

For the unpack-pcf-pipelines-combined to work, there must be a single manual transfer of the czero-cflinuxfs2 tarball to the czero-cflinuxfs2 folder within the
airgapped environment’s S3 storage. Only after that is done can the unpack-pcf-pipelines-combined pipeline be set and unpaused.

Install in the China Region

Question: | am a customer headquartered in the US with another location in China, but am experiencing problems downloading Pivotal software directly
to my China location. What should | do?

Disclaimer: This question has legal implications, and Pivotal cannot provide legal advice to anyone about their specific obligations under any applicable
laws and regulations in China or elsewhere (including, but not limited to, the laws and regulations on import/export and cyber security.) So you should
seek legal guidance regarding your own import/export compliance under all the applicable laws or other obligations regarding this issue. The following

© Copyright Pivotal Software Inc, 2013-2018 153

2.0


file:///Users/ljarzynski/workspace/pdfer/html/docs.pivotal.io/pivotalcf/2-0/customizing/images/create-offline-pinned-pipelines.png
https://github.com/pivotal-cf/pcf-pipelines/tree/master/unpack-pcf-pipelines-combined
file:///Users/ljarzynski/workspace/pdfer/html/docs.pivotal.io/pivotalcf/2-0/customizing/images/unpack-pcf-pipelines-combined.png

[Pivotal

information is provided to you for your reference only. Pivotal expressly disclaims all liabilities in respect to actions taken or not taken based on the

following information.

Certain customers have used the above solution under the above use case, which may or may not address your issue. A customer headquartered in the
United States (U.S.) has another location in China, each with their own environments/systems. Customer downloads our software from Pivotal Network
(PivNet) from our PivNet servers in the U.S. Customer employee then copies our software from the customer’s environment in the U.S. to customer’s
environment in China. Customer’s China location then uses that locally available version of our software, instead of downloading it directly from PivNet to

customer’s China location.
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PCF on AWS Requirements

Page last updated:

This topic lists the requirements for installing Pivotal Cloud Foundry & (PCF) on Amazon Web Services (AWS).

General Requirements
The following are general requirements for deploying and managing a PCF deployment with Ops Manager and Pivotal Application Service (PAS):

e Awildcard DNS record that points to your router or load balancer. Alternatively, you can use a service such as xip.io. For example, 203.0.113.0.xip.io |

o PAS gives each application its own hostname in your app domain.

o With a wildcard DNS record, every hostname in your domain resolves to the IP address of your router or load balancer, and you do not need to
configure an A record for each app hostname. For example, if you create a DNS record *.example.com pointing to your load balancer or router,
every application deployed to the example.com domain resolves to the IP address of your router.

e At least one wildcard TLS certificate that matches the DNS record you set up above, *.example.com

e Sufficient IP allocation:

o One static IP address for each job in the Ops Manager tile. See the Resource Config pane for each tile for a full list.
o One static IP address for each job listed below:

= Consul

= NATS

= File Storage

= MySQL Proxy
= MySQL Server
= Backup Prepare Node
= HAProxy

= Router

= MySQL Monitor
= Diego Brain

= TCP Router

o One P for each VM instance created by the service.
o An additional IP address for each compilation worker. So the formula for total IPs needed is

IPs needed = static IPs + VM instances + compilation workers .

Note: Pivotal recommends that you allocate at least 36 dynamic IP addresses when deploying Ops Manager and PAS. BOSH requires
additional dynamic IP addresses during installation to compile and deploy VMs, install PAS, and connect to services.

e Oneor more NTP servers if not already provided by your laaS.

e (Recommended) A network without DHCP available for deploying the PAS VMs.
Note: If you have DHCP, refer to the Troubleshooting Guide to avoid issues with your installation.

e (Optional) External storage. When you deploy PCF, you can select internal file storage or external file storage, either network-accessible or laaS-
provided, as an option in the PAS tile. Pivotal recommends using external storage whenever possible. See Configure File Storage for a discussion of
how file storage location affects platform performance and stability during upgrades.

e (Optional) External databases. When you deploy PCF, you can select internal or external databases for the BOSH Director and for PAS. Pivotal
recommends using external databases in production deployments. An external database must be configured to use the UTC timezone.

e (Optional) External user stores. When you deploy PCF, you can select a SAML user store for Ops Manager or a SAML or LDAP user store for PAS, to
integrate existing user accounts.

e The most recent version of the Cloud Foundry Command Line Interface & (cf CLI).

AWS Requirements
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The following are the minimum resource requirements for maintaining a high-availability (HA) Pivotal Cloud Foundry &' (PCF) deployment with Ops
Manager and Pivotal Application Service (PAS) on Amazon Web Services infrastructure:

Note: These requirements assume you are using an external database and external file storage.

e 3 Elastic Load Balancers
e 1Relational Database Service. As a minimum, Pivotal recommends using a db.m3.xlarge instance with at least 100 GB of allocated storage.
e 5S3Buckets

e EC2instances (VMs):

o PAS: At a minimum, a new AWS deployment requires the following VMs for PAS:

VM Type VM Count
t2.micro 24
m4.large 5

PAS and Ops Manager c4.xlarge 4
r4.large 3
t2.small 3
t2.medium 1

By default, PAS deploys the number of VM instances required to run a highly available configuration of PCF. If you are deploying a test or sandbox
PCF that does not require HA, you can scale down the number of instances in your deployment. For information about the number of instances
required to run a minimal, non-HA PCF deployment, see Scaling PAS.

o Small Footprint PAS: To run Small Footprint PAS, a new AWS deployment requires:

AWS Requirements VM Type VM Count Notes
m4.large 1
r4.large 1
Small Footprint PAS r4.xlarge 2
t2.micro 13 Add 1 to count if using HAProxy
t2.small 3
m4.large 1
Ops Manager
c4.xlarge 4

In addition to the resources above, you must have the following to install PCF on AWS:

e An AWS account that can accommodate the minimum resource requirements for a PCF installation.

e The appropriate region selected within your AWS account. For help selecting the correct region for your deployment, see the AWS documentation
about regions and availability zones .

e The AWS CLI Z'installed on your machine and configured with user credentials that have admin access to your AWS account.
o Sufficiently high instance limits, or no instance limits, on your AWS account. Installing PCF requires more than the default 20 concurrent instances.
e Akey pair to use with your PCF deployment. For more information, see the AWS documentation about creating a key pair &.

e Aregistered wildcard domain for your PCF installation. You need this registered domain when configuring your SSL certificate and Cloud Controller.
For more information, see the AWS documentation about Creating a Server Certificate .

e An SSL certificate for your PCF domain. This can be a self-signed certificate, but Pivotal recommends using a self-signed certificate for testing and
development. You should obtain a certificate from your Certificate Authority for use in production. For more information, see the AWS documentation
about SSL certificates .

Certificate Requirements on AWS

If you are deploying PCF on AWS, then the certificate that you configure in PAS must match the certificate that you upload to AWS as a prerequisite to PCF
deployment.

See Certificate Requirements for general certificate requirements for deploying PCF.
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AWS Security Documents

e AWS Identity and Access Management guide &
This guide is a reference for AWS’ Identity and Access Management (IAM) features. If you are new to AWS, start here.

e AWS identity documentation &

e AWS credential documentation &
This documentation provides a general definition of IAM terms and provide best practices to help you manage laaS users and permissions.

AWS Permissions Guidelines

Pivotal recommends following the principle of least privilege by scoping privileges to the most restrictive permissions possible for a given role. SeeAWS
Permissions Guidelines for recommendations on how to create and scope AWS accounts for PCF.

Delete PCF on AWS

You can use the AWS console to remove an installation of all components, but retain the objects in your bucket for a future deployment:

e Deleting an AWS Installation from the Console
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AWS Permissions Guidelines

Pivotal recommends that you minimize the use of master account credentials by creating an IAM role and instance profile with the minimum required
EC2,VPC, and EBS credentials.

In addition, Pivotal recommends that you follow AWS account security best practices such as disabling root keys, using multi-factor authentication on the
root account, and using CloudTrail for auditing APl actions.

For more Amazon-specific best practices, refer to the following Amazon documentation:

e |AM Roles Best Practices &
e AWS Security Best Practices Whitepaper &

e AWS Well-Architected Framework &
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Installing PCF on AWS Manually

Page last updated:

This topic describes how to manually configure the Amazon Web Services (AWS) components that you need to runPivotal Cloud Foundry & (PCF) on
AWS.

To deploy PCF on AWS, you must perform the procedures in this topic to create objects in the AWS Management Console that PCF requires.
To view the list of AWS objects created by the procedures in this topic, see the Required AWS Objects section.

After completing the procedures in this topic, proceed to Configuring Ops Manager Director on AWSto continue deploying PCF.

Step 1: File a Ticket

Log in to the AWS Management Console, and file a ticket with Amazon to ensure that your account can launch more than the default 20 instances. In the
ticket, ask for a limit of 50 2.micro instances and 20 c4.large instances in the region you are using.

Note: To deploy PCF to AWS GovCloud (US), log in to the AWS GovCloud (US) Console Z'instead of the standard AWS Management Console and
select the us-gov-west-1 region.

Note: To deploy PCF to AWS China, set up an AWS China & account and contact the Platform Architect assigned for your Pivotal account.

You can check the limits on your account by visiting the EC2 Dashboard on the AWS Management Console and clickingLimits on the left navigation.

Step 2: Create S3 Buckets

1. Navigate to the S3 Dashboard.

Note:S3 bucket names must be globally unique. When naming buckets, Pivotal recommends that you prefix the generic names below with
an unique and helpfully identifiable string (i.e. ID-STRING-pcf-ops-manager-bucket, MY-IDENTIFIER-pcf-buildpacks-bucket, and so on). Then
you should use the same prefix when naming other associated resources, such as IAM policies.

2. Perform the following steps to create five S3 buckets:

o Click Create Bucket

o For Bucket name, enter ID-STRING-pcf-ops-manager-bucket .

o For Region, select your region.

o Click Next three times.

o Click Create bucket.

o Repeat the above steps to create four more S3 buckets: ID-STRING-pcf-buildpacks-bucket , ID-STRING-pcf-packages-bucket ,
ID-STRING-pcf-resources-bucket ,and ID-STRING-pcf-droplets-bucket .

Step 3: Create an IAM User for PCF

Perform the following steps to create an Amazon Identity and Access Management (IAM) user with the minimal permissions necessary to run and install
PCF:

1. Click 1AM to access the IAM Dashboard.

2. Click Users and then click Add user.
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10.

Add user ° 2) (3) (4

Set user details

You can add multiple users at once with the same access type and permissions. Learn more

User name* pcf-user

© Add another user

Select AWS access type
Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more
Access type* ¢/ Programmatic access

Enables an access key ID and secret access key for the AWS API, CLI, SDK, and
other development tools.

AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management Console.

* Required Cancel Next: Permissions

. Enter auser name, such as pef-user

. For AWS access type, select Programmatic access.

Note: If you prefer to create your keys locally and import them into AWS, see the Amazon documentation .

. Click Next: Permissions.

. Click Next: Review and review your choices.

Note: On the Review page you may see a warning that the user has no permissions. You can disregard this message. You do not need to set
user permissions.

. Click Create user.

. Click Download .csv to download the user security credentials.

WARNING: The credentials.csv - contains the IDs for your user security access key and secret access key. Keep the credentials.csv file for your
currently active key pairs in a secure directory. You cannot recover a lost key pair.

. Click Close.

On the Users page, click the user name to access the user details page.

Note: On the Users page you may see a warning that the user has no permissions. You can disregard this message. You do not need to set
user permissions.
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11. Click Add inline policy. You can review your existing inline policies by clicking the down arrow.

Create policy 0 2

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

This policy validation failed and might have errors converting to JSON : The policy must have at least one statement For more information about the IAM policy grammar, see AWS

IAM Policies
Visual editor JSON Import managed policy
!

"Version": "2012-10-17",
- "Statement": [

. {
"Effect": "Deny",
- "Action": [
"iam:*"
1,
- "Resource": [
win
1
b
- {
"Sid": "OpsMgrInfrastructurelaasConfiguration",
WEEfaain. MATT

Cancel Review policy

12. Onthe Create policy page, define a policy:
a. Copy the policy document included in the Pivotal Cloud Foundry for AWS Policy Document Z topic. You must edit the policy document so the
names of the S3 buckets match the ones you created in Step 2: Create S3 Buckets.
b. Paste the policy documentinto the JSON tab on the Create policy page.
13. Click Review policy.

14. Inthe Name field, enter pcf-iam-policy

15. Click Create policy. The Summary page displays a list of available policies and actions.

Step 4: Create a VPC

1. Navigate to the VPC Dashboard.

2. Click StartVPC Wizard.

VPC Dashboard p Resources &
Filter by VPC:

None od Start VPC Wizard Launch EC2 Instances

Note: Your Instances will launch in the US East (N. Virginia) region.

Virtual Private Cloud

i Vi You are using the following Amazon VPC resources in the US East (N.

Virginia) region:
Subnets 2 VPCs 2 Internet Gateways
Route Tables 4 Subnets 4 Route Tables

2 Network ACLs 3 Elastic IPs
Internet Gateways 6 Security Groups 18 Running Instances
DHCP Options Sets 0 VPC Peering Connections 0 Customer Gateways

0 VPN Connections 0 Virtual Private Gateways

Elastic IPs

3. Select VPC with Public and Private Subnetsand click Select.

© Copyright Pivotal Software Inc, 2013-2018 161 2.0


https://docs.pivotal.io/pivotalcf/2-0/customizing/policy-doc.html

[Pivotal

VPC with a Single Public
Subnet

VPC with Public and
Private Subnets

VPC with Public and
Private Subnets and
Hardware VPN Access

VPC with a Private Subnet
Only and Hardwara VPN
Access

Step 1: Select a VPC Configuration

In addition to containing & public subnet, this configuration adda & private
subnet whose instances ane not addressable from the Internet, Instances
I the private subnet can establish outbound connections to the Intermes
via the pubiic subnet using Network Address Transiation (MAT).

Creates:

A 18 network with two /24 subnets. Public subnet instances use Elastic
IP= to access the Intemet. Private subnet instances access the Internet via
a Metwork Address Translation (MAT) instance in the public subnet. (Hourly

charges for NAT instances apply.)

Internat, 53,

|| DynamoDE; SNS.

Amazan Virtual Priviste Cloud

4. Specify the following details for your VPC:

o IPv4 CIDR block: Enter 10.0.0.0/16 .

o IPv6 CIDR block: Select No IPv6 CIDR Block.

o VPCname: pcf-vpc .

o Public subnet’s IPv4 CIDR: Enter 10.0.0.0/24 .

o Setthe Availability Zonefields for both subnets to REGION-#a . For example, us-west-2a.

o Public subnet name: Enter pcf-public-subnet-az0 .
o Private subnet’s IPv4 CIDR: Enter 10.0.16.0/28 .

o Private subnet name: Enter pcf-management-subnet-az0 .

o Click Use a NAT instance instead and do the following:

= Under Specify the details of your NAT instance, set the Instance type to t2.medium

= Create a key pair titled pcf-ops-manager-key . For more information on creating the key pair, see Amazon EC2 Key Pairs ' in the AWS

documentation.

= Select your newly-created pcf-ops-manager-key forthe Key Pair name.

o Enable DNS hostnames: Click Yes.
o Hardware tenancy: Select Default.
o Enable ClassicLink: Select No.

o Click Create VPC.

5. After the VPCis successfully created, click Subnets in the left navigation.

6. Click Create Subnet.

7. Add the following subnets to the pef-vpe VPC:

Note: You created the first two subnets in the previous step: pef-public-subnet-az0 and = pcf-management-subnet-az0

Name AZ IPv4 CIDR block
pcf-public-subnet-azl REGION-#b (for example, us-west-2b ) 10.0.1.0/24
pcf-public-subnet-az2 REGION-#c (for example, us-west-2c ) 10.0.2.0/24
pcf-management-subnet-azl REGION-#b (for example, us-west-2b ) 10.0.16.16/28
pcf-management-subnet-az2 REGION-#c (for example, us-west-2c ) 10.0.16.32/28
pcf-pas-subnet-az0 REGION-#a (for example, us-west-2a ) 10.0.4.0/24
pcf-pas-subnet-azl REGION-#b (for example, us-west-2b ) 10.0.5.0/24
pcf-pas-subnet-az2 REGION-#c (for example, us-west-2c ) 10.0.6.0/24
pcf-services-subnet-az0 REGION-#a (for example, us-west-2a ) 10.0.8.0/24
pcf-services-subnet-azl REGION-#b (for example, us-west-2b ) 10.0.9.0/24
pcf-services-subnet-az2 REGION-#c (for example, us-west-2c ) 10.0.10.0/24
pcf-rds-subnet-az0 REGION-#a (for example, us-west-2a ) 10.0.12.0/24
pcf-rds-subnet-azl REGION-#b (for example, us-west-2b ) 10.0.13.0/24
pcf-rds-subnet-az2 REGION-#c (for example, us-west-2c ) 10.0.14.0/24
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Step 5: Configure a Security Group for Ops Manager

1. Return to the EC2 Dashboard.
2. Select Security Groups>Create Security Group.

3. For Security group name, enter pcf-ops-manager-security-group ,

. For Description, enter a description to identify this security group.
. For VPC, select the VPC where you want to deploy Ops Manager.

. Click the Inbound tab and add rules according to the table below.

Note: Pivotal recommends limiting access to Ops Manager to IP ranges within your organization, but you may relax the IP restrictions after

configuring authentication for Ops Manager.

Type Protocol Port Range Source
HTTP TCP 80 My IP
HTTPS TCP 443 My IP

SSH TCP 22 My IP
BOSH Agent TCP 6868 10.0.0.0/16
BOSH Director TCP 25555 10.0.0.0/16

7. Click Create.

Step 6: Configure a Security Group for PCF VMs

1. From the Security Groups page, click Create Security Group to create another security group.

. For Security group name, enter pcf-vms-security-group ,
. For Description, enter a description to identify this security group.

. For VPC, select the VPC where you want to deploy the PCF VMs.

. Click the Inbound tab and add rules for all traffic from your public and private subnets to your private subnet, as the table and image show. This rule

configuration does the following:

o Enables BOSH to deploy PAS and other services.
o Enables application VMs to communicate through the router.

o Allows the load balancer to send traffic to Pivotal Application Service (PAS).

Step 7: Configure a Security Group for the Web ELB

1. From the Security Groups page, click Create Security Group to create another security group.
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2. For Security group name, enter pcf-web-elb-security-group
3. For Description, enter a description to identify this security group.

4. For VPC, select the VPC where you want to deploy this Elastic Load Balancer (ELB).

5. Click the Inbound tab and add rules to allow traffic to ports 80 , 443 'and 4443 from 0.0.0.0/0  asthe table and image show.

Note: Allow traffic to port 4443 only if you are in an AWS cloud region that does not support AWS ALBs. For example, the GovCloud region.

For more information about AWS regoins and availability zones, see AWS Global Infrastructure .

Note: For finer control over what can reach PAS, change 0.0.0.0/0 to be more restrictive. This security group governs external access to PAS

from apps such as the cf CLI and app URLs.

Type Protocol Port Range Source

Custom TCP rule TCP 4443 Anywhere 0.0.0.0/0
HTTP TCP 80 Anywhere 0.0.0.0/0
HTTPS TCP 443 Anywhere 0.0.0.0/0

6. Click Create.

Create Security Group
Security group name (i) pcf-web-elb-security-group
Description (i) pcf-web-elb-security-group
VPG (i) | vpe-00bd5179 | ljj-vpe ¥

Security group rules:

Inbound Qutbound

Type (i) Protocol (i) Port Range (i) Source (i)
[CustomTCP1%| TCP 4443 [ Anywhere %] 0.0.0.0/0, ::/0
[HTTP 4] TCP 80 [ Anywhere #| 0.0.0.0/0, ::/0
[HTTPS 4| TCP 443 [ Anywhere %] 0.0.0.0/0, /0
Add Rule

Description (i)
e.g. SSH for Admin Desktoj
e.g. SSH for Admin Desktoj

e.g. SSH for Admin Deskto|

Step 8: Configure a Security Group for the SSH ELB

1. From the Security Groups page, click Create Security Group to create another security group.
2. For Security group name, enter pcf-ssh-elb-security-group

3. For Description, enter a description to identify this security group.

4. For VPC, select the VPC where you want to deploy this ELB.

5. Click the Inbound tab and add the following rule:

Type Protocol Port Range Source

Custom TCP rule TCP 2222 Anywhere

0.0.0.0/0

6. Click Create.
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Step 9: Configure a Security Group for the TCP ELB

1. From the Security Groups page, click Create Security Group to create another security group.
2. For Security group name, enter pcf-tep-elb-security-group |

3. For Description, enter a description to identify this security group.

4. For VPC, select the VPC where you want to deploy this ELB.

5. Click the Inbound tab and add the following rule:

Type Protocol Port Range Source

Custom TCP rule TCP 1024-1123 Anywhere 0.0.0.0/0

6. Click Create.

Step 10: Configure a Security Group for the Outbound NAT

1. From the Security Groups page, click Create Security Group to create another security group.
2. For Security group name, enter pcf-nat-security-group

3. For Description, enter a description to identify this security group.

4. For VPC, select the VPC where you want to deploy the Outbound NAT.

5. Click the Inbound tab and add a rule to allow all traffic from your VPCs, as the table and image show.

Type Protocol Port Range Source

All traffic All All Custom IP 10.0.0.0/16

6. Click Create.

Security group name (i) | outboundnaT
D P @ [o dNAT
VPC (i) vpc-8ec593eb (10.0.0.0/16) | pef-vpe

Security group rules:
Inbound Outbound
Type (i) Protocal (i) Port Range (i) Source (i)

| Al traffic : Al 0 - 65535 Custom IP =I

Step 11: Configure a Security Group for MySQL

Note: If you plan to use an internal database, skip this step. If you are using RDS, you must configure a security group that enables the Ops
Manager VM and Ops Manager Director VM to access the database.

1. From the Security Groups page, click Create Security Group to create another security group.
2. For Security group name, enter MySQL |

3. For Description, enter a description to identify this security group.

4. For VPC, select the VPC where you want to deploy MySQL.

5. Click the Inbound tab. Add a rule of type MySQL and specify the subnet of your VPC in Source, as the table and image show.

Type Protocol Port Range Source

MySQL TCP 3306 Custom IP 10.0.0.0/16
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6. Click the Outbound tab. Add a rule of type Alltraffic and specify the subnet of your VPC in Destination, as the table and image show.

Type Protocol Port Range Destination

All traffic All All Custom IP 10.0.0.0/16

7. Click Create.

Security group name (| | mysaL
Description (1) | mysaL
VPG (1) vpc-8ec593eb (10.0.0.0/16) | pcf-vpe

Security group rules:
Inbound Outbound
Type (1) Protocal (i) Port Range (i) Source (i

MYSQL B TCP 3306 Custom [P 2| | 10.0.0.0/16 |

Step 12: Launch an Ops Manager AMI
To launch an Amazon Machine Image (AMI) for Ops Manager, perform the following steps:
1. Navigate to the Pivotal Cloud Foundry Operations Manager section of Pivotal Network .
2. Select the version of PCF you want to install from the Releases dropdown.
3. Inthe Release Download Files, click the file named Pivotal Cloud Foundry Ops Manager for AWS to download a PDF.
4. Open the PDF and identify the AMI ID for your region.
5. Return to the EC2 Dashboard.
6. Click AMIs from the Images menu.
7. Select Public images from the drop-down filter that says Owned by me.

8. Paste the AMI ID for your region into the search bar and press enter.

Note: There is a different AMI for each region. If you cannot locate the AMI for your region, verify that you have set your AWS Management
Console to your desired region. If you still cannot locate the AMI, log in to the Pivotal Network Z and file a support ticket.

Public images + Q AMI Name : pivotal-ops AMI ID : =i O (2]

@ Name AMI Name - AMIID Source

w pivotal-ops-manager-20150323T224 150-dcce5db ami-aEm 1527873926101...

9. (Optional) If you want to encrypt the VM that runs Ops Manager with AWS Key Management Service (KMS), perform the following additional steps:

a. Right click the row that lists your AMI and click Copy AMI.

b. Select your Destination region.

c. Enable Encryption. For more information about AMI encryption, see Encryption and AMI Copy & from the Copying an AMItopic in the AWS
documentation.

d. Select your Master Key. To create a new custom key, see Creating Keys (@' in the AWS documentation.

e. Click Copy AML. You can use the new AMI you copied for the following steps.

10. Select the row that lists your Ops Manager AMI and click Launch.

11. Choose ma3.large for your instance type and click Next: Configure Instance Details.
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Family

Micro instances

@ General purpose
General purpose
General purposs
General purpose

w General purpose

Frea tier eligible

Type - vCPUs (i) -

t1.micro

12:micro

Free tler sligible

2
m3.medium 1
m3.large 2

Memory (GiB) v Instance Storage (GB) (i) -
0.613 EBS only
EBS only
2 EBS only
4 EBS only
3.75 1x4(SSD)
7.5 1x32(380)

12. Configure the following for your instance:

13. Click Next: Add Storage and adjust the Size (GiB) value. The default persistent disk value is 50 GB. Pivotal recommends increasing this value to a

14.
15.
16.
17.

18.

o Network: Select the VPC that you created.
o Subnet: Select pcf-public-subnet-az0 .

o Auto-assign for Public IP: Select Enable.

o IAM role: Select the IAM role associated with your pcf-user profile. If you have not created one, click Create new IAM role and follow the

Guidelines for Creating User Roles on AWS.
o For all other fields, accept the default values.

1. Choosa AMI 2. Choose Instance Type

3. Configure Instance

4. Add Storage

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AM|, request Spot Instances to take advantage of the lower pricing, assign an
access management role to the instance, and more.

Number of instances

Purchasing option

[ Request Spot Instances

5. Tag Instance

6. Configura Sacurity Group

= c Create new VPC

Create new subnet

7. Review

3| C Create new 1aM role

Network (i) | ypc-8ec593eb (10.0.0.0/16) | pcfvpe
Subnet (i) | subnet-fe8129d5(10.0.0.0/24) | public-azl | . *
250 IP Addresses available
Auto-assign Public IP (7) | Enable N
IAMrole (00 | Nope
Shutdown t ior (i) [ Stop o

Enable termination protection

Monitoring

Tenancy

[ Protect against accidental termination

[ Enable ClougWatch detailed monitoring
Additional charges apply.

| Shared te nancy (mu.l-ti -tenant .hardwarel

Additional charges will apply for dedicated tenancy.

minimum of 100 GB.

1. Chaase AMI

Step 4: Add Storage

2, Choost nstance Type

Your Instance will be launched with the follewing storage device settings. You can attach additional EBS volumes and instance siore volumes 1o your instance, or

A Configues instance

4, Add Storage 5. Tag Instance

6, Conmigune Securlty Group 7. Review

odit the sattings of the root voluma. You can also attach additional EBS volumes after launching an instance, but not instance store volumes, Leam more about

sterage options in Amazen EC2.

Type (i Device (i

Root fdevisdal
| Instance Store © 3| | fdev/sdb | N/A

Add New Volume

Snapshot (i

snap-ticefare

Delete on
Size " - Encrypted
295 Volume Type (D) I0PS (i) Termination =PCF

(i)
100 General Purpose (SSD) 5| 15073000 o Mot Encrypted
N/ A N/A WA Mot Encrypted

Click Next: Tag Instance.

On the Add Tags page, add a tag with the key Name and value pcf-ops-manager

Click Next: Configure Security Group.

Select the pcf-ops-manager-security-group  that you created in Step 5: Configure a Security Group for Ops Manager.

Click Review and Launch and confirm the instance launch details.
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19. Click Launch.

20. Select the pcf-ops-manager-key key pair, confirm that you have access to the private key file, and click Launch Instances. You use this key pair to
access the Ops Manager VM.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

Choose an existing key pair =
Select a key pair
pef )

™I acknowledge that | have access to the selected private key file (pcf.pem), and that without
this file, | won't be able to log into my instance.

Cancel Launch Instances

21. Click View Instances to access the Instances page on the EC2 Dashboard.

Step 13: Create Web Load Balancer

1. Onthe EC2 Dashboard, click Load Balancers.
2. Click Create Load Balancer.
3. Under Application Load Balancer, click Create.

4. For Step 1: Configure Load Balancer, do the following:

a. Under Basic Configuration, enter pcf-web-elb for Name.

b. Under Listeners, click Add listener. For Load Balancer Protocol, select HTTPS.
c. Under Availability Zones, select all availability zones.

d. Click Next: Configure Security Settings.

5. For Step 2: Configure Security Settings, do the following:
a. Under Select default certificate, do one of the following:

= [fyou already have a certificate from AWS Certificate Manager (ACM), select Choose a certicate from ACM.
= If you do not have a certificate from ACM, select Upload a certificate to ACM. For more information, see Importing Certificates into AWS
Certificate Manager ' in the AWS documentation.

Note: For a production or production-like environment, use a certificate from a Certificate Authority (CA). This can be an internal
certificate or a purchased certificate. For a sandbox environment, you can use a self-signed certificate.

b. For Certificate Name, select the desired certificate.
c. For Security Policy, select the policy you created in Step 3: Create an IAM User for PCF.
d. Click Next: Configure Security Groups.

6. For Step 3: Configure Security Groups, do the following:

a. Under Assign a security group, select Select an existing security group.

. From the list of security groups, select the pcf-web-elb-security-group security group thatyou configured in Step 7: Configure a Security
Group for the Web ELB.
c. Click Next: Configure Routing.

7. For Step 4: Configure Routing, do the following:
a. Under Target Group, enter the following values:

= Name: Enter pcf-web-elb-target-group .
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= Protocol: Select HTTP.

b. Under Health checks, set Pathto /health .
c. Under Advanced health check settings, enter the following values:

= Port: Setto 8080 .

= Interval: Setto 5 seconds.

= Timeout: Setto 3 seconds.

= Unhealthy threshold: Setto 3 .
= Health threshold: Setto 6 .

d. Click Next: Register Targets.
8. For Step 5: Register Targets, accept the default values and click Next: Review.

9. For Step 6: Review, review the load balancer details and then click Create. A message appears to confirm AWS successfully created the load
balancer.

Step 14: Create SSH Load Balancer

1. From the Load Balancers page, click Create Load Balancer.
2. Select Classic Load Balancer.

3. Configure the load balancer with the following information:

o Load Balancer name: Enter pcf-ssh-elb .
o Create LB Inside: Select the pcf-vpc VPC thatyou created in Step 4: Create a VPC.
o Ensure that the Create an internal load balancercheckbox is not selected.

1. Define Load Balancer 2. Assign Security Groups 3. Configure Security Settings 4. Gonfigure Health Check 5. Add EG2 Instances 6. Add Tags 7. Review

Step 1: Define Load Balancer

Basic Configuration

This wizard will walk you through setting up a new load balancer. Begin by giving your new load balancer a unique name so that you can identify it from other load
balancers you might create. You will also need to configure ports and protocols for your load balancer. Traffic from your clients can be routed from any load balancer port
to any port on your EC2 instances. By default, we've configured your load balancer with a standard web server on port 80.

Load name:  pcf Ib

Create LB Inside: | vpc-e2210d87 (10.0.0.0/16) | pcf-vpe :
Create an internal load balancer: [ (what's this?)

v

Listener Configuration:

Load Balancer Protocol Load Balancer Port Instance Protocol Instance Port
| HTTP B 80 | HTTP 5 80 @
Add

Select Subnets

You will need to select a Subnet for each Availability Zone where you wish traffic to be routed by your load balancer. If you have instances in only one Availability Zone,
please select at least two Subnets in different Availability Zones to provide higher availability for your load balancer.

VPC vpc-e2210d87 (10.0.0.0/16) | pcf-vpe

‘ A Please select at least two Subnets in different Availability Zones to provide higher availability for your load balancer.

Available Subnets

Actions Availability Zone Subnet ID Subnet CIDR Name

0 us-east-1c subnet-ac5fczfs 10.0.1.0/24 Private subnet
Selected Subnets

Actions Availability Zone Subnet ID Subnet CIDR Name

° us-east-1c subnet-afsfc2f6 10.0.0.0/24 Public subnet

4. Under Listener Configuration, add the following rules:

Load Balancer Protocol Load Balancer Port Instance Protocol Instance Port
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TCF Z

TCF

Z

5. Under Select Subnets, select the public subnets you configured in Step 4: Create a VPC, and click Next: Assign Security Groups.

6. On the Assign Security Groups page, select the security group pef-ssh-elb-security-group you configured in Step 8: Configure a Security Group for the

SSH ELB, and click Next: Configure Security Settings.

Step 2: Assign Security Groups
security groups to assign to this load balancer. This can be changed at any time.

Assign a security group: () Create a new security group

® Select an existing security group

Security Group ID Name
s5g-41693b25 default
sg-f6c29092 MySQL
sg-10ddBf74 OpsManager
sg-3ec2905a OQutboundNAT
sg-88ddsfec PCF VMs

B sg-48c2802c PCF_ELB_SecurityGroup

1. Define Load Balancer 2. Assign Security Groups 3. Configure Security Settings 4. Configure Health Check

Description

default VPC security group
MySQL

OpsManager
QOutboundNAT

PCF VMs
PCF_ELB_SecurityGroup

5. Add EC2 Instances

6. Add Tags 7. Review

You have selected the option of having your Elastic Load Balancer inside of a VPC, which allows you to assign security groups to your load balancer. Please select the

Filter | VPC security groups |
Actions

Copy to new
Copy to new
Copy to new
Copy to new
Copy to new

Copy to new

7. Onthe Configure Security Settings page, ignore the Improve your load balancer’s security error message and click Next: Configure Health Check.

8. On the Configure Health Check page, enter the following values:

o Ping Protocol: Select Tcep .

o PingPort: Setto 2222 .

o Interval:Setto 5 seconds.

o Response Timeout: Setto 3 seconds.
o Unhealthy threshold: Setto 3 .

o Health threshold: Setto 6 .

9. Click Next: Add EC2 Instances.

Step 4: Configure Health Check

Ping Protocol | TCP v

Ping Port 80

Advanced Details

Response Timeout (i) 5 seconds
Health Check Interval () 10 seconds
Unhealthy Threshold (i) (2 %]

Healthy Threshold () (10 |

1. Define Load Balancer 2. Assign Security Groups 3. Configure Security Settings 4. Configure Health Check

5. Add EC2 Instances

6. Add Tags 7. Review

Your load balancer will automatically perform health checks on your EC2 instances and only route traffic to instances that pass the health check. If an instance fails the
health check, it is automatically removed from the load balancer. Customize the health check to meet your specific needs.

10. Accept the defaults on the Add EC2 Instances page and click Next: Add Tags.
11. Accept the defaults on the Add Tags page and click Review and Create.

12. Review and confirm the load balancer details, and click Create.

Step 15: Create TCP Load Balancer

1. From the Load Balancers page, click Create Load Balancer.

2. Select Classic Load Balancer.
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3. Configure the load balancer with the following information:

o Load Balancer name: Enter pcf-tcp-elb .
o Create LB Inside: Select the pcf-vpc VPC thatyou created in Step 4: Create a VPC.
o Ensure that the Create an internal load balancercheckbox is not selected.

1. Define Load Balancer 2. Assign Security Groups 3. Configure Security Settings 4. Configure Health Check 5. Add EC2 Instances 6. Add Tags 7. Review

Step 1: Define Load Balancer

Basic Configuration

This wizard will walk you through setting up a new load balancer. Begin by giving your new load balancer a unique name so that you can identify it from other load
balancers you might create. You will also need to configure ports and protocols for your load balancer. Traffic from your clients can be routed from any load balancer port
to any port on your EC2 instances. By default, we've configured your load balancer with a standard web server on port 80.

Load Balancer name: pef-aws-lb
Create LB Inside: | vpc-e2210d87 (10.0.0.0/16) | pcf-vpc :

Create an internal load balancer: ) (what's this?)

]

Listener Configuration:

Load Balancer Protocol Load Balancer Port Instance Protocol Instance Port
[HTTP ¢] 80 [ HTTP $ 80 o
Add

Select Subnets

You will need to select a Subnet for each Availability Zone where you wish traffic to be routed by your load balancer. If you have instances in only one Availability Zone,
please select at least two Subnets in different Availability Zones to provide higher availability for your load balancer.

VPC vpc-e2210d87 (10.0.0.0/16) | pef-vpe

‘ A Please select at least two Subnets in different Availability Zones to provide higher availability for your load balancer.

Available Subnets

Actions Availability Zone Subnet ID Subnet CIDR Name

0 us-east-1c subnet-ac5fc2fs 10.0.1.0/24 Private subnet
Selected Subnets

Actions Availability Zone Subnet ID Subnet CIDR Name

e us-east-1c subnet-af5fc2fe 10.0.0.0/24 Public subnet

4. Under Listener Configuration, add the following rules:

Load Balancer Protocol Load Balancer Port Instance Protocol Instance Port
TCP 1024 TCP 1024
TCP 1025 TCP 1025
TCP 1026 TCP 1026
TCP 1123 TCP 1123

The - entry above indicates that you must add listening rules for each port between 1026 and 1123.
5. Under Select Subnets, select the public subnets you configured in Step 4: Create a VPC, and click Next: Assign Security Groups.

6. On the Assign Security Groups page, select the security group pef-tep-elb-security-group  you configured in Step 9: Configure a Security Group for the
TCP ELB, and click Next: Configure Security Settings.
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1. Define Load Balancer

Assign a security group:

2. Assign Security Groups

3. Configure Security Settings

Step 2: Assign Security Groups

You have selected the option of having your Elastic Load Balancer inside of a VPC, which allows you to assign security groups to your load balancer. Please select the
security groups to assign to this load balancer. This can be changed at any time.

) Create a new security group

® Select an existing security group

4. Configure Health Check

5. Add EC2 Instances

6. Add Tags 7. Review

Filter | VPC security groups |

Security Group ID Name Description Actions
5g-41693b25 default default VPC security group Copy to new
sg-f6c29092 MySQL MySQL Copy to new
sg-10ddBf74 OpsManager OpsManager Copy to new
sg-3ec2905a OQutboundNAT OutboundNAT Copy to new
sg-88ddsfec PCF VMs PCF VMs Copy to new
B sg-48c2802c PCF_ELB_SecurityGroup PCF_ELB_SecurityGroup Copy to new

7. Onthe Configure Security Settings page, ignore the Improve you load balancer’s security error message and click Next: Configure Health Check.

8. On the Configure Health Check page, enter the following values:

o Ping Protocol: Select Tcp .

o PingPort: Setto 80 .

o Interval:Setto 5 seconds.

o Response Timeout: Setto 3 seconds.
o Unhealthy threshold: Setto 3 .

o Health threshold: Setto 6 .

9. Click Next: Add EC2 Instances.

1. Define Load Balancer 2. Assign Security Groups 3. Configure Security Settings

Step 4: Configure Health Check

4. Configure Health Check

5. Add EC2 Instances

6. Add Tags 7. Review

Ping Protocol

Ping Port

Advanced Details
Response Timeout | | 1

Health Check Interval (j)

| TGP v

80

Your load balancer will automatically perform health checks on your EC2 instances and only route traffic to instances that pass the health check. If an instance fails the
health check, it is automatically removed from the load balancer. Customize the health check to meet your specific needs.

seconds

seconds

Unhealthy Threshold (j) |2 5

Healthy Threshold () | 10 7

10. Accept the defaults on the Add EC2 Instances page and click Next: Add Tags.
11. Accept the defaults on the Add Tags page and click Review and Create.

12. Review and confirm the load balancer details, and click Create.

Step 16: Configure DNS Records

1. Perform the following steps for all three of the load balancers you created in previous steps, named pef-web-elb |

a. From the Load Balancers page, select the load balancer.

pef-ssh-elb and pef-tep-elb :

b. Onthe Description tab, locate the Basic Configuration section and record the DNS name of the load balancer.

2. Click Instances on the left navigation to view your EC2 instances.
3. Select the PcfOpsManlnstance jnstance created by Cloudformation.

4. On the Description tab, record the value for IPv4 Public IP.
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5. Navigate to your DNS provider and create the following CNAME and A records:

o CNAME: *.apps.YOUR-SYSTEM-DOMAIN.com and *.system.YOUR-SYSTEM-DOMAIN.com pointstothe DNS name of the pcf-web-elb load

balancer.

o CNAME: ssh.YOUR-SYSTEM-DOMAIN.com points to the DNS name of the pcf-ssh-elb load balancer.

o CNAME: tcp.YOUR-SYSTEM-DOMAIN.com points to the DNS name of the pcf-tcp-elb load balancer.
o A: pcf.YOUR-SYSTEM-DOMAIN.com points to the public IP address of the pcf-ops-manager EC2instance.

Step 17: Secure the NAT Instance

1. Onthe EC2 Dashboard, click Instances.
2. Select the NAT instance, which has an instance type of t2.medium.

3. From the Actions menu, select Networking>Change Security Groups.

4. Change the NAT security group from the default group to the pef-nat-security-group  NAT security group that you created in Step 10: Configure a

Change Security Groups

Instance ID: |-baScbhb&
Interface ID: eni-Be3bdfb2

Select pis) to with your
Security Group ID Name
] sg-04bddaB0 default
o] sg-5d85e209 ElasticRuntime
o] sg-Te80eT1a MySQaL
o] 5g-37b8df53 OpsManager
™ sg-1482e570 OutboundNAT
=] 5g-0283e466 PCF_ELB_SecurityGroup

Description
default VPC security group
ElasticRuntime
MySQL
OpsManager
OutboundMAT

PCF_ELB_SecurityGroup

[Vl Assign Security Groups

x

Security Group for the Outbound NAT.

5. Click Assign Security Groups.

Step 18: Create RDS Subnet Group

1. Navigate to the RDS Dashboard.

2. Perform the following steps to create a RDS Subnet Group for the two RDS subnets:

a. Click Subnet Groups>Create DB Subnet Group.
b. Enter the following values:

= Name: Enter pcf-rds-subnet-group .
= Description: Enter a description to identify this subnet group.
m  VPCID: Select pcf-vpe .

= Availability Zone and Subnet ID: Choose the AZ and subnet for pcf-rds-subnet-az0 and click Add.

c. Repeat the steps above to add pcf-rds-subnet-azl and pcf-rds-subnet-az2 to the group.

d. Click Create.

The following screenshot shows a completed subnet group.
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Create DB Subnet Group

To create a new Subnet Group give it a name, description, and select an existing VPC below. Once you select an existing VPC,
you will be able to add subnets related to that VPC.

Name | PCF_RDSGroup [i]

Description = PCF_RDSGroup [i]

vPcID | pcfvpc (vpc-8ec593eb) e

Add Subnet(s) to this Subnet Group. You may add subnets one at a time below or  add all the subnets | related to this VPC.
You may make additions/edits after this group is created. A minimum of 2 subnets is required.

Availability Zone | us-east-1b g 3|
SubnetID | suk 9707650 (10.0.3.0/ :| Add
Availability Zone Subnet ID CIDR Block Action
us-gast-1b subnet-970765e0 10.0.3.0/24 Remove
us-east-1a subnet-119c343a 10.0.2.0/24 Remove

Note: On the Subnet Group page, you may need to refresh the page to view the new group.

Step 19: Create a MySQL Database Using AWS RDS

Note: You must have an empty MySQL database when you install or reinstall PCF on AWS.

1. Navigate to the RDS Dashboard.

2. Click Instances>Launch DB Instance to launch the wizard.

3. Select MySQL.

4. Select the MySQL radio button under Production to create a database for production environments.
5. Click Next Step.

6. Specify the following database details:

o DB Instance Class: Select db.m3.large - 2 vCPU, 7.5 GiB RAM.
o Multi-AZ Deployment: Select Yes.

o Storage Type: Select Provisioned IOPS (SSD) .

o Allocated Storage: Enter 100 GB.

o DB Instance Identifier: Enter pcf-ops-manager-director .
o Enter asecure Master Username and Master Password.

Note: Record the username and password. You need these credentials later when configuring the Director Config page in the Ops
Manager Director tile.
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Specify DB Details

Instance Specifications

DB Engine mysql

License Model | general-public-license 4|

DB Engine Version | 5.6.22 s

Review the Known Issues/Limitations to learn about potential
compatibility issues with specific database versions.

DB Instance Class | db.m3.large — 2 vCPU, 7.5 GiB RA 3|

Multi-AZ Deployment | Yes :

Storage Type | General Purpose (SSD) 4|

Allocated Storage* 100 GB

Settings

DB Instance Identifier*  pcf-bosh

Master Username™

Master Password™

Confirm Password*

admin

* Required

Cancel

Retype the value you specified
for Master Password.

7. Click Next Step.

8. On the Configure Advanced Settings page, enter the following values:

o VPC: Select pcf-vpc .

o Subnet Group: Select the pcf-rds-subnet-group you created in Step 18: Create RDS Subnet Group.

o Publicly Accessible: Select No.
o VPC Security Groups: Select the pcf-rds-security-group thatyou created in Step 11: Configure a Security Group for MySQL.

o Database Name: Enter bosh .

o Accept the default values for the remaining fields.
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Configure Advanced Settings

Network & Security o

This instance will be created with the new Certificate Authority rds-ca-
2015. If you are using SSL to connect to this instance, you should use
the new certificate bundle. Learn more here

vPc* | pcf-vpe (vpc-e2210d87) v
Subnet Group | pcf_rdsgroup s)
Publicly Accessible | No s
Availability Zone | No Preference 3|
VPC Security Group(s) |Create new Security Group
MySQL (VPC)
OpsManager (VPC)

OutboundNAT (VPC)

Database Options
Database Name bosh

Note: if no database name is specified then no initial MySQL database will be created on the

DB Instance.
Database Port | 3306
Select to encrypt the given
DB Parameter Group | default.mysql5.6 2 instance. Master key ids and
. g = aliases appear in the list after
Option Group | default:mysql-5-6 i they have been created using
. a the Key Management
Enable Encryption | No s
Service(KMS) console. Learn
More.
Backup

Please note that automated backups are currently supported for InnoDB storage engine only.
If you are using MylSAM, refer to detail here.

Backup Retention Period | 3 | days
Backup Window | No Preference s
Maintenance
Auto Minor Version Upgrade | Yes v
Maintenance Window | No Preference s

* Required Cancel Previous Launch DB Instance

9. Click Launch DB Instance. Launching the instance may take several minutes.

10. When the instance has launched, proceed to Configuring Ops Manager Director on AWSto continue deploying PCF.

Required AWS Objects

This section describes the AWS objects you create in the procedures above in order to deploy PCF.

Use this section to determine the resource requirements of PCF on AWS, or to verify that you created the correct resources after completing the
procedures above.
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S3 Buckets for Ops Manager and PAS

You must create the following S3 buckets from the S3 Dashboard:

e pcf-ops-manager-bucket

e pcf-buildpacks-bucket
e pcf-packages-bucket
e pcf-resources-bucket

e pcf-droplets-bucket

These buckets must be empty when you install or reinstall PCF.

See Step 2: Create S3 Buckets.

IAM User for PCF

You must create an IAM user for PCF named pcfuser from the Identity and Access Management Dashboard, using the policy document included in the

Pivotal Cloud Foundry for AWS Policy Document & topic.

See Step 3: Create an IAM User for PCF.

Key Pair

You must generate a key pair named pcf-ops-manager-key . For more information about setting up a key pair, see Amazon EC2 Key Pairs 2 in the AWS

documentation.

VPC (Public and Private Subnets)

You must create a VPC with public and private subnets from the VPC Dashboard.

The following table lists the subnets in CIDR block 10.0.0.0/16 .

Name AZ IPv4 CIDR block
pcf-public-subnet-az0 REGION-#a (for example, us-west-2a ) 10.0.0.0/24
pcf-public-subnet-azl REGION-#b (for example, us-west-2b ) 10.0.1.0/24
pcf-public-subnet-az2 REGION-#c (for example, us-west-2c ) 10.0.2.0/24
pcf-management-subnet-az0 REGION-#a (for example, us-west-2a ) 10.0.16.0/28
pcf-management-subnet-azl REGION-#b (for example, us-west-2b ) 10.0.16.16/28
pcf-management-subnet-az2 REGION-#c (for example, us-west-2c ) 10.0.16.32/28
pcf-pas-subnet-az0 REGION-#a (for example, us-west-2a ) 10.0.4.0/24
pcf-pas-subnet-azl REGION-#b (for example, us-west-2b ) 10.0.5.0/24
pcf-pas-subnet-az2 REGION-#c (for example, us-west-2c ) 10.0.6.0/24
pcf-services-subnet-az0 REGION-#a (for example, us-west-2a ) 10.0.8.0/24
pcf-services-subnet-azl REGION-#b (for example, us-west-2b ) 10.0.9.0/24
pcf-services-subnet-az2 REGION-#c (for example, us-west-2c ) 10.0.10.0/24
pcf-rds-subnet-az0 REGION-#a (for example, us-west-2a ) 10.0.12.0/24
pcf-rds-subnet-azl REGION-#b (for example, us-west-2b ) 10.0.13.0/24
pcf-rds-subnet-az2 REGION-#c (for example, us-west-2c ) 10.0.14.0/24

See Step 4: Create a VPC.
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NAT Instance

You must create a NAT instance when creating a VPC. The NAT instance must have the following configuration:

e Instancetype: t2.medium

e Key pair name: pcf-ops-manager-key

e Enable DNS hostnames: Yes

e Hardware tenancy: Default

See Step 4: Create a VPC.

You must also assign the NAT instance to the pcfnat-security-group . See Step 17: Secure the NAT Instance.

Security Groups

The following sections describe the security groups you must create from the EC2 Dashboard.

Ops Manager

The Ops Manager Security Group must be named  pcf-ops-manager-security-group and have the following inbound rules:

Type Protocol Port Range Source
HTTP TCP 80 My IP
HTTPS TCP 443 My IP
SSH TCP 22 My IP
BOSH Agent TCP 6868 10.0.0.0/16
BOSH Director TCP 25555 10.0.0.0/16
See Step 5: Configure a Security Group for Ops Manager.
PCF VMs
The PCV VMs Security Group must be named pef-vms-security-group and have the following inbound rule:
Type Protocol Port Range Source
All traffic All 0-65535 Custom IP 10.0.0.0/16

See Step 6: Configure a Security Group for PCF VMs.

Web ELB

The Web ELB Security Group must be named pcf-web-elb-security-group and have the following inbound rules:

Type Protocol Port Range Source

Custom TCP rule TCP 4443 Anywhere 0.0.0.0/0
HTTP TCP 80 Anywhere 0.0.0.0/0
HTTPS TCP 443 Anywhere 0.0.0.0/0

See Step 7: Configure a Security Group for the Web ELB.

SSHELB

The SSH ELB Security Group must be named pcf-ssh-elb-security-group and have the following inbound rule:

Type

Protocol

Port Range Source
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| custom TCP rule | Tcp [ 2222 | Anywhere [ 0.0.0.0/0
The SSH ELB Security Group must have the following outbound rule:

Type Protocol Port Range Source

All traffic All All Anywhere ‘ 0.0.0.0/0
See Step 8: Configure a Security Group for the SSH ELB.
TCPELB
The TCP ELB Security Group must be named  pef-tep-elb-security-group and have the following inbound rule:

Type Protocol Port Range Source

Custom TCP rule TCP 1024-1123 Anywhere ‘ 0.0.0.0/0
The TCP ELB Security Group must have the following outbound rule:

Type Protocol Port Range Source

All traffic All All Anywhere ‘ 0.0.0.0/0
See Step 9: Configure a Security Group for the TCP ELB.
Outbound NAT
The Outbound NAT Security Group must be named pcf-nat-security-group and have the following inbound rule:

Type Protocol Port Range Source

All traffic All All Custom IP 10.0.0.0/16
See Step 10: Configure a Security Group for the Outbound NAT.
MySQL
The MySQL Security Group must be named pcf-mysql-security-group and have the following inbound rules:

Type Protocol Port Range Source

MySQL TCP 3306 Custom IP ‘ 10.0.0.0/16
The MySQL Security Group must have the following outbound rules:

Type Protocol Port Range Destination

All traffic All All Custom IP ‘ 10.0.0.0/16

See Step 11: Configure a Security Group for MySQL.

Ops Manager AMI

You must locate the public Ops Manager AMI using the AMI ID provided by the PDF downloaded when clicking Pivotal Cloud Foundry Ops Manager for

AWS on Pivotal Network.

See Step 12: Launch a Pivotal Ops Manager AMI.

ELBs

The following sections describe the ELBs you must create from the EC2 Dashboard.
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Web ELB

You must create a web ELB with the following configuration:

e Name: pcf-web-elb

e LBInside: pcf-vpc

e Selected Subnet: pcf-public-subnet-az0 , pcf-public-subnet-azl , pcf-public-subnet-az2
e Security Group: pcf-elb-security-group

e Health Check: TCP Port 8080, Path: /health

See Step 13: Create Web Load Balancer.

SSHELB

e Name: pcf-ssh-elb

e LBInside: pcf-vpc

e Selected Subnet: pcf-public-subnet-az0 , pcf-public-subnet-azl , pcf-public-subnet-az2
e Security Group: pcf-ssh-security-group

e Health Check: TCP Port 2222

See Step 14: Create SSH Load Balancer.

TCPELB

e Name: pcf-tcp-elb

e LBInside: pcf-vpc

e Selected Subnet: pcf-public-subnet-az0 , pcf-public-subnet-azl , pcf-public-subnet-az2
e Security Group: pcf-tcp-security-group

e Health Check: TCP Port 80

See Step 15: Create TCP Load Balancer.

DNS Configuration

You must navigate to your DNS provider and create CNAME and A records for all three of your load balancers.

See Step 16: Configure DNS Records.

RDS Subnet Group

You must create a subnet group for RDS named pcf-rds-subnet-group from the RDS Dashboard.

See Step 18: Create RDS Subnet Group.

MySQL Database

You must create a MySQL database from the RDS Dashboard.

See Step 19: Create a MySQL Database using AWS RDS.
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Configuring Ops Manager Director on AWS

Page last updated:

This topic describes how to configure Ops Manager to deploy Pivotal Cloud Foundry (PCF) on Amazon Web Services (AWS).

Before beginning this procedure, ensure that you have successfully completed all of the steps in the Installing PCF on AWS Manually topic. After
completing the procedures in this topic, proceed to the Deploying PAS on AWS topic to continue deploying PCF.

Step 1: Access Ops Manager

Note: For security, Ops Manager v1.7 and later require that you log in using a fully qualified domain name to access Ops Manager.

1. In a web browser, navigate to the fully qualified domain you created in the Configure DNS Records step of Installing PCF on AWS Manually.

2. When Ops Manager starts for the first time, you must choose one of the following:

o Usean Identity Provider: If you use an Identity Provider, an external identity server maintains your user database.

o Internal Authentication: If you use Internal Authentication, PCF maintains your user database.

Pivotal

Welcome to Ops Manager
Select an Authentication System

Usa an ldentity Provider

Intemal Authentication

Upgrading Ops Manager?

Impart Existing Installation

Use an Identity Provider (IdP)

1. Logintoyour IdP console and download the IdP metadata XML. Optionally, if your IdP supports metadata URL, you can copy the metadata URL
instead of the XML.
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2. Copy the IdP metadata XML or URL to the Ops Manager Use an Identity Providerlog in page.

Note: The same IdP metadata URL or XML is applied for the Ops Manager Director. If you use a separate IdP for BOSH, copy the metadata

Pivotal

Use an Identity Provider

https.//dev-
S5 .oktapreview.com/app/cmisimmiesiS
Wi T /sso/saml/metadata

XML or URL from that IdP and enter it into the BOSH IdP Metadata text box in the Ops Manager log in page.

3. Entervalues for the fields listed below. Failure to provide values in these fields resultsin a 500 error.

o SAML admin group: Enter the name of the SAML group that contains all Ops Manager administrators.
o SAML groups attribute: Enter the groups attribute tag name with which you configured the SAML server.

4. Enter your Decryption passphrase. Read the End User License Agreement, and select the checkbox to accept the terms.

5. Your Ops Manager log in page appears. Enter your username and password. Click Login.

6. Download your SAML Service Provider metadata (SAML Relying Party metadata) by navigating to the following URLs:

o 5a.Ops Manager SAML service provider metadata: https://OPS-MAN-FQDN:443/uaa/saml/metadata
o 5b. Ops Manager Director SAML service provider metadata: https://OPS-MANAGER-IP-ADDRESS:8443/saml/metadata

Note: To retrieve your OPS-MANAGER-IP-ADDRESS 'navigate to the Status tab in the Ops Manager Director tile. Record the Ops Manager

Director IP address.

7. Configure your IdP with your SAML Service Provider metadata. Import the Ops Manager SAML provider metadata from Step 5a above to your IdP. If

your IdP does not support importing, provide the values below.

o Single sign on URL: https://OPS-MAN-FQDN:443/uaa/saml/SS0/alias/OPS-MAN-FQDN

o Audience URI (SP Entity ID): https://OP-MAN-FQDN:443/uaa
Name ID: Email Address
SAML authentication requests are always signed

o

o

8. Import the Ops Manager Director SAML provider metadata from Step 5b to your IdP. If the IdP does not support an import, provide the values below.

o Single sign on URL: https://OPS-MANAGER-IP-ADDRESS:8443/saml/SS0/alias/OPS-MANAGER-IP-ADDRESS

o Audience URI (SP Entity ID): https://OPS-MANAGER-IP-ADDRESS:8443

Name ID: Email Address
SAML authentication requests are always signed

o

o

9. Return to the Ops Manager Director tile and continue with the configuration steps below.

Note: For an example of how to configure SAML integration between Ops Manager and your IdP, see the Configuring Active Directory Federation

Services as an Identity Provider topic.

Internal Authentication

1. When redirected to the Internal Authentication page, you must complete the following steps:
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o Entera Username, Password, and Password confirmation to create an Admin user.
o Entera Decryption passphrase and the Decryption passphrase confirmation. This passphrase encrypts the Ops Manager datastore, and is not

recoverable.

o Ifyou are usingan HTTP proxy or HTTPS proxy, follow the instructions in the Configuring Proxy Settings for the BOSH CPI ' topic.
o Read the End User License Agreement, and select the checkbox to accept the terms.

o Click Setup Authentication.

Pivotal

Internal Authenticatian

| agrea 1o the terms and coaditions of
e End Usarlicnge Agraernen

2. Login to Ops Manager with the Admin username and password you created in the previous step.

Welcome!

‘ Email wes|

Yassword

Step 2: AWS Config Page

1. Click the Ops Manager Director tile.

__Wmijgpowered by
fiframazon
i1 webservices

Ops Manager Director

2. Select AWS Config.

© Copyright Pivotal Software Inc, 2013-2018

183

2.0


https://docs.pivotal.io/pivotalcf/2-0/customizing/pcf-director-proxy-settings.html

[Pivotal

P PCF Ops Manager

<o -
Ops Manager Director

© AWS Config AWS Management Console Config

us-east:1

3. Select Use AWS Keysor Use AWS Instance Profile.

o Access Key ID and AWS Secret Key: To retrieve your AWS key information, use the AWS Identity and Access Management (IAM) credentials that
you generated in the Step 3: Create an IAM User for PCF section of the Installing PCF on AWS Manually topic.
o AWS IAM Instance Profile: Enter the name of the IAM profile you created in the Step 3: Create an IAM User for PCF section of the Installing PCF

on AWS Manually topic.

4. Complete the rest of the AWS Management Console Config page:

o VPCID: Enter your PCF VPC ID. Locate the VPC ID on the AWS VPC Dashboard page next to the VPC name.
o Security Group ID: Enter the Group ID of the pcf-vms-security-group you created for your PCF VMs in the Step 6: Configure a Security
Group for PCF VMs section of the Installing PCF on AWS Manually topic. Locate the Group ID in the Security Groups tab of your EC2 Dashboard.

o

Key Pair Name: Enter pcf-ops-manager-key .

o

the Installing PCF on AWS Manually topic. Copy the contents of the .pem file and paste it into the SSH Private Key field.

o Region: Select the region where you deployed Ops Manager.

o Encrypt EBS Volumes: Select this checkbox to enable full encryption on persistent disks of all BOSH-deployed VMs except the Ops Manager VM
and Director VM. See the Configuring Amazon EBS Encryption for PCF on AWStopic for details about using EBS encryption.

Note: Enabling EBS encryption only encrypts Linux VMs. The Windows VMs deployed with Pivotal Application Service (PAS) for

Windows or PAS for Windows 2012R2 are not encrypted.

5. Click Save.

Step 3: Director Config Page

1. Select Director Config.
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10.

Director Config

NTP Servers (comma delimited)”

0.amazon.pool.npt.org, l.amazon.pool.ntp.

JMX Provider IP Address

Bosh HM Forwarder IP Address

| Enable VM Resurrector Plugin
| Enable Post Deploy Scripts

~| Recreate all VMs

This will force BOSH to recreate all VMs on the next deploy. Persistent disk will be preserved

| Enable bosh deploy retries

This will attempt to re-deploy a failed deployment up to 5 times.

~| Keep Unreachable Director VMs

. Enter at least two of the following NTP servers in the NTP Servers (comma delimited) field, separated by a comma:

0.amazon.pool.ntp.org,1.amazon.pool.ntp.org,2.amazon.pool.ntp.org,3.amazon.pool.ntp.org

Note: The NTP server configuration only updates after VM recreation. Ensure that you select the Recreate all VMs checkbox if you modify
the value of this field.

. Leave the JMX Provider IP Address field blank.

Note: Starting from PCF v2.0, BOSH-reported component metrics are available in the Loggregator Firehose by default. Therefore, if you
continue to use PCF JMX Bridge for consuming them outside of the Firehose, you may receive duplicate data. To prevent this, leave the JMX
Provider IP Address field blank. For additional guidance, see BOSH System Metrics Available in Loggregator Firehose .

. Leave the Bosh HM Forwarder IP Address field blank.

Note: Starting from PCF v2.0, BOSH-reported component metrics are available in the Loggregator Firehose by default. Therefore, if you
continue to use the BOSH HM Forwarder for consuming them, you may receive duplicate data. To prevent this, leave the Bosh HM
Forwarder IP Address field blank. For additional guidance, see BOSH System Metrics Available in Loggregator Firehose .

. Select the Enable VM Resurrector Plugin checkbox to enable the Ops Manager Resurrector functionality and increase Pivotal Application Service

(PAS) availability. For more information, see the Using Ops Manager Resurrector on VMware vSpheretopic.

. Select Enable Post Deploy Scripts to run a post-deploy script after deployment. This script allows the job to execute additional commands against a

deployment.

. Select Recreate all VMs to force BOSH to recreate all VMs on the next deploy. This process does not destroy any persistent disk data.
. Select Enable bosh deploy retries if you want Ops Manager to retry failed BOSH operations up to five times.

. Select Keep Unreachable Director VMs if you want to preserve Ops Manager Director VMs after a failed deployment for troubleshooting purposes.

(Optional) Select HM Pager Duty Plugin to enable Health Monitor integration with PagerDuty.
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@ HM Pager Duty Plugin

Service Key™

YOUR-PAGERDUTY-SERVICE-KEY

HTTP Proxy

YOUR-HTTP-PROXY

o Service Key: Enter your API service key from PagerDuty.
o HTTP Proxy: Enter an HTTP proxy for use with PagerDuty.

11. (Optional) Select HM Email Plugin to enable Health Monitor integration with email.

# HM Email Plugin

Host®

smtp.example.com

Port*

5

Comain®

cloudfoundry.example.com

From*

userz@example.ooﬂ

Recipients”
usar ple.com, usarl ple.cam
Username
user
Password
# Enable TLS

o Host: Enter your email hostname.

o Port: Enter your email port number.

o Domain: Enter your domain.

o From: Enter the address for the sender.

o Recipients: Enter comma separated addresses of intended recipients.
o Username: Enter the username for your email server.

o Password: Enter your username’s password.

o Enable TLS: Select this checkbox to enable Transport Layer Security.

12. For Blobstore Location, select S3 Compatible Blobstore and complete the following steps:
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Blobstore Location
) Internal

@® S3 Compatible Blobstore

53 Endpoint”

https:f/s3-us-west-2.amazonaws.com

Bucket Name®

pc P r

Access Key*

AR SRR R R

Secret Key®

Change

@® V2 Signature

O V4 Signature

oS3 Endpoint: Navigate to the Regions and Endpoints Z topic in the AWS documentation. Locate the endpoint for your region in the Amazon
Simple Storage Service (S3) table and construct a URL using your region’s endpoint. For example, if you are using the us-west-2 region, the
URL you create would be https://s3-us-west-2.amazonaws.com . Enter this URL into the S3 Endpoint field in Ops Manager.

o Bucket Name: Enter the Ops Manager bucket name that you defined in the Manually Configuring PCF for AWS topic.

o Access Key and Secret Key: To retrieve your AWS key information, use the IAM credentials that you generated in the Manually Configuring
AWS for PCF topic.

o Select V2 Signature or V4 Signature. If you select V4 Signature, enter your Region.

Note: AWS recommends using Signature Version 4. For more information about AWS S3 Signatures, see the Authenticating Requests
Z' documentation.

13. For Database Location, select External MySQL Database and complete the following steps:

Database Location
© Internal
External MySQL Database
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o From the AWS Console, navigate to the RDS Dashboard.
o Select Instances, then click the arrow to the left of your instance and select the second icon to display the Details information.
o Referto the following table to retrieve the values for the Director Config page:

RDS Instance Field Ops Manager Director Field
Endpoint Host

Port Port, whichis 3306 .

DB Name Database, whichis bosh .
Username Username

o For Password, enter the password that you defined for your MySQL database when you created in the Step 19: Create a MySQL Database using
AWS RDS section of the Installing PCF on AWS Manually topic.

14. (Optional) Director Workers sets the number of workers available to execute Director tasks. This field defaults to 5.
15. (Optional) Max Threads sets the maximum number of threads that the BOSH Director can run simultaneously. For AWS, the default value is 6. Leave
this field blank to use this default value. Pivotal recommends that you use the default value unless doing so results in rate limiting or errors on your

laas.

16. (Optional) To add a custom URL for your BOSH Director, enter a valid hostname in Director Hostname. You can also use this field to configure a
load balancer in front of your BOSH Director &.

WARNING: In Ops Manager v2.0.25 and earlier, if you change the Director Hostname after your initial deployment, VMs become unavailable.
This causes PCF downtime. To restore VM availability, enable Recreate All VMs and redeploy. This issue is resolved in Ops Manager v2.0.26
and later.

17. (Optional) Enter your list of comma-separated Excluded Recursors to declare which IP addresses and ports should not be used by the DNS server.
18. (Optional) To disable BOSH DNS, select the Disable BOSH DNS server for troubleshooting purposes checkbox. For more information about the

BOSH DNS service discovery mechanism, see BOSH DNS Service Discovery for Application Containers 2 in the Pivotal Application Service (PAS)
Release Notes.

¢S Breaking Change: Do not disable BOSH DNS without consulting Pivotal Support. For more information about disabling BOSH DNS, see
Disabling or Opting Out of BOSH DNS in PCF & in the Pivotal Knowledge Base.

19. (Optional) To set a custom banner that users see when logging in to the Director using SSH, enter text in the Custom SSH Banner field.

| Disable BOSH DNS server for
troubleshooting purposes

Custom 55H Banner

20. Click Save.

Step 4: Create Availability Zones Page

Note: Pivotal recommends at least three availability zones (AZs) for a highly available installation of PAS. The procedures in Installing PCF on
AWS Manually use 3 AZs.

1. Select Create Availability Zones.
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Create Availability Zones

Availability Zones

¥ us-west-1c
Amazon Availability Zone®

us-west-1c

The Amazon Availability Zone name (ex: 'us-east-1b')

2. Perform the following steps to add the three AZs you specified in the Step 4: Create a VPC section of the Installing PCF on AWS Manually topic:

a. Click Add.
b. For Amazon Availability Zone, enter the name of the AZ.

c. Repeat until you have entered all three AZs, in the format REGION-#a , REGION-#b ,and REGION-#c .Forexample, us-west-2a ,

us-west-2b ,and us-west-2c .

3. Click Save.

Step 5: Create Networks Page

1. Select Create Networks.
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Create Networks

Warning: Pivotal recommends keeping the IP settings throughout the life of your installation. Ops Manager may prevent you from changing them in the future.
Contact Pivotal support for help completing such a change.

Verification Settings
—| Enable ICMP checks

Networks

One or many |P ranges upon which your products will be deployed

Name*

docs-exploration-management-network

Subnets

VPC Subnet ID*

subnet-fab4bdge

CIDR”

10.0.16.0/28 Avalid CIDR block in which to deploy VMs, e.g. '10.9.9.0/24'

Reserved IP Ranges

10.0.16.0-10.0.16.4

DNS*

10.0.00.2

Gateway”

10.0.16.1

Availability Zones®
© us-west-2a
~us-west-2b

us-west-2¢c

2. (Optional) Select Enable ICMP checks to enable ICMP on your networks. Ops Manager uses ICMP checks to confirm that components within your
network are reachable.

3. Perform the following steps to add the network configuration you created for your VPC in the Step 4: Create a VPC section of the Installing PCF on
AWS Manually topic. Record your VPC CIDR if you set a CIDR other than the recommendation.

a. Click Add Network.
b. For Name, enter pcf-management-network .
c. Create a subnet for each availability zone by clicking Add Subnet. Refer to the table below for the information required to create all three

subnets:

VPC Subnet ID CIDR Reserved IP Ranges DNS Gateway Availability Zones
pcf-management— 10.0.16.0/2 10.0.16.0- 10.0.0.2 % | 10-0.16. REGION-#a (forexample,
subnet-az0 8 10.0.16.4 e 1 us-west-2a )
pcf-management— 10.0.16.16/ 10.0.16.16- 10.0.0.2 % | 10-0.16. REGION-#b (forexample,
subnet-azl 28 10.0.16.20 e 17 us-west-2b )
pcf-management— 10.0.16.32/ 10.0.16.32- TRGIGIGT 10.0.16. REGION-#c  (for example,
subnet-az2 28 10.0.16.36 e 33 us-west-2c )
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* If you set a VPC CIDR other than recommended, enter the second IP in your VPC CIDR. For example, for a 10.0.0.0/24  VPC CIDR, enter 10.0.0.2
in each subnet.

d. Click Add Network.
e. For Name, enter pcf-pas-network .
f. Create a subnet for each availability zone by clicking Add Subnet. Refer to the table below for the information required to create all three

subnets:

VPC Subnet ID CIDR Reserved IP Ranges DNS Gateway Availability Zones
pcf-pas-subnet-az0 10.0.4.0/24 10.0.4.0-10.0.4.4 10.0.0.2 * | 10.0.4.1 REGION-#a (forexample, us-west-2a )
pcf-pas-subnet-azl 10.0.5.0/24 10.0.5.0-10.0.5.4 10.0.0.2 * | 10.0.5.1 REGION-#b (for example, us-west-2b )
pcf-pas-subnet-az2 10.0.6.0/24 10.0.6.0-10.0.6.4 10.0.0.2 * | 10.0.6.1 REGION-#c (for example, us-west-2c )

* If you set a VPC CIDR other than recommended, enter the second IP in your VPC CIDR. For example, for a 10.0.0.0/24  VPC CIDR, enter 10.0.0.2
in each subnet.

g. Click Add Network.
h. Check the Service Network box. This allows you to dynamically provision VMs in this network for use with on-demand services. Ops Manager
does not provision VMs within the specified CIDR range.

. Enter pcf-services-network in Name field.

j. Create a subnet for each availability zone by clicking Add Subnet. Refer to the table below for the information required to create all three

subnets:

VPC Subnet ID CIDR Reserved IP Ranges DNS Gateway Availability Zones
pcf-services-subnet- 10.0.8.0/2 10.0.8.0- 169.254.169.2 10.0.8. REGION-#a (for example,
az0 4 10.0.8.3 53 1 us-west-2a )
pcf-services-subnet- 10.0.9.0/2 10.0.9.0- 169.254.169.2 10.0.9. REGION-#b (for example,
azl 4 10.0.9.3 53 1 us-west-2b )
pcf-services-subnet- 10.0.10.0/ 10.0.10.0- 169.254.169.2 10.0.10 REGION-#c  (for example,
az2 24 10.0.10.3 53 .1 us-west-2c )

* If you set a VPC CIDR other than recommended, enter the second IP in your VPC CIDR. For example, for a 10.0.0.0/24  VPC CIDR, enter 10.0.0.2
in each subnet.

4. Click Save.

Step 6: Assign AZs and Networks

1. Select Assign AZs and Networks.
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Assign AZs and Networks

The Ops Manager Director is a single instance.

Choose the availability zone in which to place that instance. It is highly recommended that you backup this VM on a regular basis to preserve
settings.

Singleton Availability Zone

AZ1 4
Network
Deadmines 4

2. Use the drop-down menu to select a Singleton Availability Zone. The Ops Manager Director is deployed into this AZ.
3. Use the drop-down menu to select pef-management-network ynder Network. The Ops Manager Director is deployed into this network.

4. Click Save.

Step 7: Security Page

Security

Trusted Certificates

--—-BEGIN CERTIFICATE--—-

T H T S
L
I N e U
e or e o e ST S ST S ST T D g i e rrerar]

These certificates enable BOSH-deployed components to trust a custom root certificate.

Generate VM passwords or use single password for all VMs
® Generate passwords

© Use default BOSH password

1. Select Security.

2. In Trusted Certificates, enter your custom certificate authority (CA) certificates to insert into your organization’s certificate trust chain. This feature
enables all BOSH-deployed components in your deployment to trust custom root certificates.

To enter multiple certificates, paste your certificates one after the other. For example, format your certificates like the following:
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ABCDEFGH12345678ABCDEFGH12345678ABCDEFGH12345678AB
EFGH12345678ABCDEFGH12345678ABCDEFGH12345678ABCDEF
GH12345678ABCDEFGH12345678ABCDEFGH12345678. ..

BCDEFGH12345678ABCDEFGH12345678ABCDEFGH12345678ABB
EFGH12345678ABCDEFGH12345678ABCDEFGH12345678ABCDEF
GH12345678ABCDEFGH12345678ABCDEFGH12345678. ..

CDEFGH12345678ABCDEFGH12345678ABCDEFGH12345678ABBB
EFGH12345678ABCDEFGH12345678ABCDEFGH12345678ABCDEF
GH12345678ABCDEFGH12345678ABCDEFGH12345678. ..

Note: If you want to use Docker Registries for running app instances in Docker containers, enter the certificate for your private Docker
Registry in this field. See the Using Docker Registries topic for more information.

3. Choose Generate passwords or Use default BOSH password. Pivotal recommends that you use the Generate passwords option for greater
security.

4. Click Save. To view your saved Director password, click the Credentials tab.

Step 8: Syslog Page

1. Select Syslog.
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Syslog

Do you want to configure Syslog for Bosh Director?

No

0 Yes
Address”

The address or host for the syslog server

Port*

Transport Protocol*

TCP

<«

~] Enable TLS

2. (Optional) To send BOSH Director system logs to a remote server, select Yes.

3. Inthe Address field, enter the IP address or DNS name for the remote server.
4. Inthe Port field, enter the port number that the remote server listens on.

5. In the Transport Protocol dropdown menu, select TCP, UDP, or RELP. This selection determines which transport protocol is used to send the logs
to the remote server.

6. (Optional) Pivotal strongly recommends that you enable TLS encryption when forwarding logs as they may contain sensitive information. For
example, these logs may contain cloud provider credentials. To enable TLS, perform the following steps.

o Inthe Permitted Peer field, enter either the name or SHAL1 fingerprint of the remote peer.
o Inthe SSL Certificate field, enter the SSL certificate for the remote server.

7. Click Save.

Step 9: Resource Config Page

1. Select Resource Config.
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Resource Config

BOSH Director Automatic: 1 =

4| Automatic: 50 GB 4 Automatic: large.disk (epu: 2, ram: 8 GB, dish &
Master Compilation Job 1 4| None small (cpu: 1, ram: 2 GB, disk: 8 GB) H

2. Adjust any values as necessary for your deployment. Under the Instances, Persistent Disk Type, and VM Type fields, choose Automatic from the

drop-down menu to allocate the recommended resources for the job. If the Persistent Disk Type field reads None, the job does not require
persistent disk space.

Note: Pivotal recommends provisioning an Ops Manager Director VM with at least 8 GB memory.

Note: If you set a field to Automatic and the recommended resource allocation changes in a future version, Ops Manager automatically uses
the new recommended allocation.

3. Click Save.

Step 10: Complete the Ops Manager Director Installation

1. Returnto the Installation Dashboard.

2. Click Apply Changes.

3. Ops Manager Director begins to install. The Changes Applied window displays when the installation process successfully completes.

@ Changes Applied

Ops Manager Director was successfully installed.
We recommend that you export a backup ofthis installation from the actions menu.

Return to Installation Dashboard

4. Proceed to the Deploying PAS on AWS topic to continue deploying PCF.
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Deploying PAS on AWS

Page last updated:

This topic describes how to configure Pivotal Application Service (PAS) components as part of deploying Pivotal Cloud Foundry & (PCF) on Amazon Web
Services (AWS).

Before beginning this procedure, ensure that you have successfully completed all steps in the Installing PCF on AWS Manually and Configuring Ops

Manager Director on AWS.

Note: If you plan to install the PCF IPsec add-on %, you must do so before installing any other tiles. Pivotal recommends installing IPsec
immediately after Ops Manager, and before installing the PAS Runtime tile.

Note: Upgrade issues can be caused when the external database user used for the network policy database is given insufficient permissions. To

avoid this upgrade issue, ensure that the networkpolicyserver database user has the ALL PRIVILEGES
permission

Step 1: Add PAS to Ops Manager

1. If you have not already downloaded PAS, log in to Pivotal Network Z, and click on PAS
2. From the Releases drop-down, select the release to install and choose one of the following:

a. Click PAS download the PAS .pivotal file
b. Click PCF Small Footprint Runtime to download the Small Footprint Runtime .pivotal file. For more information, see Getting Started with

Small Footprint Runtime.
3. Navigate to the Pivotal Cloud Foundry Operations Manager Installation Dashboard.
4. Click Import a Product to add your tile to Ops Manager. For more information, refer to the Adding and Deleting Products topic.

5. Click the PAS tile in the Installation Dashboard.

Pivotal Elastic
Runtime

Step 2: Assign Availability Zones and Networks

1. Select Assign AZs and Networks. These are the Availability Zones that you create when configuring Ops Manager Director.
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AZ and Network Assignments

Place singleton jobs in
@ us-west-2a
" us-west-2b
) us-west-2¢
Balance other jobs in
us-west-2a
us-west-2b
us-west-2c

Network

docs-exploration-ert-network 8

2. Select an Availability Zone under Place singleton jobs. Ops Manager runs any job with a single instance in this Availability Zone.

3. Select all Availability Zones under Balance other jobs. Ops Manager balances instances of jobs with more than one instance across the Availability
Zones that you specify.

Note: Pivotal recommends at least three Availability Zones for a highly available installation of PAS.

4. For Network, select the pcf-ert-network network that you created in the Step 5: Create Networks Page section of the Configuring BOSH Director on
AWS topic.

5. Click Save.

Step 3: Configure Domains

1. Select Domains.

Elastic Runtime hosts applications at subdomains under its apps domain and assigns system
components to subdomains under its system domain. You need to configure a wildcard DNS
for both the apps domain and system domain. The two domains can be the same, although
this is not recommended.

System Domain *

systerm.example.com This domain is far system-level PCF such as Apps Manay iee brokers, ete. You must
sotup a wildeard DNS reesrd for this domain that peints ta yaur entry peint |sad balaness or HAPraxy.

Apps Domain ©

apps.example.com

2. Enter the system and application domains.

o The System Domain defines your target when you push apps to PAS. This the system.YOUR-SYSTEM-DOMAIN.com domain thatyou created in
Installing PCF on AWS Manually.

o The Apps Domain defines where PAS should serve your apps. This the apps.YOUR-SYSTEM-DOMAIN.com domain thatyou created in Installing
PCF on AWS Manually.

3. Click Save.

Step 4: Configure Networking
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1. Select Networking.

2. Leavethe Router IPs, SSH Proxy IPs, HAProxy IPs, and TCP Router IPs fields blank. You do not need to complete these fields when deploying PCF
to AWS with Elastic Load Balancers (ELBs).

Note: You specify load balancers in the Resource Config section of Pivotal Application Service (PAS) later in the installation process. See
the Configure Router to Elastic Load Balancersection of this topic for more information.

3. Under Certificates and Private Key for HAProxy and Router, you must provide at least one Certificate and Private Key name and certificate

keypair for HAProxy and Gorouter. The HAProxy and Gorouter are enabled to receive TLS communication by default. You can configure multiple
certificates for HAProxy and Gorouter.

a. Click the Add button to add a name for the certificate chain and its private keypair. This certificate is the default used by Gorouter and
HAProxy.

Certificates and Private Keys for HAProxy and Router

¥ example-cert
Name *

example-cert A human-readable name describing the use of this certificate.

Certificate and Private Key for HAProxy and Router *

Generate RSA Certificate

~ example-cert-2

Certificate and Private Key for HAProxy and Router *

T v

L ——————————————————————————— 4
L — 3
L | e —

You can either provide a certificate signed by a Certificate Authority (CA) or click on the Generate RSA Certificate link to generate a self-signed
certificate in Ops Manager.

b. If you want to configure multiple certificates for HAProxy and Gorouter, click the Add button and fill in the appropriate fields for each
additional certificate keypair.

For details about generating certificates in Ops Manager for your wildcard system domains, see the Providing a Certificate for Your SSL/TLS
Termination Point topic.

.

<p class="note"><strong>Note</strong>: Ensure that you add any certificates that you generate in this pane to your infrastructure load balancer.</p></p>

4. (Optional) When validating client requests using mutual TLS, the Gorouter trusts multiple certificate authorities (CAs) by default. If you want to
configure the Gorouter and HAProxy to trust additional CAs, enter your CA certificates under Certificate Authorities Trusted by Router and
HAProxy. All CA certificates should be appended together into a single collection of PEM-encoded entries.
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Certificate Authorities Trusted by Router and HAProxy

g

In addition to well-known, public CAs, and those trusted via the BOSH trusted certificates collection, these certificates can be used to validate the
certificates from incoming client requests. All CA certificates should be appended together into a single collection of PEM-encoded entries.

5. Inthe Minimum version of TLS supported by HAProxy and Routerfield, select the minimum version of TLS to use in HAProxy and Router
communications. HAProxy and Router use TLS v1.2 by default. If you need to accommodate clients that use an older version of TLS, select a lower
minimum version. For a list of TLS ciphers supported by the Gorouter, see Securing Trafficinto Cloud Foundry.

Minimum version of TLS supported by HAProxy and Router”
TLSv1.0
TLSv1.1
© TLSv12

6. Configure Logging of Client IPs in CF Router. The Log client IPs option is set by default. To comply with the General Data Protection Regulation
(GDPR), select one of the following options to disable logging of client IP addresses:

o If your load balancer exposes its own source IP address, disable logging of the x-Forwarded-For HTTP header only.
o If your load balancer exposes the source IP of the originating client, disable logging of both the source IP address and the x-Forwarded-For
HTTP header.

Logging of Client IPs in CF Router”
° Log client IPs To comply with GDPR, select one of the options to disable logging of client IPs. If the source IP exposed by your load balancer is its own, choose to disable

Disable logging of X-Forwarded-For header only

") Disable logging of both source IP and X-Forwarded-For header

logging of XFF header only. If the source IP exposed by your load balancer is that of the downstream client, choose to disable logging of the source IP also.

7. Under Configure support for the X-Forwarded-Client-Cert header, configure PCF handles x-forwarded-client-cert (XFCC) HTTP headers based on
where TLS is terminated for the first time in your deployment.

Configure support for the X-Forwarded-Client-Cert header. This header can be used by applications to verify the requester via mutual TLS. The
option you should select depends upon where you will be terminating the TLS connection for the first time.

© 7LS terminated for the first time at infrastructure load balancer
) TLS terminated for the first time at HAProxy

) TLS terminated for the first time at the Router

The following table
indicates which option to choose based on your deployment layout.

Then select the

If your deployment is configured as follows: following option:

Additional notes:

o The Load Balancer is terminating TLS,

and TLS terminated for
o Load balancer is configured to put the the first time at Both HAProxy and the Gorouter forward the XFCC header when included
client certificate from a mutual infrastructure load in the request.

authentication TLS handshake into the balancer (default).
X-Forwarded-Client-Cert HTTP header

HAProxy sets the XFCC header with the client certificate received in the

TLS handshake. The Gorouter forwards the header.
o The Load Balancer is configured to pass

TLS terminated for
through the TLS handshake via TCP to :
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the instances of HAProxy, and the first time at

o . . . . e
o HAProxy instance count is > 0 HAProXxy. 39 Breaking Change: In the Router behavior for Client Certificates

field, you cannot select the Router does not request client
certificates option.

The Gorouter strips the XFCC header if it is included in the request and
forwards the client certificate received in the TLS handshake in a new
XFCC header.

If you have deployed instances of HAProxy, app traffic bypasses those

o The Load Balancer is configured to pass | TLS terminated for instances in this configuration. If you have also configured your load
through the TLS handshake via TCP to the first time at the balancer to route requests for ssh directly to the Diego Brain, consider
instances of the Gorouter Gorouter. reducing HAProxy instances to 0.

€S Breaking Change: In the Router behavior for Client Certificates
field, you cannot select the Router does not request client
certificates option.

For a description of the behavior of each configuration option, see Forward Client Certificate to Applications.

8. To configure HAProxy to handle client certificates, select one of the following options in theHAProxy behavior for Client Certificate Validation field.

HAProxy behavior for Client Certificate Validation®

) HAProxy does not request client certificates.

HAProxy requests but does not require client certificates. This option is necessary if you want to enable mTLS for
applications and TLS is terminated for the first time at HAProxy

o HAProxy does not request client certificates. This option requires mutual authentication, which makes it incompatible with XFCC option TLS
terminated for the first time at HAProxy. HAProxy does not request client certificates, so the client does not provide them and no validation
occurs. This is the default configuration.

o HAProxy requests but does not require client certificates. The HAProxy requests client certificates in TLS handshakes, validates them when
presented, but does not require them.

WARNING: Upon upgrade, PAS will fail to receive requests if your load balancer is configured to present a client certificate in the TLS
handshake with HAProxy but HAProxy has not been configured with the certificate authority used to sign it. To mitigate this issue, select
HAProxy does not request client certificates in the Networking pane or configure the HAProxy with the appropriate CA.

9. To configure Gorouter behavior for handling client certificates, select one of the following options in theRouter behavior for Client Certificate
Validation field.

Router behavior for Client Certificate Validation®

Router does not request client certificates. This option is incompatible with XFCC options "TLS terminated for
the first time at HAProxy" and "TLS terminated for the first time at the Router” because these options require
mutual authentication.

© Router requests but does not require client certificates.

Router requires client certificates.

o Router does not request client certificates. This option is incompatible with the XFCC configuration optionsTLS terminated for the first time
at HAProxy and TLS terminated for the first time at the Router in PAS because these options require mutual authentication. As client
certificates are not requested, client will not provide them, and thus validation of client certificates will not occur.

o Router requests but does not require client certificates. The Gorouter requests client certificates in TLS handshakes, validates them when
presented, but does not require them. This is the default configuration.

o Router requires client certificates. The Gorouter validates that the client certificate is signed by a Certificate Authority that the Gorouter
trusts. If the Gorouter cannot validate the client certificate, the TLS handshake fails.

WARNING: Requests to the platform will fail upon upgrade if your load balancer is configured with client certificates and the Gorouter does
not have the certificate authority. To mitigate this issue, select Router does not request client certificates for Router behavior for Client
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Certificate Validation in the Networking pane.

10. Inthe TLS Cipher Suites for Router field, specify the TLS cipher suites to use for TLS handshakes between the Gorouter and downstream clients like
load balancers or HAProxy. Use an ordered, colon-delimited list of Golang-supported TLS cipher suites in the OpenSSL format. The recommended
setting is ECDHE-RSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-GCM-SHA384  Operators should verify that the ciphers are supported by any clients or
downstream components that will initiate TLS handshakes with the Gorouter. For a list of TLS ciphers supported by the Gorouter, see Securing
Trafficinto Cloud Foundry.

TLS Cipher Suites for Router *

ECDHE-RSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-GCM-SHA384

Verify that whatever client is participating in the TLS handshake with the Gorouter has at least one cipher suite in common with the Gorouter.

Note: Specify cipher suites that are supported by the versions configured in the Minimum version of TLS supported by HAProxy and
Router field.

11. Inthe TLS Cipher Suites for HAProxy field, specify the TLS cipher suites to use in HAProxy for TLS handshakes between HAProxy and its clients such

as load balancers and Gorouter. Use an ordered, colon-delimited list of TLS cipher suites in the OpenSSL format. The recommended setting: DHE-
RSA-AES128-GCM-SHA256:DHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-AES 128-GCM-SHA256:ECDHE-RSA-AES256-GCM-SHA384

Operators should verify that the ciphers are supported by any clients or downstream components that will initiate TLS handshakes with the
HAProxy.

TLS Cipher Suites for HAProxy *

DHE-RSA-AES128-GCM-SHA256:DHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-AES128-GCM-SHA256:ECDHE-
RSA-AES256-GCM-SHA384

Verify that whatever clients are participating in the TLS handshake with HAProxy have at least one cipher suite in common with HAProxy.

Note: Specify cipher suites that are supported by the versions configured in the Minimum version of TLS supported by HAProxy and
Router field.

12. Under HAProxy forwards requests to Router over TLS, select Enable or Disable based on your deployment layout.
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© Enable

) Disable

HAProxy forwards requests to Router over TLS. When enabled, HAProxy will forward all requests to the Router over
TLS. HAProxy will use the CA provided to verify the certificates provided by the Router. *

Certificate Authority for HAProxy Backend *

Y

You need to provide a certificate authority for the certificate and key provided in the "Certificate and Private Key for HAProxy and
Router" field. HAProxy will verify those certificates using this CA when establishing a connection. If you generated that certificate
and key using the "Generate RSA Certificate" feature, then your CA is the Ops Manager CA, and can be found by visiting the
"/api/vO/certificate_authorities" APl endpoint.

o Enable HAProxy forwarding of requests to Router over TLS

If you want to: | Encrypt communication between HAProxy and the Gorouter

1. Leave Enable selected.
. Inthe Certificate Authority for HAProxy Backend field, specify the Certificate Authority (CA) that signed the certificate

you configured in the Certificate and Private Key for HAProxy and Routerfield.

Then
configure the Note: If you used the Generate RSA Certificate link to generate a self-signed certificate, then the CA to specify is
following: the Ops Manager CA, which you can locate at the /api/vO/certificate_authorities endpoint in the Ops Manager API.
. Make sure that Gorouter and HAPRoxy have TLS cipher suites in common in the TLS Cipher Suites for Routerand TLS
Cipher Suites for HAProxy fields.
Terminating SSL/TLS at the Load Balancer and Gorouter
See also: Providing a Certificate for Your SSL/TLS Termination Point

Using the Ops Manager API &

o Disable HAProxy forwarding of requests to Router over TLS

If you want to:

Use non-encrypted communication between HAProxy and Gorouter, or you are not using HAProxy

Then configure the
following:

1. Select Disable.
2. If you are not using HAProxy, set the number of HAProxy job instancesto 0 onthe Resource Config page. See
Disable Unused Resources.

See also:

o Terminating SSL/TLS at the Gorouter Only
o Terminating SSL/TLS at the Load Balancer Only

13. If you are not using SSL encryption or if you are using self-signed certificates, select Disable SSL certificate verification for this environment.
Selecting this checkbox also disables SSL verification for route services.

Note: For production deployments, Pivotal does not recommend disabling SSL certificate verification.

14. (Optional) If you want HAProxy or the Gorouter to reject any HTTP (non-encrypted) traffic, select the Disable HTTP on HAProxy and Gorouter
checkbox. When selected, HAProxy and Gorouter will not listen on port 80.
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| Disable HTTP on HAProxy and Gorouter

15. (Optional) Select the Disable insecure cookies on the Router checkbox to set the secure flag for cookies generated by the router.

16. (Optional) To disable the addition of Zipkin tracing headers on the Gorouter, deselect theEnable Zipkin tracing headers on the routercheckbox.
Zipkin tracing headers are enabled by default. For more information about using Zipkin trace logging headers, see Zipkin Tracing in HTTP Headers.

17. (Optional) To stop the Router from writing access logs to local disk, deselect the Enable Router to write access logs locally checkbox. You should
consider disabling this checkbox for high traffic deployments since logs may not be rotated fast enough and can fill up the disk.

18. By default, the PAS routers handle traffic for applications deployed to an isolation segment created by the PCF Isolation Segment tile. To configure
the PAS routers to reject requests for applications within isolation segments, select the Routers reject requests for Isolation Segments checkbox.

) Routers reject requests for Isolation Segments

Do not enable this option without deploying
routers for each isolation segment. See the following topics for more information:

o Installing PCF Isolation Segment
o Sharding Routers for Isolation Segments

19. (Optional) By default, Gorouter support for the PROXY protocol is disabled. To enable the PROXY protocol, select Enable support for PROXY
protocol in CF Router. When enabled, client-side load balancers that terminate TLS but do not support HTTP can pass along information from the
originating client. Enabling this option may impact Gorouter performance. For more information about enabling the PROXY protocol in Gorouter,
see the HTTP Header Forwarding sections in the Securing Traffic in Cloud Foundry topic.

20. Inthe Choose whether or not to enable route services section, choose either Enable route services or Disable route services. Route services are a
class of marketplace services that perform filtering or content transformation on application requests and responses. See the Route Services topic
for details.

21. (Optional) If you want to limit the number of app connections to the backend, enter a value in the Max Connections Per Backend field. You can use
this field to prevent a poorly behaving app from all the connections and impacting other apps.

To choose a value for this field, review the peak concurrent connections received by instances of the most popular apps in your deployment. You can
determine the number of concurrent connections for an app from the httpStartStop - event metrics emitted for each app request.

If your deployment uses PCF Metrics, you can also obtain this peak concurrent connection information from Network Metrics . The default value is

Max Connections Per Backend *

0

500 .

22. Enter avalue for Router Max Idle Keepalive Connections See Considerations for Configuring max_idle_connections.

—n;

<img src="images/keepalive.png" alt="Keepalive" /></li>

23. (Optional) To accommodate larger uploads over connections with high latency, increase the number of seconds in the Router Timeout to Backends
field.

24. (Optional) Use the Frontend Idle Timeout for Gorouter and HAProxy field to help prevent connections from your load balancer to Gorouter or
HAProxy from being closed prematurely. The value you enter sets the duration, in seconds, that Gorouter or HAProxy maintains an idle open

connection from a load balancer that supports keep-alive.

In general, set the value higher than your load balancer’s backend idle timeout to avoid the race condition where the load balancer sends a request
before it discovers that Gorouter or HAProxy has closed the connection.

See the following table for specific guidance and exceptions to this rule:

laaS | Guidance

AWS | AWS ELB has a default timeout of 60 seconds, so Pivotal recommends a value greater than 60 .

A By default, Azure load balancer times out at 240 seconds without sending a TCP RST to clients, so as an exception, Pivotal recommends a
zure
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vatuetower tham 240 toforcethetoad batancer tosend the TCPRST:
acp GCP has a default timeout of 600 seconds. For GCP HTTP load balancers, Pivotal recommends a value greater than 600 . For GCP TCP
load balancers, pivotal recommends a value less than 600 to force the load balancer to send a TCP RST.

Other | Set the timeout value to be greater than that of the load balancer’s backend idle timeout.

25. (Optional) Increase the value of Load Balancer Unhealthy Threshold to specify the amount of time, in seconds, that the router continues to accept
connections before shutting down. During this period, healthchecks may report the router as unhealthy, which causes load balancers to failover to
other routers. Set this value to an amount greater than or equal to the maximum time it takes your load balancer to consider a router instance
unhealthy, given contiguous failed healthchecks.

26. (Optional) Modify the value of Load Balancer Healthy Threshold. This field specifies the amount of time, in seconds, to wait until declaring the
Router instance started. This allows an external load balancer time to register the Router instance as healthy.

<img src="images/router_lb_thresholds.png" alt="Router Ib thresholds" /></li>

27. (Optional) If app developers in your organization want certain HTTP headers to appear in their app logs with information from the Gorouter, specify
them in the HTTP Headers to Log field. For example, to support app developers that deploy Spring apps to PCF, you can enter Spring-specific HTTP
headers .

HTTP Headers to Log

28. If you expect requests larger than the default maximum of 16 Kbytes, enter a new value (in bytes) for HAProxy Request Max Buffer Size. You may
need to do this, for example, to support apps that embed a large cookie or query string values in headers.

29. If your PCF deployment uses HAProxy and you want it to receive traffic only from specific sources, use the following fields:

o Protected Domains: Enter a comma-separated list of domains from which PCF can receive traffic.
o Trusted CIDRs: Optionally, enter a space-separated list of CIDRs to limit which IP addresses from the Protected Domains can send traffic to
PCF.

Protected Domains

Trusted CIDRs

30. For Loggregator Port, you must enter 4443 In AWS deployments, port 4443 forwards SSL traffic that supports WebSockets from the ELB. Do not use
the default port of 443

Container Network Interface Plugin®

O sSilk

31. For Container Network Plugin Interface, ensure Silk is selected and review the following fields:
Note: The External option exists to support NSX-T integration for vSphere deployments.

a. (Optional) You can change the value in the Applications Network Maximum Transmission Unit (MTU)field. Pivotal recommends setting the
MTU value for your application network to 1454 . Some configurations, such as networks that use GRE tunnels, may require a smaller MTU
value.

b. (Optional) Enter an IP range for the overlay network in the Overlay Subnet box. If you do not set a custom range, Ops Manager uses

10.255.0.0/16

WARNING: The overlay network IP range must not conflict with any other IP addresses in your network.

c. Entera UDP port number in the VXLAN Tunnel Endpoint Port box. If you do not set a custom port, Ops Manager uses 4789.
d. For Denied logging interval, set the per-second rate limit for packets blocked by either a container-specific networking policy or by
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Application Security Group rules applied across the space, org, or deployment. This field defaultsto 1 .
e. For UDP logging interval, set the per-second rate limit for UDP packets sent and received. This field defaults to 100 .
f. To enable logging for app traffic, select Log traffic for all accepted/denied application packets. See Manage Logging for Container-to-

Container Networking for more information.

<li><p>By default, containers use the same DNS servers as the host. If you want to override the DNS servers to be used in containers, enter a comma-separated list of servers in <strong>DNS Servers<
""><strong>Note</strong>: If your deployment uses BOSH DNS, which is the default, you cannot use this field to override the DNS servers used in containers.</p></p>

.

<p class="note

32. For Database Connection Timeout, set the connection timeout for clients of the policy server and silk databases. The default value is 120 . You may
need to increase this value if your deployment experiences timeout issues related to Container-to-Container Networking.

33. (Optional) TCP Routing is disabled by default. You should enable this feature if your DNS sends TCP traffic through a load balancer rather than
directly to a TCP router. To enable TCP routing:

a. Select Enable TCP Routing
b. For TCP Routing Ports, enter a single port or a range of ports for the load balancer to forward to. If you configured AWS for PCF manually,

enter 1024-1123 which corresponds to the rules you created for pcf-tcp-elb .

= To support multiple TCP routes, Pivotal recommends allocating multiple ports.
m To allocate a list of ports rather than a range:

1. Enter asingle portin the TCP Routing Ports field.
2. After deploying PAS, follow the directions in Configuring a List of TCP Routing Portsto add TCP routing ports using the cf CLI.

c. For AWS, you also need to specify the name of a TCP ELB in the LOAD BALANCER column of TCP Router job of the Resource config screen.

You configure this later on in PAS. For more information, see the Configure Router to Elastic Load Balancertopic.

Enable TCP requests to your apps via specific ports on the TCP router. You will want to configure a load balancer to forward these TCP requests to
the TCP routers. If you do not have a load balancer, then you can also send traffic directly to the TCP router.”

() Select this option if you prefer to enable TCP Routing at a later time

{® Enable TCP Routing

TCP Routing Ports (one-time configuration, if you want to update this value you can via the CFCLI) *

1024-1123

34. (Optional) To disable TCP routing, click Select this option if you prefer to enable TCP Routing at a later time For more information, see the

Configuring TCP Routing in PAS & topic.
35. Click Save

## Step 5: Configure Application Containers
1. Select Application Containers.
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Enable microservice frameworks, private Docker registries, and other services that support your
applications at a container level.

@ Enable Custom Buildpacks

# Allow SS5H access to app containers

Y

Enable S5H when an app is created

Private Docker Insecure Registry Whitelist

B}

Docker Images Disk-Cleanup Scheduling on Cell VMs*®

Mever clean up Cell disk-space
Routinely clean up Cell disk-space

® Clean up disk-space once threshold is reached
Threshold of Disk-Used (MB) (min:1)*

10240

Max Inflight Container Starts *

200

. The Enable Custom Buildpacks checkbox governs the ability to pass a custom buildpack URL to the -b option of the cfpush command. By default,
this ability is enabled, letting developers use custom buildpacks when deploying apps. Disable this option by disabling the checkbox. For more
information about custom buildpacks, refer to the buildpacks ' section of the PCF documentation.

. The Allow SSH access to app containers checkbox controls SSH access to application instances. Enable the checkbox to permit SSH access across
your deployment, and disable it to prevent all SSH access. See the Application SSH Overview topic for information about SSH access permissions at
the space and app scope.

. If you want enable SSH access for new apps by default in spaces that allow SSH, select Enable SSH when an app is created. If you deselect the
checkbox, developers can still enable SSH after pushing their apps by running  cf enable-ssh APP-NAME |

. You can configure Pivotal Application Service (PAS) to run app instances in Docker containers by supplying their IP address range(s) in the Private
Docker Insecure Registry Whitelist textbox. See the Using Docker Registries topic for more information.

. Select your preference for Docker Images Disk-Cleanup Scheduling on Cell VMs. If you choose Clean up disk-space once threshold is reached,
enter a Threshold of Disk-Used in megabytes. For more information about the configuration options and how to configure a threshold, see

Configuring Docker Images Disk-Cleanup Scheduling.

. Enter anumber in the Max Inflight Container Starts textbox. This number configures the maximum number of started instances across the Diego
cells in your deployment. For more information about this feature, see Setting a Maximum Number of Started Containers.

. Under Enabling NFSv3 volume services, select Enable or Disable. NFS volume services allow application developers to bind existing NFS volumes
to their applications for shared file access. For more information, see the Enabling NFS Volume Services topic.

Note: In a clean install, NFSv3 volume services is enabled by default. In an upgrade, NFSv3 volume services is set to the same setting as it
was in the previous deployment.

. (Optional) To configure LDAP for NFSv3 volume services, perform the following steps:
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Enabling NFSv3 volume services will allow application developers to bind existing NFS volumes to their applications for shared file access.

® Enable

LDAP Service Account User

LDAP Service Account Password

LDAP Server Host

LDAP Server Port

LDAF User Fully-Qualified Domain Name

Disable

¥ Enable the GrootFS container image
plugin for Garden RunC

o For LDAP Service Account User, enter the username of the service account in LDAP that will manage volume services.

o For LDAP Service Account Password, enter the password for the service account.

o For LDAP Server Host, enter the hostname or IP address of the LDAP server.

o For LDAP Server Port, enter the LDAP server port number. If you do not specify a port number, Ops Manager uses 389.

o For LDAP User Fully-Qualified Domain Name, enter the fully qualified path to the LDAP service account. For example, if you have a service

accountnamed volume-services thatbelongs to organizational units (OU) named service-accounts and my-company ,and your domain
isnamed domain | the fully qualified path looks like the following:

CN=volume-services,OU=service-accounts,OU=my-company,DC=domain,DC=com

10. By default, PAS manages container images using the GrootFS plugin for Garden-runC. If you experience issues with GrootFS, you can disable the
plugin and use the image plugin built into Garden-runC.

Note: If you modify this setting, Pivotal recommends recreating all VMs in the BOSH Director config. You can do this by selecting the
Recreate all VMs checkbox in the Director Config pane of the BOSH Director tile before you redeploy.

11. You can optionally modify the Default health check timeout The value configured for this field is the amount of time allowed to elapse between
starting up an app and the first healthy response from the app. If the health check does not receive a healthy response within the configured
timeout, then the app is declared unhealthy. The default timeoutis 60 seconds and the maximum configurable timeoutis 600 seconds.

12. Click Save.

## Step 6: Configure Application Developer Controls
1. Select Application Developer Controls.
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Configure restrictions and default settings for applications pushed to Elastic Runtime.

Maximum File Upload Size (MB) ( min: 1024, max: 2048 ) *

1024 B

Default App Memory (MB} ({ min: 64, max: 2048 ) *

1024

Default App Memory Quota per Org (MB) ( min: 10240, max: 102400 ) *

10240

Maximum Disk Quota per App (MB) (min: 512, max: 20480) *

2048

Default Disk Quota per App (MB} ( min: 512, max: 20480 ) *

1024

Default Service Instances Quota per Org ( min: 0, max: 1000 ) *

100

Staging Timeout (Seconds) *

900

—| Allow Space Developers to manage
network policies

2. Enter the Maximum File Upload Size (MB). This is the maximum size of an application upload.

3. Enter the Default App Memory (MB). This is the amount of RAM allocated by default to a newly pushed application if no value is specified with the cf
CLI.

4. Enter the Default App Memory Quota per Org This is the default memory limit for all applications in an org. The specified limit only applies to the
first installation of PAS. After the initial installation, operators can use the cf CLI to change the default value.

5. Enter the Maximum Disk Quota per App (MB). This is the maximum amount of disk allowed per application.

Note: If you allow developers to push large applications, PAS may have trouble placing them on Cells. Additionally, in the event of a system
upgrade or an outage that causes a rolling deploy, larger applications may not successfully re-deploy if there is insufficient disk capacity.
Monitor your deployment to ensure your Cells have sufficient disk to run your applications.

6. Enter the Default Disk Quota per App (MB). This is the amount of disk allocated by default to a newly pushed application if no value is specified with
the cf CLI

7. Enter the Default Service Instances Quota per Org The specified limit only applies to the first installation of PAS. After the initial installation,
operators can use the cf CLI to change the default value .

8. Enter the Staging Timeout (Seconds). When you stage an application droplet with the Cloud Controller, the server times out after the number of
seconds you specify in this field.

9. Select the Allow Space Developers to manage network policiescheckbox to permit developers to manage their own network policies for their
applications.
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10. Click Save.

## Step 7: Review Application Security Groups

Setting appropriate Application Security Groups is critical for a secure deployment. Type X inthe box to acknowledge that once the Pivotal Application
Service (PAS) deployment completes, you will review and set the appropriate application security groups. See Restricting App Access to Internal PCF

Components for instructions.

Elastic Runtime deployment completes.

Type X to acknowledge that you understand this message *

X

Setting appropriate Application Security Groups that control application network policy is the
responsibility of the Elastic Runtime administration team. Please refer to the Application Security Groups
topic in the Pivotal Cloud Foundry documentation for more detail on completing this activity after the

## Step 8: Configure Authentication and Enterprise SSO
1. Select Authentication and Enterprise SSO.

the lifetimes of authentication tokens.

Configure your UAA user account store with either internal or external authentication mechanisms”

® Internal UAA (provided by Elastic Runtime; configure your password policy below)

Minimum Password Length *

0 &

Minimum Uppercase Characters Required for Password *

0

Minimum Lowercase Characters Required for Password *

0

Minimum Mumerical Digits Required for Password *

0

Minimum Special Characters Required for Password *

0

Maximum Password Entry Attempts Allowed *

5

Configure your user store access, which can be an internal user store (managed by
Cloud Foundry's UAA) or an external user store (LDAP or SAML). You can also adjust

2. To authenticate user sign-ons, your deployment can use one of three types of user database: the UAA server’s internal user store, an external SAML

identity provider, or an external LDAP server.

o Touse the internal UAA, select the Internal option and follow the instructions in the Configuring UAA Password Policy topic to configure your

password policy.
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o To connect to an external identity provider through SAML, scroll down to select the SAML Identity Provider option and follow the instructions
inthe Configuring PCF for SAML section of the Configuring Authentication and Enterprise SSO for Pivotal Application Service (PAS) topic.

o To connect to an external LDAP server, scroll down to select the LDAP Server option and follow the instructions in the Configuring LDAP
section of the Configuring Authentication and Enterprise SSO for PAS topic.

3. Click Save.

## Step 9: Configure UAA
1. Select UAA.

2. (Optional) Under JWT Issuer URI, enter the URI that UAA uses as the issuer when generating tokens.

JWT Issuer URI

3. Under SAML Service Provider Credentials, enter a certificate and private key to be used by UAA as a SAML Service Provider for signing outgoing
SAML authentication requests. You can provide an existing certificate and private key from your trusted Certificate Authority or generate a self-
signed certificate. The following domain must be associated with the certificate: *.login. YOUR-SYSTEM-DOMAIN |

Note: The Pivotal Single Sign-On Service and Pivotal Spring Cloud Services tiles require the *.login.YOUR-SYSTEM-DOMAIN |

4. If the private key specified under Service Provider Credentials is password-protected, enter the password under SAML Service Provider Key

SAML Service Provider Credentials *

----- BEGIN CERTIFICATE-—--

Change

SAML Service Provider Key Password

Password.
5. For Signature Algorithm, choose an algorithm from the dropdown menu to use for signed requests and assertions. The default value is SHA256

6. (Optional) In the Apps Manager Access Token Lifetime, Apps Manager Refresh Token Lifetime, Cloud Foundry CLI Access Token Lifetime, and
Cloud Foundry CLI Refresh Token Lifetime fields, change the lifetimes of tokens granted for Apps Manager and Cloud Foundry Command Line
Interface (cf CLI) login access and refresh. Most deployments use the defaults.
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Apps Manager Access Token Lifetime (in seconds) *

1209600

Apps Manager Refresh Token Lifetime (in seconds) *

1209600

Cloud Foundry CLI Access Token Lifetime (in seconds) *

7200

Cloud Foundry CLI Refresh Token Lifetime (in seconds) *

1209600 Set the lifetime of the refresh token for the Cloud Foundry CLI.

Customize Username Label (on login page) *

Email

Customize Password Label {on login page) *

Password

Praxy IPs Regular Expression *

101.4d{1,31\.\d{1,3},.\d{1,3}{192). 1681 \d{1,3}\.\d{1,3}

7. (Optional) Customize the text prompts used for username and password from the cf CLI and Apps Manager login popup by entering values for
Customize Username Label (on login page) and Customize Password Label (on login page).

8. (Optional) The Proxy IPs Regular Expression field contains a pipe-delimited set of regular expressions that UAA considers to be reverse proxy IP
addresses. UAA respects the x-forwarded-for and x-forwarded-proto  headers coming from IP addresses that match these regular expressions. To
configure UAA to respond properly to Gorouter or HAProxy requests coming from a public IP address, append a regular expression or regular
expressions to match the public IP address.

9. You can configure UAA to use the internal MySQL database provided with PCF, or you can configure an external database provider. Follow the
procedures in either the Internal Database Configuration or the External Database Configuration section below.

Note: If you are performing an upgrade, do not modify your existing internal database configuration or you may lose data. You must migrate your
existing data before changing the configuration. See Upgrading Pivotal Cloud Foundry for additional upgrade information, and contact Pivotal

Support & for help.

Internal Database Configuration

When you configure the UAA to use an internal MySQL database, it uses the type of database selected in the Databases pane. See the Configure Internal

Databases section for details.

1. Select Internal MySQL.

Choose the location of your UAA database *

© Internal MySQL (preferred for complete high-availability)
External (preferred if, for example, you use AWS RDS)

Note: If you configure your system databases as external in the Databases pane, selecting Internal MySQL in the UAA pane has no effect.

2. Click Save.

3. Ensure that you complete the “Configure Internal MySQL” step later in this topic to configure high availability and automatic backups for your
internal MySQL databases.
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External Database Configuration

1. From the UAAsection in Pivotal Application Service (PAS), select External.

Choose the location of your UAA database *

Internal MySQL (preferred for complete high-availability)

© External (preferred if, for example, you use AWS RDS)

Hostname *

TCP Port ™

Username *

Password *

2. For Hostname, enter the hostname of the database server.
3. For TCP Port, enter the port of the database server.

4. For User Account and Authentication database username, specify a unique username that can access this specific database on the database
server.

5. For User Account and Authentication database password, specify a password for the provided username.
6. Click Save.

## Step 10: Configure CredHub

Note: Enabling CredHub is not required, but you cannot leave the fields under Encryption Keys blank. Enter any text in the Name and Key fields
as placeholder values if you do not intend to use CredHub.

1. Select CredHub.

2. Choose the location of your CredHub database. PAS includes this CredHub database for services to store their service instance credentials.

Note: You cannot choose Internal for the CredHub database if you choose External for your System Databases. See Configure System
Databases below.
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Configure the CredHub Server

Choose the location of your CredHub database *

© Internal MySQL (preferred for complete high-availability)
External (preferred if, for example, you use Google Cloud SQL)

Encryption Keys

- Key
Name *

Key
Key *
Change

Primary

- Alternate
Name *

Alternate
Key *
Change

| Primary

| Secure Service Instance Credentials

chose External, enter the following:

If you

o Hostname. This is the IP address of your database server.

o TCP Port. This is the port of your database server, such as 3306 .

o Username. This is a unique username that can access your CredHub database on the database server.
o Password. This is the password for the provided username.

o Database CA Certificate. This certificate is used when encrypting traffic to and from the database.

3. Under Encryption Keys, specify a key to use for encrypting and decrypting the values stored in the CredHub database.

o Name: Enter the name of the key.
o Key: Enter a key that is at least 20 characters in length.
o Primary: Select this checkbox to use this key as your primary key.

Note: Ensure that you only mark one key as Primary. The Ul includes an Add button to add more keys to support key rotation. For
more information, see the Rotating Runtime CredHub Encryption Keystopic.

4. If your deployment uses any PCF services that support storing service instance credentials in CredHub and you want to enable this feature, select
the Secure Service Instance Credentials checkbox.

5. Select the Resource Config pane.

6. Under the Job column of the CredHub row, set the number of instances to 2 . This is the minimum instance count required for high availability.
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Note: To use the runtime CredHub feature, you must follow the additional steps in Securing Service Instance Credentials with Runtime CredHub.

## Step 11: Configure System Databases You can configure PAS to use the internal MySQL database provided with PCF, or you can configure an
external database provider for the databases required by PAS.

Note: If you are performing an upgrade, do not modify your existing internal database configuration or you may lose data. You must migrate your
existing data first before changing the configuration. See Upgrading Pivotal Cloud Foundry for additional upgrade information.

### Internal Database Configuration

If you want to use internal databases for your deployment, perform the following steps:

1. Select Databases.

Place the databases used by Elastic Runtime components.

Choose the location of your system databases”

© Internal Databases - MySQL (preferred for complete high-availability)

External Databases (preferred if, for example, you use AWS RDS)

2. Select Internal Databases - MySQL.
3. Click Save.

Then proceed to [Step 12: (Optional) Configure Internal MySQL](#internal-mysql) to configure high availability and automatic backups for your
internal MySQL databases. #i## Create External System Databases

WARNING: Protect whichever database you use in your deployment with a password.

To create your Pivotal Application Service (PAS) databases, follow the procedure below.

Note: Exact configurations depend on your database provider. The following procedure uses AWS RDS as an example.

1. Addthe ubuntu account key pair from your laaS deployment to your local SSH profile so you can access the Ops Manager VM. For example, in AWS,
you add a key pair created in AWS:

$ ssh-add aws-keypair.pem

2. SSHin to your Ops Manager using the Ops Manager FQDN and the username ubuntu :

$ ssh ubuntu@OPS-MANAGER-FQDN

3. Login to your MySQL database instance using the appropriate hostname and user login values configured in your laaS account. For example, to log
in to your AWS RDS instance, run the following MySQL command:

$ mysql --host=RDSHOSTNAME --user=RDSUSERNAME --password=RDSPASSWORD

4. Run the following MySQL commands to create databases for the PAS components that require a relational database:
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CREATE database

CREATE database notifications;
CREATE database autoscale;
CREATE datab: sage
CREATE database routir
CREATE database dieg
CREATE databas

CREATE database nfs
CREATE database networkpolicyserver;
CREATE database s

CREATE database loc!
CREATE database

CREATE database cred

Note: The command CREATE database credhub;  js optional if you have no CredHub instances. By default, CredHub has 0 instances.

5. Type exit to quitthe MySQL client, and exit again to close your connection to the Ops Manager VM.
6. In PAS, select Databases.

7. Select the External Databases option.

Note: If you configure databases as external, you cannot configure an internal database in the UAA pane.

8. For Hostname, enter the hostname of the database server.
9. For TCP Port, enter the port of the database server.
10. Each component that requires a relational database has two corresponding fields: one for the database username and one for the database

password. For each set of fields, specify a unique username that can access this specific database on the database server and a password for the
provided username.

Note: Ensure that the networkpolicyserver database user has the ALL PRIVILEGES permission.
11. Click Save.
## Step 12: (Optional) Configure Internal MySQL
Note: You only need to configure this section if you have selected Internal Databases - MySQL in the Databases section.

1. Select Internal MySQL.

2. Inthe MySQL Proxy IPs field, enter one or more comma-delimited IP addresses that are not in the reserved CIDR range of your network. If a MySQL
node fails, these proxies re-route connections to a healthy node. See the MySQL Proxy Z topic for more information.

Only configure this section if you selected Internal Databases - MySQL in the previous
Databases section.

A proxy tier routes MySQL connections from internal components to healthy cluster nodes. Configure DNS and/or your own load balancer to point to multiple
proxy instances for increased availability. TCP healthchecks can be configured against port 1936.

The automated backups functionality works with any S3-compatible file store that can receive your backup files.

MySQL Proxy IPs

MySQL Service Hostname

3. For MySQL Service Hostname, enter an IP address or hostname for your load balancer. If a MySQL proxy fails, the load balancer re-routes
connections to a healthy proxy. If you leave this field blank, components are configured with the IP address of the first proxy instance entered
above.

© Copyright Pivotal Software Inc, 2013-2018 215

2.0


http://docs.pivotal.io/p-mysql/1-9/proxy.html

[Pivotal

Warning: You must configure a load balancer to achieve complete high-availability.

4. Inthe Replication canary time period field, leave the default of 30 seconds or modify the value based on the needs of your deployment. Lower
numbers cause the canary to run more frequently, which means that the canary reacts more quickly to replication failure but adds load to the
database.

5. Inthe Replication canary read delay field, leave the default of 20 seconds or modify the value based on the needs of your deployment. This field
configures how long the canary waits, in seconds, before verifying that data is replicating across each MySQL node. Clusters under heavy load can
experience a small replication lag as write-sets are committed across the nodes.

6. (Required): In the E-mail address field, enter the email address where the MySQL service sends alerts when the cluster experiences a replication
issue or when a node is not allowed to auto-rejoin the cluster.

7. To prohibit the creation of command line history files on the MySQL nodes, disable the Allow Command History checkbox.

8. To allow the admin and roadmin to connect from any remote host, enable the Allow Remote Admin Access checkbox. When the checkbox is
disabled, admins must boshssh into each MySQL VM to connect as the MySQL super user.

Note: Network configuration and Application Security Groups restrictions may still limit a client’s ability to establish a connection with the
databases.

9. For Cluster Probe Timeout, enter the maximum amount of time, in seconds, that a new node will search for existing cluster nodes. If left blank, the
default value is 10 seconds.

Replication canary time period *

30

Replication canary read delay *

20

E-mail address (required) *

[« Allow Command History

Cluster Probe Timeout

10. For Max Connections, enter the maximum number of connections allowed to the database. If left blank, the default value is 1500.

11. Under Automated Backups Configuration, select Disable automatic backups of MySQL.

WARNING: Pivotal does not support restoring the internal MySQL database from a full backup because it degrades the Galera MySQL
cluster. To backup and restore the internal MySQL database, you must use BOSH Backup and Restore (BBR) . For more information about
this issue, see the following Pivotal Knowledge Base article: Restore from PAS Automated Database Backup is Not Supported in 1.11 and
later &.

12. If you want to log audit events for internal MySQL, select Enable server activity loggingunder Server Activity Logging.

a. Forthe Event types field, you can enter the events you want the MySQL service to log. By default, this field includes connect and query  which
tracks who connects to the system and what queries are processed. For more information, see the Logging Events (Z section of the MariaDB
documentation.
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Server Activity Logging”

Disable server activity logging

© Enable server activity logging

Event types *

connect,guery

Load Balancer Healthy Threshold *

0

Load Balancer Unhealthy Threshold *

0

13. Enter values for the following fields:

o Load Balancer Healthy Threshold: Specifies the amount of time, in seconds, to wait until declaring the MySQL proxy instance started. This
allows an external load balancer time to register the instance as healthy.

o Load Balancer Unhealthy Threshold: Specifies the amount of time, in seconds, that the MySQL proxy continues to accept connections before
shutting down. During this period, the healthcheck reports as unhealthy to cause load balancers to fail over to other proxies. You must enter a
value greater than or equal to the maximum time it takes your load balancer to consider a proxy instance unhealthy, given repeated failed
healthchecks.

14. If you want to enable the MySQL interruptor feature, select the checkbox to Prevent node auto re-join. This feature stops all writes to the MySQL
database if it notices an inconsistency in the dataset between the nodes. For more information, see the Interruptor ' section in the MySQL for PCF
documentation.

15. Click Save.

Step 13: Configure File Storage

Note: If you followed the instructions in Installing PCF on AWS Manually, you created the necessary resources for external S3-compatible file
storage.

To minimize system downtime, Pivotal recommends using highly resilient and redundantexternal filestores for your Pivotal Application Service (PAS) file
storage.

When configuring file storage for the Cloud Controller in PAS, you can select one of the following:

e Internal WebDAV filestore
e External S3-compatible or Ceph-compatible filestore
e External Google Cloud Storage

e External Azure Cloud Storage

For production-level PCF deployments on AWS, Pivotal recommends selecting the External S3-Compatible File Store. For more information about
production-level PCF deployments on AWS, see the Reference Architecture for Pivotal Cloud Foundry on AWS.

For more factors to consider when selecting file storage, see the Considerations for Selecting File Storage in Pivotal Cloud Foundry topic.

Internal Filestore

Internal file storage is only appropriate for small, non-production deployments.
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To use the PCF internal filestore, perform the following steps:
1. Inthe Pivotal Application Service (PAS) tile, select File Storage.

2. Select Internal WebDAV, and click Save.

External S3 or Ceph Filestore
To use an external S3-compatible filestore for your Pivotal Application Service (PAS) file storage, perform the following steps:

1. Inthe PAStile, select File Storage.

2. Select the External S3-Compatible Filestore option and complete the following fields:

o Prepend https:// totheendpoint foryour region and copy it into the Ops Manager URL Endpoint field.
For example, in the us-west-2 region, use https://s3-us-west-2.amazonaws.com/ .
o Enterthe Access Key and Secret Key of the pcf-user you created when configuring AWS for PCF.
o For S3 Signature Version and Region, use the V4 Signature values. AWS recommends using Signature Version 4 (.
o For Region, enter the region in which your S3 buckets are located, such as us-west-2 .
o Select Server-side Encryption (available for AWS S3 only) to encrypt the contents of your S3 filestore.
o Entervalues for the remaining fields as follows:

Ops Manager

Field Value Description
Buildpacks pef-
P buildpacks- This S3 bucket stores app buildpacks.
Bucket Name bucket
Droplets sz'l . This S3 bucket stores app droplets. Pivotal recommends that you use a unique bucket name for
roplets-

Bucket Name bucket droplets, but you can also use the same name as above.

Packages pCf}; This S3 bucket stores app packages. Pivotal recommends that you use a unique bucket name for
packages-

Bucket Name bucket packages, but you can also use the same name as above.

Resources pef- This S3 bucket stores app resources. Pivotal recommends that you use a unique bucket name for app
resources-

Bucket Name bucket resources, but you can also use the same name as above.

3. Click Save.

Note: For more information regarding AWS S3 Signatures, see the Authenticating Requests ' topic in the AWS documentation.

Note: If you want to enable BBR for your PAS tile that uses an S3 compatible blobstore, see S3-Compatible Versioned Blobstores and S3-
Compatible Unversioned Blobstores in Enable External Blobstore Backups.

Other laaS Storage Options

Google Cloud Storageand Azure Storage are also available as file storage options, but are not recommended for typical PCF on AWS installations.

Step 14: (Optional) Configure System Logging
If you forward logging messages to an external Reliable Event Logging Protocol (RELP) server, complete the following steps:

1. Select the System Logging section that is located within your PAS Settings tab.
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@ Assign AZs and Networks Opticnally configure rsyslog to forward platform component logs to an external service. If you do not fill
these fields, platform logs will not be ferwarded but will remain available on the component VMs and for

@ Domains download via Ops Manager.

@ Networking

& Application Containers

& Application Developer Controls

& Application Security Groups
Transport Frotocol

© Authentication and Enterprise 550 N
o Uaa
© CredHub :
e
© Datmbases N X
Syslog Drain Buffer Size (¥ of messages) *
@ Internal MySQL loooo

& File Storage -
Security e

@ System Logging @ Use TCF forfile fio
s

& Custom Branding X
Custom rsyslog Configuration
© Apps Manager

& Emall Notifications A

© App Autoscaler

© Cloud Contoller En

2. Enter the IP address of your syslog server in Address.

3. Enter the port of your syslog server in Port. The default port for a syslog serveris 514 .

Note: The host must be reachable from the PAS network, accept TCP connections, and use the RELP protocol. Ensure your syslog server
listens on external interfaces.

4. Selecta Transport Protocol to use when forwarding logs.

5. If you plan to use TLS encryption when sending logs to the remote server, select Yes when answering the Encrypt syslog using TLS? question.

a. Inthe Permitted Peer field, enter either the name or SHAL fingerprint of the remote peer.
b. Inthe TLS CA Certificate field, enter the TLS CA Certificate for the remote server.

6. Forthe Syslog Drain Buffer Size, enter the number of messages the Doppler server can hold from Metron agents before the server starts to drop
them. See the Loggregator Guide for Cloud Foundry Operatorstopic for more details.

7. If you want to include security events in your log stream, select the Enable Cloud Controller security event logging checkbox. This logs all API
requests, including the endpoint, user, source IP address, and request result, in the Common Event Format (CEF).

8. If you want to transmit logs over TCP, select the Use TCP for file forwarding local transportcheckbox. This prevents log truncation, but may cause
performance issues.

9. If you want to specify a custom syslog rule, enter it in the Custom rsyslog Configuration field in RainerScript & syntax. For more information about
customizing syslog rules, see Customizing Syslog Rules.

10. Click Save.

Step 15: (Optional) Customize Apps

This section describes how to configure Custom Branding and Apps Manager to customize the appearance and functionality of Apps Manager. For more
information about the Custom Branding configuration settings, see Custom Branding Apps Manager.

1. Select Custom Branding. Use this section to configure the text, colors, and images of the interface that developers see when they log in, create an
account, reset their password, or use Apps Manager.
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Company Name

Accent Color

Main Logo {PNGs enly)

Square Logo/Favicon (PNGs cnly)

Footer Text

Defaults to 'Pivatal Software Inc. All rights reserved”

Footer Links
‘You may configure up to three links in the Apps Manager footer

Classification Header/Footer Background Color
Classification Header/Footer Text Color

Classification Header Content

Classification Footer Content

Customize colors, images, and text for Apps Manager and the Cloud Foundry login portal.

2. Click Save to save your settings in this section.

3. Select Apps Manager.
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Configure Apps Manager

[# Enable Invitations

) Display Marketplace Service Plan Prices

Supported currencies as json *

["usd" "§", “eur": "€" }

Product Name

Marketplace Name

Customize Sidebar Links

You may configure up to 10 links in the Apps Manager sidebar

» Marketplace

=b

» Docs

=b

» Tools

4. Select Enable Invitations to enable invitations in Apps Manager. Space Managers can invite new users for a given space, Org Managers can invite
new users for a given org, and Admins can invite new users across all orgs and spaces. See the Inviting New Users section of the Managing User Roles
with Apps Manager topic for more information.

=b

5. Select Display Marketplace Service Plan Prices to display the prices for your services plans in the Marketplace.

6. Enter the Supported currencies as json to appear in the Marketplace. Use the format {"CURRENCY-CODE":"SYMBOL"} | This defaultsto {"usd":"$",
heur": "e"y

7. Use Product Name, Marketplace Name, and Customize Sidebar Linksto configure page names and sidebar links in the Apps Manager and
Marketplace pages.

8. Click Save to save your settings in this section.

Step 16: (Optional) Configure Email Notifications

PAS uses SMTP to send invitations and confirmations to Apps Manager users. You must complete the Email Notifications page if you want to enable end-
user self-registration.
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From Email

i o I B

Address of SMTP Server

s

Port of SMTP Server

2525

SMTP Server Credentials
Re

SMTP Enable Automatic STARTTLS

SMTP Authentication Mechanism®

| Flain

SMTP CRAMMDS secret

Configure Simple Mail Transfer Protocol for the Notifications application to send email
notifications about your deployment. This application is deployed as an errand in Elastic
Runtime. If you do not need this service, leave this section blank and disable the Notifications
and Notifications Ul errands.

1. Select Email Notifications.

2. Enter your reply-to and SMTP email information

3. For SMTP Authentication Mechanism, select None |

4. Click Save.

Note: If you do not configure the SMTP settings using this form, the administrator must create orgs and users using the cf CLI tool. See Creating

and Managing Users with the cf CLI for more information.

Step 17: Configure Cloud Controller

1. Click Cloud Controller.
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Configure the Cloud Controller

Cloud Controller DB Encryption Key

Enabling CF API Rate Limiting will prevent API consumers from overwhelming the platform APl servers. Limits are imposed on a per-user
or per-client basis and reset on an hourly interval. *

D Enable

® Disable

2. Enter your Cloud Controller DB Encryption Key if all of the following are true:

o You deployed Pivotal Application Service (PAS) previously.
o You then stopped PAS or it crashed.
o You are re-deploying PAS with a backup of your Cloud Controller database.

See Backing Up Pivotal Cloud Foundry & for more information.

3. CF API Rate Limiting prevents APl consumers from overwhelming the platform API servers. Limits are imposed on a per-user or per-client basis and

reset on an hourly interval.
To disable CF API Rate Limiting, select Disable under Enable CF API Rate Limiting. To enable CF API Rate Limiting, perform the following steps:

a. Under Enable CF API Rate Limiting, select Enable.
b. For General Limit, enter the number of requests a user or client is allowed to make over an hour interval for all endpoints that do not have a

custom limit. The default valueis 2000 .
c. For Unauthenticated Limit, enter the number of requests an unauthenticated client is allowed to make over an hour interval. The default

valueis 100 .

4. Click Save.

Step 18: Configure Smoke Tests

The Smoke Tests errand runs basic functionality tests against your Pivotal Application Service (PAS) deployment after an installation or update. In this
section, choose where to run smoke tests. In the Errands section, you can choose whether or not to run the Smoke Tests errand.

1. Select Smoke Tests.

2. If you have a shared apps domain, select Temporary space within the system organization, which creates a temporary space within the system
organization for running smoke tests and deletes the space afterwards. Otherwise, select Specified org and space and complete the fields to specify

where you want to run smoke tests.
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Specify a Cloud Foundry organization and space where smoke tests can run if in the
future you delete your Elastic Runtime deployment domains.

Choose where to deploy applications when running the smoke tests *

O Temporary space within the system organization (This is deleted after smoke tests finish.)

@® Specified org and space (The org and space must have a domain available for routing.)

Organization *
Space *

Domain *

3. Click Save.

Step 19: (Optional) Enable Advanced Features

The Advanced Features section of Pivotal Application Service (PAS) includes new functionality that may have certain constraints. Although these features
are fully supported, Pivotal recommends caution when using them in production environments.

Diego Cell Memory and Disk Overcommit

If your apps do not use the full allocation of disk space and memory set in the Resource Config tab, you might want use this feature. These fields control
the amount to overcommit disk and memory resources to each Diego Cell VM.

For example, you might want to use the overcommit if your apps use a small amount of disk and memory capacity compared to the amounts set in the
Resource Config settings for Diego Cell.

Note: Due to the risk of app failure and the deployment-specific nature of disk and memory use, Pivotal has no recommendation about how
much, if any, memory or disk space to overcommit.

To enable overcommit, do the following:

1. Select Advanced Features.

Cell Memory Capacity (MB) (min: 1)
[

Cell Disk Capacity (MB} (min: 1)
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2. Enter the total desired amount of Diego cell memory value in the Cell Memory Capacity (MB) field. Refer to the Diego Cell row in the Resource
Config tab for the current Cell memory capacity settings that this field overrides.

3. Enter the total desired amount of Diego cell disk capacity value in the Cell Disk Capacity (MB) field. Refer to the Diego Cell row in the Resource
Config tab for the current Cell disk capacity settings that this field overrides.

4. Click Save.

Note: Entries made to each of these two fields set the total amount of resources allocated, not the overage.

Whitelist for Non-RFC-1918 Private Networks

Some private networks require extra configuration so that internal file storage (WebDAV) can communicate with other PCF processes.

The Whitelist for non-RFC-1918 Private Networks field is provided for deployments that use a non-RFC 1918 private network. This is typically a private
network other than 10.0.0.0/8 , 172.16.0.0/12 ,0r 192.168.0.0/16 .

Most PCF deployments do not require any modifications to this field.
To add your private network to the whitelist, do the following:
1. Select Advanced Features.

2. Append anew allow rule to the existing contents of the Whitelist for non-RFC-1918 Private Networks field.

Whitelist for non-RFC-1918 Private Networks *

allow 10.0.0.0/8;,allow 172.16.0.0/12;,allow . If your Elastic Runtime deployment is using a private network that is not RFC 1918 (10.0.0.0/8, 172.16.0.0/12,
192.168.0.0/16), then you must type in "allow <your-network=;" here. It is important to include the word
"allow" and the semi-colon at the end. For example, "allow 172.99.0.0/24;"

Include the
word allow | the network CIDR range to allow, and a semi-colon ( : ) at the end. For example: allow 172.99.0.0/24;

3. Click Save.

CF CLI Connection Timeout

The CF CLI Connection Timeout field allows you to override the default five second timeout of the Cloud Foundry Command Line Interface (cf CLI) used
within your PCF deployment. This timeout affects the cf CLI command used to push PAS errand apps such as Notifications, Autoscaler, and Apps Manager.

Set the value of this field to a higher value, in seconds, if you are experiencing domain name resolution timeouts when pushing errands in PAS.
To modify the value of the CF CLI Connection Timeout, perform the following steps:

1. Select Advanced Features.

CF CLI Connection Timeout

15

2. Add avalue, in seconds, to the CF CLI Connection Timeout field.

3. Click Save.

Step 20: Configure Errands

Errands are scripts that Ops Manager runs automatically when it installs or uninstalls a product, such as a new version of Pivotal Application Service
(PAS). There are two types of errands: post-deploy errands run after the product is installed, and pre-delete errands run before the product in uninstalled.

By default, Ops Manager always runs pre-delete errands, and only runs post-deploy errands when the product has changed since the last time Ops
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Manager installed something. In PAS, the Smoke Test Errand defaults to always run.

The PAS tile Errands pane lets you change these run rules. For each errand, you can select On to run it always, Off to never run it, or When Changed to
run it only when the product has changed since the last install.

For more information about how Ops Manager manages errands, see the Managing Errands in Ops Manager topic.

Note: Several errands deploy apps that provide services for your deployment, such as Autoscaling and Notifications. Once one of these apps is
running, selecting Off for the corresponding errand on a subsequent installation does not stop the app.

Errands

Errands are scripts that run at designated points during an installation.

Post-Deploy Errands

Smoke Test Errand Runs Smoke Tests against your Elastic Runtime installation
Default (On) >

Usage Service Errand Pushes the Pivotal Usage Service application to your Elastic Runtime installation. Pivotal Apps Manager depends on this application.
Default (On) A,

Apps Manager Errand Pushes the Pivotal Apps Manager application to your Elastic Runtime installation
Default (On) =

Notifications Errand Pushes the Pivotal Notifications application to your Elastic Runtime installation
Default (On) >

Motifications Ul Errand Pushes the Notifications Ul component to your Elastic Runtime installation
Default (On) =

Pivotal Account Errand Pushes the Pivotal Account application to your Elastic Runtime installation
Default (On) ~

Autoscaling Errand Pushes the Pivotal App Autoscaling application to your Elastic Runtime installation
Default (On) L]

Autoscaling Registration Errand Registers the Autoscaling Service Broker
Default (On) =

NFS Broker Errand Pushes the NFS Broker application to your Elastic Runtime installation
Default (On) -

There are no pre-delete errands for this product.

-

e Smoke Test Errand verifies that your deployment can do the following:

o Push, scale, and delete apps
o Create and delete orgs and spaces

e Usage Service Errand deploys the Pivotal Usage Service application, which Apps Manager depends on.

e Apps Manager Errand deploys Apps Manager, a dashboard for managing apps, services, orgs, users, and spaces. Until you deploy Apps Manager, you
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must perform these functions through the cf CLI. After Apps Manager has been deployed, Pivotal recommends deselecting the checkbox for this errand
on subsequent PAS deployments. For more information about Apps Manager, see the Getting Started with the Apps Manager topic.

e Notifications Errand deploys an API for sending email notifications to your PCF platform users.

Note: The Notifications app requires that you configure SMTP with a username and password, even if you set the value of SMTP
Authentication Mechanism to none

e Notifications Ul Errand deploys a dashboard for users to manage notification subscriptions.

e Pivotal Account Errand deploys Pivotal Account, a dashboard that allows users to create and manage their accounts. In the Pivotal Account
dashboard, users can launch applications, manage their profiles, manage account security, manage notifications, and manage approvals. See the
Enabling Pivotal Account & topic for more information.

e Autoscaling Errand enables you to configure your apps to automatically scale in response to changes in their usage load. See the Scaling an
Application Using Autoscaler topic for more information.

e Autoscaling Registration Errand makes the Autoscaling service available to your applications. Without this errand, you cannot bind the Autoscaling
app to your apps.

e NFS Broker Errand enables you to use NFS Volume Services by installing the NFS Broker app in PAS. See the Enabling NFS Volume Services topic for
more information.

Step 21: (Optional) Disable Unused Resources

Note: The Resource Config pane has fewer VMs if you are installing the Small Footprint Runtime.

Note: The Small Footprint Runtime does not default to a highly available configuration. It defaults to the minimum configuration. If you want to
make the Small Footprint Runtime highly available, scale the Compute, Router, and Database VMsto 3 instances and scale the Control VM to
2 instances.

Pivotal Application Service (PAS) defaults to a highly available resource configuration. However, you may need to perform additional procedures to make
your deployment highly available. See the Zero Downtime Deployment and Scaling in CF and the Scaling Instances in PAS topics for more information.

If you do not want a highly available resource configuration, you must scale down your instances manually by navigating to the Resource Config section
and using the drop-down menus under Instances for each job.

By default, PAS also uses an internal filestore and internal databases. If you configure PAS to use external resources, you can disable the corresponding
system-provided resources in Ops Manager to reduce costs and administrative overhead.

Complete the following procedures to disable specific VMs in Ops Manager:
1. Click Resource Config.
2. If you configured PAS to use an external S3-compatible filestore, enter 0 in Instances in the File Storage field.

3. If you selected External when configuring the UAA, System, and CredHub databases, edit the following fields:

o MySQL Proxy: Enter 0 in Instances.

o MySQL Server: Enter 0 in Instances.

o MySQL Monitor: Enter 0 in Instances.

o Backup Prepare Node: Enter 0 in Instances.

4. If you disabled TCP routing, enter 0 Instances in the TCP Router field.
5. If you are not using HAProxy, enter 0 Instances in the HAProxy field.

6. Click Save.

Step 22: Configure Router to Elastic Load Balancers

1. Record the names of your ELBs. If you followed the procedures in the Installing PCF on AWS Manually topic, you created the following:

o pcf-ssh-elb : A SSH load balancer
o pcf-web-elb :Aweb load balancer
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o pcf-tcp-elb : A TCP load balancer
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2. Inthe PAS tile, click Resource Config.

3. Enter the name of your SSH load balancer depending on which release you are using. You can specify multiple load balancers by entering the names
separated by commas.

o PAS:Inthe ELB Name field of the Diego Brain row, enter the name of your SSH load balancer: pcf-ssh-elb .
o Small Footprint Runtime: In the ELB Name field of the Control row, enter the name of your SSH load balancer: pcf-ssh-elb .

4. Inthe ELB Name field of the Router row, enter the name of your web load balancer: pcf-web-elb _ You can specify multiple load balancers by
entering the names separated by commas.

Note: If you are using HAProxy in your deployment, then put the name of the load balancers in the ELB Name field of the HAProxy row
instead of the Router row. For a high availability configuration, scale up the HAProxy job to more than one instance.

5. Inthe ELB Name field of the TCP Router row, enter the name of your TCP load balancer if you enabled TCP routing: pef-tep-elb _ You can specify
multiple load balancers by entering the names separated by commas.

Step 23: Download Stemcell
This step is only required if your Ops Manager does not already have the stemcell version required by PAS.
1. Select Stemcell.
2. Loginto the Pivotal Network ' and click on Stemcells.
3. Download the appropriate stemcell version targeted for your laaS.

4. In Ops Manager, import the downloaded stemcell -tz file.
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Stemcell

A stemcell is a template from which Ops Manager creates the VMs needed for a wide variety of
components and products.

cf requires BOSH stemcell version 3262 ubuntu-trusty

+ Using bosh-stemcell-3262.4-vsphere-esxi-ubuntu-trusty-go_agent.tgz

Step 24: Complete the PAS Installation

1. Click the Installation Dashboard link to return to the Installation Dashboard.

2. Click Apply Changes to begin your installation of PAS.

The install process generally requires a minimum of 90 minutes to complete. The image shows the Changes Applied window that displays when the
installation process successfully completes.

@ Changes Applied

Ops Manager Director was successfully installed.
We recommend that you export a backup ofthis installation from the actions menu.

Return to Installation Dashboard
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Installing PCF on AWS using Terraform

Complete the following procedures to install Pivotal Cloud Foundry (PCF) on Amazon Web Services (AWS) using Terraform:
1. Preparing to Deploy PCF on AWS (Terraform)
2. Configuring Ops Manager Director on AWS (Terraform)
3. (Optional) Installing the PCF IPsec Add-On &

4. Deploying PAS on AWS (Terraform)
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Preparing to Deploy PCF on AWS Using Terraform
Page last updated:

This guide describes the preparation steps required to install Pivotal Cloud Foundry (PCF) on Amazon Web Services (AWS) using Terraform templates.

The Terraform template for PCF on AWS describes a set of AWS resources and properties. For more information about how Terraform creates resources in
AWS, see the AWS Provider Z topic on the Terraform site.

You may also find it helpful to review different deployment options in the Reference Architecture for Pivotal Cloud Foundry on AWS.

Prerequisites

In addition to fulfilling the prerequisites listed in the Installing Pivotal Cloud Foundry on AWS topic, ensure you have the following:

e The Terraform CLI &

e Inyour AWS project, ensure you have an IAM user with the following permissions:

o AmazonEC2FullAccess

o AmazonRDSFullAccess

o AmazonRoute53FullAccess

o AmazonS3FullAccess

o AmazonVPCFullAccess

o |AMFullAccess

o AWSKeyManagementServicePowerUser

Step 1: Download and Edit the Terraform Variables File

Before you can run Terraform commands to create infrastructure resources, you must fill out a template variables file.
1. Navigate to the Pivotal Application Service (PAS) release on Pivotal Network 2.
2. Download the AWS Terraform zip file.
3. Extract the contents of the zip file and move the folder to the workspace directory on your local machine.
4. From a terminal window, navigate to the folder:

$ cd ~/workspace/TERRAFORMING-AWS-FOLDER

5. Create a new file named terraform.tfvars

$ touch terraform.tfvars

6. Open the terraform.tfvars file and paste in the following contents:
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env_name ="YOUR-ENVIRONMENT-NAME"
access_key ="YOUR-ACCESS-KEY"
secret_key ="YOUR-SECRET-KEY"

region ="YOUR-AWS-REGION"

availability zones = ["YOUR-AZ-1", "YOUR-AZ-2", "YOUR-AZ-3"]

ops_manager ami = "YOUR-OPS-MAN-IMAGE-AMI"

dns_suffix ="YOUR-DNS-SUFFIX"

ssl_cert = <<SSL_CERT

SSL_CERT
ssl_private_key = <<SSL_KEY
YOUR-PRIVATE-KEY

----- END EXAMPLE RSA PRIVATE KEY-----
SSL_KEY

7. Edit the values in the file according to the table below:

Value to replace

Guidance

YOUR-ENVIRONMENT-NAME

Enter a name to use to identify resources in AWS. Terraform prepends the names of the
resources it creates with this environment name. Example: pcf .

YOUR-ACCESS-KEY

Enter your AWS Access Key ID of the AWS project in which you want Terraform to create
resources.

YOUR-SECRET-KEY

Enter your AWS Secret Access Key of the AWS project in which you want Terraform to create
resources.

YOUR-AWS-REGION

Enter the name of the AWS region in which you want Terraform to create resources. Example:

us-centrall .

YOUR-AZ-1
YOUR-AZ-2
YOUR-AZ-3

Enter three availability zones from your region. Example: us-central-la , us-central-1b ,

us-central-lc .

YOUR-OPS-MAN-IMAGE-AMI

Enter the source code for the Ops Manager Amazon Machine Image (AMI) you want to boot.
You can find this code in the PDF included with the Ops Manager release on Pivotal Network
.

If you want to encrypt your Ops Manager VM, create an encrypted AMI copy from the AWS EC2
dashboard and enter the source code for the coped Ops Manager image instead. For more
information about copying an AMI, see step 9 of Launch an Ops Manager AMI in the manual
AWS configuration topic.

YOUR-DNS-SUFFIX

Enter a domain name to use as part of the system domain for your PCF deployment.
Terraform creates DNS records in AWS using YOUR-ENVIRONMENT-NAME and
YOUR-DNS-SUFFIX . Forexample, if you enter example.com foryour DNS suffix and have

pcf asyour environment name, Terraform will create DNS records at pcf.example.com .

YOUR-CERTIFICATE

Enter a certificate to use for HTTP load balancing. For production environments, use a
certificate from a Certificate Authority (CA). For test environments, you can use a self-signed
certificate.

Your certificate must specify your system domain as the common name. Your system domain
is YOUR-ENVIRONMENT-NAME.YOUR-DNS-SUFFIX

It also must include the following subdomains: *sys.YOUR-SYSTEM-DOMAIN | *.login.sys.YOUR-
SYSTEM-DOMAIN | *uaa.sys.YOUR-SYSTEM-DOMAIN | *.apps.YOUR-SYSTEM-DOMAIN

YOUR-PRIVATE-KEY

Enter a private key for the certificate you entered.

Step 2: Add Optional Variables

Complete this step if you want to do any of the following:

e Use an RDS for your deployment

© Copyright Pivotal Software Inc, 2013-2018 232

2.0


https://network.pivotal.io/

[Pivotal

e Deploy the Isolation Segment tile

Inyour terraform.tfvars file, specify the appropriate variables from the sections below.

Note: You can see the configurable options by opening the variables.tf file and looking for variables with default values.

Isolation Segments

If you plan to deploy the Isolation Segment tile, add the following variables to your terraform.tfvars file, replacing YOUR-CERTIFICATE and
YOUR-PRIVATE-KEY with a certificate and private key. This causes terraform to create an additional HTTP load balancer across three availability zones to
use for the Isolation Segment tile.

create_isoseg_resources = 1

iso_seg_ssl_cert =<<ISO_SEG_SSL_CERT

ISO_SEG_SSL_CERT

iso_seg_ssl_cert_private_key = <<ISO_SEG_SSL KEY

ISO_SEG_SSL_KEY

RDS

1. If you want to use an RDS for Ops Manager and PAS, add the following to your terraform.tfvars - fjle:

rds_instance_count = 1

2. If you want to specify a username for RDS authentication, add the following variable to your terraform.tfvars _ file,

rds_db_username = username

Step 3: Create AWS Resources with Terraform
Follow these steps to use the Terraform CLI to create resources on AWS:

1. From the directory that contains the Terraform files, run terraform init to jnitialize the directory based on the information you specified in the

terraform.tfvars  fjle,

$ terraform init

2. Run terraform plan -out=plan to create the execution plan for Terraform.

$ terraform plan -out=plan

3. Run terraform apply plan  to execute the plan from the previous step. It may take several minutes for Terraform to create all the resources in AWS.

$ terraform apply plan

Step 4: Create DNS Record

1. In a browser, navigate to the DNS provider for the DNS suffix you entered in your terraform.tfvars  fjle,

2. Create a new NS (Name server) record for your PCF system domain. Your system domain is YOUR-ENVIRONMENT-NAME.YOUR-DNS-SUFFIX |
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3. Inthis record, enter the name servers included in env_dns_zone name_servers from your Terraform output.

What to Do Next

Proceed to the next step in the deployment, Configuring BOSH Director on AWS Using Terraform.

© Copyright Pivotal Software Inc, 2013-2018 234

2.0



[Pivotal

Configuring Ops Manager Director on AWS Using Terraform

Page last updated:

This topic describes how to configure the Ops Manager Director for Pivotal Cloud Foundry (PCF) on Amazon Web Services (AWS) after Preparing to Deploy
PCF on AWS Using Terraform.

Note: You can also perform the procedures in this topic using the Ops Manager API. For more information, see the Using the Ops Manager API
topic.

Prerequisite

To complete the procedures in this topic, you must have access to the output from when you ran terraform apply to create resources for this deployment.
You can view this output at any time by running terraform output . You use the values in your Terraform output to configure the Ops Manager Director tile.

Step 1: Access Ops Manager

Note: For security, Ops Manager v1.7 and later require that you log in using a fully qualified domain name.

1. In aweb browser, navigate to the fully qualified domain name (FQDN) of the Ops Manager director. Use the ops_manager_dns value from running

terraform output

2. When Ops Manager starts for the first time, you must choose one of the following:

o Use an Identity Provider: If you use an Identity Provider, an external identity server maintains your user database.
o Internal Authentication: If you use Internal Authentication, PCF maintains your user database.

Pivotal

Welcome to Ops Manager

Select an Authentication System

Usa an ldentity Provider

Upgrading Ops Manager?

Impart Existing Installation

Use an Identity Provider (IdP)

1. Loginto your IdP console and download the IdP metadata XML. Optionally, if your IdP supports metadata URL, you can copy the metadata URL
instead of the XML.
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2. Copy the IdP metadata XML or URL to the Ops Manager Use an Identity Providerlog in page.

Note: The same IdP metadata URL or XML is applied for the Ops Manager Director. If you use a separate IdP for BOSH, copy the metadata

Pivotal

Use an Identity Provider

https.//dev-
S5 .oktapreview.com/app/cmisimmiesiS
Wi T /sso/saml/metadata

XML or URL from that IdP and enter it into the BOSH IdP Metadata text box in the Ops Manager log in page.

3. Entervalues for the fields listed below. Failure to provide values in these fields resultsin a 500 error.

o SAML admin group: Enter the name of the SAML group that contains all Ops Manager administrators.
o SAML groups attribute: Enter the groups attribute tag name with which you configured the SAML server.

4. Enter your Decryption passphrase. Read the End User License Agreement, and select the checkbox to accept the terms.

5. Your Ops Manager log in page appears. Enter your username and password. Click Login.

6. Download your SAML Service Provider metadata (SAML Relying Party metadata) by navigating to the following URLs:

o 5a.Ops Manager SAML service provider metadata: https://OPS-MAN-FQDN:443/uaa/saml/metadata
o 5b. Ops Manager Director SAML service provider metadata: https://OPS-MANAGER-IP-ADDRESS:8443/saml/metadata

Note: To retrieve your OPS-MANAGER-IP-ADDRESS 'navigate to the Status tab in the Ops Manager Director tile. Record the Ops Manager

Director IP address.

7. Configure your IdP with your SAML Service Provider metadata. Import the Ops Manager SAML provider metadata from Step 5a above to your IdP. If

your IdP does not support importing, provide the values below.

o Single sign on URL: https://OPS-MAN-FQDN:443/uaa/saml/SS0/alias/OPS-MAN-FQDN

o Audience URI (SP Entity ID): https://OP-MAN-FQDN:443/uaa
Name ID: Email Address
SAML authentication requests are always signed

o

o

8. Import the Ops Manager Director SAML provider metadata from Step 5b to your IdP. If the IdP does not support an import, provide the values below.

o Single sign on URL: https://OPS-MANAGER-IP-ADDRESS:8443/saml/SS0/alias/OPS-MANAGER-IP-ADDRESS

o Audience URI (SP Entity ID): https://OPS-MANAGER-IP-ADDRESS:8443

Name ID: Email Address
SAML authentication requests are always signed

o

o

9. Return to the Ops Manager Director tile and continue with the configuration steps below.

Note: For an example of how to configure SAML integration between Ops Manager and your IdP, see the Configuring Active Directory Federation

Services as an Identity Provider topic.

Internal Authentication

1. When redirected to the Internal Authentication page, you must complete the following steps:
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o Entera Username, Password, and Password confirmation to create an Admin user.

o Entera Decryption passphrase and the Decryption passphrase confirmation. This passphrase encrypts the Ops Manager datastore, and is not
recoverable if lost.

o Ifyou are usingan HTTP proxy or HTTPS proxy, follow the instructions in the Configuring Proxy Settings for the BOSH CPI ' topic.

o Read the End User License Agreement, and select the checkbox to accept the terms.

o Click Setup Authentication.

Pivotal

Internal Authenticatian

| agrea 1o the terms and coaditions of
e End Usarlicnge Agraernen

2. Login to Ops Manager with the Admin username and password that you created in the previous step.

Welcome!

‘ Email wes|

Yassword

Step 2: AWS Config Page

1. Click the Ops Manager Director tile.

__Wmijgpowered by
fiframazon
i1 webservices

Ops Manager Director

2. Select AWS Configto open the AWS Management Console Config page.
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P PCF Ops Manager

€ iratallazion Dashboaed
Ops Manager Director

© AWS Config AWS Management Console Config

us-east:1

3. Select Use AWS Keysor Use AWS Instance Profile.
o If you choose to use AWS keys, complete the following fields:

m  Access Key ID: Enter the value of ops_manager iam user access_key from the Terraform output.
= AWS Secret Key: Enter the value of ops_manager iam user_ secret_access_key from the Terraform output.

o If you choose to use an AWS instance profile, enter the name of your AWS Identity and Access Management (IAM) profile.

4. Complete the remainder of the AWS Management Console Config page with the following information.

o VPCID: Enter the value of vpc_id from the Terraform output.

o Security Group ID: Enter the value of vms_security group_id from the Terraform output.

o Key Pair Name: Enter the value of ops_manager_ssh_public_key name from the Terraform output.

o SSH Private Key: Run terraform output toview thevalue of ops_manager ssh private key and enteritinto this field.

ops_manager_ssh_private_key isa sensitive value and does notdisplay whenyourun terraform apply .

o Region: Select the region where you deployed Ops Manager.

o Encrypt EBS Volumes: Select this checkbox to enable full encryption on persistent disks of all BOSH-deployed virtual machines (VMs), except
for the Ops Manager VM and Director VM. See the Configuring Amazon EBS Encryption topic for details about using Elastic Block Store (EBS)
encryption.

Note: Enabling EBS encryption only encrypts Linux VMs. The Windows VMs deployed with Pivotal Application Service (PAS) for
Windows or PAS for Windows 2012R2 are not encrypted.

= Custom Encryption Key (Optional) Once you enable EBS encryption, you may want to specify a custom Key Management Service (KMS)
encryption key. If you don’t enter a value, your custom encryption key will default to the account key. For more information, see
Configuring Amazon EBS Encryption.

5. Click Save.
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Step 3: Director Config Page

1. Select Director Config to open the Director Config page.

Director Config

NTP Servers (comma delimited)”

0.amazon.pool.npt.org, l.amazon.pool.ntp.

JMX Provider IP Address

Bosh HM Forwarder IP Address

| Enable VM Resurrector Plugin
| Enable Post Deploy Scripts

~| Recreate all VMs

This will force BOSH to recreate all VMs on the next deploy. Persistent disk will be preserved

| Enable bosh deploy retries

This will attempt to re-deploy a failed deployment up to 5 times.

~| Keep Unreachable Director VMs

2. Enter at least two of the following NTP servers in the NTP Servers (comma delimited) field, separated by a comma:

0.amazon.pool.ntp.org,1.amazon.pool.ntp.org,2.amazon.pool.ntp.org,3.amazon.pool.ntp.org

Note: The NTP server configuration only updates after VM recreation. Ensure that you select the Recreate all VMs checkbox if you modify
the value of this field.

3. Leave the JMX Provider IP Address field blank.

Note: Starting from PCF v2.0, BOSH-reported component metrics are available in the Loggregator Firehose by default. Therefore, if you
continue to use PCF JMX Bridge for consuming them outside of the Firehose, you may receive duplicate data. To prevent this, leave the JMX
Provider IP Address field blank. For additional guidance, see BOSH System Metrics Available in Loggregator Firehose .

4. Leave the Bosh HM Forwarder IP Address field blank.

Note: Starting from PCF v2.0, BOSH-reported component metrics are available in the Loggregator Firehose by default. Therefore, if you
continue to use the BOSH HM Forwarder for consuming them, you may receive duplicate data. To prevent this, leave the Bosh HM
Forwarder IP Address field blank. For additional guidance, see BOSH System Metrics Available in Loggregator Firehose .

5. Select the Enable VM Resurrector Plugin checkbox to enable the Ops Manager Resurrector functionality and increase Pivotal Application Service
(PAS) availability.

6. Select Enable Post Deploy Scripts to run a post-deploy script after deployment. This script allows the job to execute additional commands against a
deployment.

7. Select Recreate all VMs to force BOSH to recreate all VMs on the next deploy. This process does not destroy any persistent disk data.
8. Select Enable bosh deploy retries if you want Ops Manager to retry failed BOSH operations up to five times.
9. Select Keep Unreachable Director VMs if you want to preserve Ops Manager Director VMs after a failed deployment for troubleshooting purposes.

10. Select HM Pager Duty Plugin to enable Health Monitor integration with PagerDuty.
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@ HM Pager Duty Plugin

Service Key™

YOUR-PAGERDUTY-SERVICE-KEY

HTTP Proxy

YOUR-HTTP-PROXY

o Service Key: Enter your API service key from PagerDuty.
o HTTP Proxy: Enter an HTTP proxy for use with PagerDuty.

11. Select HM Email Plugin to enable Health Monitor integration with email.

# HM Email Plugin

Host®

smtp.example.com

Port*

5

Comain®

cloudfoundry.example.com

From*

userz@example.ooﬂ

Recipients”
usar ple.com, usarl ple.cam
Username
user
Password
# Enable TLS

o Host: Enter your email hostname.

o Port: Enter your email port number.

o Domain: Enter your domain.

o From: Enter the address for the sender.

o Recipients: Enter comma-separated addresses of intended recipients.
o Username: Enter the username for your email server.

o Password: Enter the password for your email server.

o Enable TLS: Select this checkbox to enable Transport Layer Security.

12. For Blobstore Location, select S3 Compatible Blobstore and complete the following steps:
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Blobstore Location
) Internal

@® S3 Compatible Blobstore

53 Endpoint”

https:f/s3-us-west-2.amazonaws.com

Bucket Name®

pc P r

Access Key*

AR SRR R R

Secret Key®

Change

@® V2 Signature

O V4 Signature

a. In abrowser, reference the Amazon Simple Storage Service (Amazon S3) table Z, and find the region for your AWS account.

b. Prepend https:// tothe Endpointforyourregion, and copy it into the Ops Manager S3 Endpoint field. For example, in the us-west-2
region, enter https://s3-us-west-2.amazonaws.com into the field.

c. Complete the following fields:

= Bucket Name: Enter the value of ops_manager bucket from the Terraform output.
= Access Key ID: Enter the value of ops_manager iam user access_key from the Terraform output.
= AWS Secret Key: Enter the value of ops_manager iam user_ secret_access_key from the Terraform output.

d. Select V2 Signature or V4 Signature. If you select V4 Signature, enter your Region.

Note: AWS recommends using Signature Version 4 when possible. For more information about AWS S3 Signatures, see the AWS
Authenticating Requests &' documentation.

13. For Database Location, if you choose to configure an external MySQL database with Amazon Relational Database Service (RDS) or another service,
select External MySQL Database and complete the fields below. Otherwise, select Internal. For more information about creating a RDS MySQL
instance, see Creating a MySQL DB Instance Z'in the AWS documentation.

o Host: Enter the value of your host.

o Port: Enter your port number. For example, 3306 .
o Username: Enter your username.

o Password: Enter your password.

o Database: Enter your database name.

14. (Optional) Director Workers sets the number of workers available to execute Director tasks. This field defaults to 5 .

15. (Optional) Max Threads sets the maximum number of threads that the Ops Manager Director can run simultaneously. Pivotal recommends that you
leave the field blank to use the default value, unless doing so results in rate limiting or errors on your laaS.

16. (Optional) To add a custom URL for your Ops Manager Director, enter a valid hostname in Director Hostname. You can also use this field to
configure a load balancer in front of your Ops Manager Director. For more information, see How to set up a load balancer in front of Ops Manager
Director Z'in the Pivotal Knowledge Base.

WARNING: In Ops Manager v2.0.25 and earlier, if you change the Director Hostname after your initial deployment, VMs become unavailable.
This causes PCF downtime. To restore VM availability, enable Recreate All VMs and redeploy. This issue is resolved in Ops Manager v2.0.26
and later.
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17. (Optional) Enter your list of comma-separated Excluded Recursors to declare which IP addresses and ports should not be used by the DNS server.

18. (Optional) To disable BOSH DNS, select the Disable BOSH DNS server for troubleshooting purposes checkbox. For more information about the
BOSH DNS service discovery mechanism, see BOSH DNS Service Discovery for Application Containers Z in the PAS Release Notes.

¢S Breaking Change: Do not disable BOSH DNS without consulting Pivotal Support. For more information about disabling BOSH DNS, see
Disabling or Opting Out of BOSH DNS in PCF & in the Pivotal Knowledge Base.

19. (Optional) To set a custom banner that users see when logging in to the Director using SSH, enter text in the Custom SSH Banner field.

| Disable BOSH DNS server for
troubleshooting purposes

Custom 55H Banner

20. Click Save.

Note: For more information about AWS S3 Signatures, see the AWS Authenticating Requests Z' documentation.

Step 4: Create Availability Zones Page

1. Select Create Availability Zones.

Create Availability Zones

Availability Zones

¥ us-west-1c
Amazon Availability Zone®

us-west-1c

2. Use the following steps to create three Availability Zones for your apps to use:

The Amazon Availability Zone name (ex: 'us-east-1b')

a. Click Add three times.

b. For Amazon Availability Zone, enter the values corresponding to the key management_subnet_availability zones from the Terraform
output.

c. Click Save.

Step 5: Create Networks Page

1. Select Create Networks.
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Create Networks

Warning: Pivotal recommends keeping the IP settings throughout the life of your installation. Ops Manager may prevent you from changing them in the future.
Contact Pivotal support for help completing such a change.

Verification Settings
—| Enable ICMP checks

Networks

One or many |P ranges upon which your products will be deployed

Name*

docs-exploration-management-network

Subnets

VPC Subnet ID*

subnet-fab4bdge

CIDR”

10.0.16.0/28 Avalid CIDR block in which to deploy VMs, e.g. '10.9.9.0/24'

Reserved IP Ranges

10.0.16.0-10.0.16.4

DNS*

10.0.00.2

Gateway”

10.0.16.1

Availability Zones®
© us-west-2a
~us-west-2b

us-west-2¢c

2. (Optional) Select Enable ICMP checks to enable ICMP on your networks. Ops Manager uses ICMP checks to confirm that components within your
network are reachable.

3. Perform the following steps to add the network configuration you created for your VPC:

a. Click Add Network.
b. For Name, enter pcf-management-network .
c. Create a subnet for each availability zone by clicking Add Subnet. Refer to the table below for the information required to create all three

subnets:
VPC Subnet ID CIDR Reserved [P DNS Gateway | Availability Zones
Ranges
. The first value of
The first value of 10.0.
5 10.0.16.0- . 10.0. management_ subnet availability zon
management_subnet_ids from the 16.0/ 10.0.0.2 - - -
= = 28 10.0.16.4 16.1 es
Terraform output.
P from the Terraform output.
The second value of
The second value of 10.0. 10.0.16.16
5 . 10.0. management_ subnet availability zon
management subnet_ids from the 16.16 = 10.0.0.2 16.17 - - -
. es
Terraform output. /2e 1000628
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The third value of
management subnet_ids from the

Terraform output.

10.0.
16.32
/28

10.0.16.32

10.0.16.36

10.0.0.2 *

10.0.
16.33

from the Terraform output.
The third value of

management_subnet_availability zon
es

from the Terraform output.

* If you set a VPC CIDR other than recommended, enter the second IP in your VPC CIDR. For example, for a 10.0.0.0/24  VPC CIDR, enter 10.0.0.2

in each subnet.

d. Click Add Network.
e. For Name, enter pcf-pas-network .
f. Create a subnet for each availability zone by clicking Add Subnet. Refer to the table below for the information required to create all three
subnets:
VPC Subnet ID CIDR Reserved [P DNS Gateway | Availability Zones
Ranges
The first value of
The first value of pas_subnet_ids from 10o0s 10.0.4.0— 10.0.
4.0/2 10.0.0.2 * pas_subnet_availability zones from
the Terraform output. 4 10.0.4.4 4.1
the Terraform output.
The second value of
The second value of pas_subnet ids 1000 10.0.5.0- 10.0.
5.0/2 10.0.0.2 * pas_subnet_availability zones from
from the Terraform output. 4 10.0.5.4 5.1
the Terraform output.
The third value of
The third value of pas_subnet_ids 1000 10.0.6.0- 10.0.
6.0/2 10.0.0.2 * pas_subnet_availability zones from
from the Terraform output. 4 10.0.6.4 6.1
the Terraform output.
* If you set a VPC CIDR other than recommended, enter the second IP in your VPC CIDR. For example, for a 10.0.0.0/24  VPC CIDR, enter 10.0.0.2
in each subnet.
g. Click Add Network.
h. Check the Service Network box. This allows you to dynamically provision VMs in this network for use with on-demand services. Ops Manager
does not provision VMs within the specified CIDR range.
i. Enter pcf-services-network in Name field.
j. Create a subnet for each availability zone by clicking Add Subnet. Refer to the table below for the information required to create all three
subnets:
VPC Subnet ID CIDR Reserved [P DNS Gateway | Availability Zones
Ranges
The first value of 10.0. The first value of
: . 10.0.8.0- 10.0. - —
services_subnet_ids from the 8.0/2 10.0.8.3 10.0.0.2 * 8.1 services_subnet_availability zones
Terraform output. 4 from the Terraform output.
The second value of 10.0. The second value of
] : 10.0.9.0- 10.0. - —
services_subnet_ids from the 9.0/2 10.0.9.3 10.0.0.2 * 9.1 services_subnet_availability zones
Terraform output. 4 from the Terraform output.
The third value of 10.0. 10.0.10.0 The third value of
services subnet ids | from the 10.0/ - 10.0.0.21* 10.0. services_subnet_availability zones
Terraform output. 2 106001003 10.1 from the Terraform output.
* If you set a VPC CIDR other than recommended, enter the second IP in your VPC CIDR. For example, for a 10.0.0.0/24  VPC CIDR, enter 10.0.0.2
in each subnet.
4. Click Save.

Step 6: Assign AZs and Networks Page

1. Select Assign AZs and Networks.

2. Use the drop-down menu to select a Singleton Availability Zone. The Ops Manager Director installs in this Availability Zone.

3. Use the drop-down menu to select pef-management-network  for your Ops Manager Director.

4. Click Save.

© Copyright Pivotal Software Inc, 2013-2018

244

2.0



[Pivotal

Step 7: Security Page

Security

Trusted Certificates

--—-BEGIN CERTIFICATE--—-

T H T S
L
I N e U
e or e o e ST S ST S ST T D g i e rrerar]

A

These certificates enable BOSH-deployed components to trust a custom root certificate.

Generate VM passwords or use single password for all VMs
® Generate passwords

> Use default BOSH password

1. Select Security.

2. In Trusted Certificates, enter your custom certificate authority (CA) certificates to insert into your organization’s certificate trust chain. This feature
enables all BOSH-deployed components in your deployment to trust custom root certificates.

To enter multiple certificates, paste your certificates one after the other. For example, format your certificates like the following:

ABCDEFGH12345678ABCDEFGH12345678ABCDEFGH12345678AB
EFGH12345678ABCDEFGH12345678ABCDEFGH12345678ABCDEF
GH12345678ABCDEFGH12345678ABCDEFGH12345678. ..

BCDEFGH12345678ABCDEFGH12345678ABCDEFGH12345678ABB
EFGH12345678ABCDEFGH12345678ABCDEFGH12345678ABCDEF
GH12345678ABCDEFGH12345678ABCDEFGH12345678. ..

CDEFGH12345678ABCDEFGH12345678ABCDEFGH12345678ABBB
EFGH12345678ABCDEFGH12345678ABCDEFGH12345678ABCDEF
GH12345678ABCDEFGH12345678ABCDEFGH12345678. ..

Note: If you want to use Docker Registries for running app instances in Docker containers, enter the certificate for your private Docker
Registry in this field. See the Using Docker Registries topic for more information.

3. Choose Generate passwords or Use default BOSH password. Pivotal recommends that you use the Generate passwords option for greater
security.

4. Click Save. To view your saved Director password, click the Credentials tab.

Step 8: Syslog Page

1. Select Syslog.
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Syslog

Do you want to configure Syslog for Bosh Director?

No

0 Yes
Address”

The address or host for the syslog server

Port*

Transport Protocol*

TCP

<«

~] Enable TLS

2. (Optional) To send BOSH Director system logs to a remote server, select Yes.

3. Inthe Address field, enter the IP address or DNS name for the remote server.
4. Inthe Port field, enter the port number that the remote server listens on.

5. In the Transport Protocol dropdown menu, select TCP, UDP, or RELP. This selection determines which transport protocol is used to send the logs
to the remote server.

6. (Optional) Pivotal strongly recommends that you enable TLS encryption when forwarding logs as they may contain sensitive information. For
example, these logs may contain cloud provider credentials. To enable TLS, perform the following steps.

o Inthe Permitted Peer field, enter either the name or SHAL1 fingerprint of the remote peer.
o Inthe SSL Certificate field, enter the SSL certificate for the remote server.

7. Click Save.

Step 9: Resource Config Page

1. Select Resource Config.
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Resource Config

Ops Manager Director Automatic: 1 2| Automatic: 50G2 &| | Automatic: cdlange (cpu: 2, ram: 3.75 GB, disk: 32 G3] £

Master Compilation Job Automatic: 4 | Mone e Ixlarge jcpu: B, ram: 15 GE, disk: 128 G5}

2. Adjust any values as necessary for your deployment. Under the Instances, Persistent Disk Type, and VM Type fields, choose Automatic from the
drop-down menu to allocate the recommended resources for the job. If the Persistent Disk Type field reads None, the job does not require
persistent disk space.

Note: If you set a field to Automatic and the recommended resource allocation changes in a future version, Ops Manager automatically uses
the new recommended allocation.

Step 10: Complete the Ops Manager Director Installation

1. Click the Installation Dashboard link to return to the Installation Dashboard.

2. Click Apply Changes. If the following ICMP error message appears, click Ignore errors and start the install.

P PCF Ops Manager phvotalcfv

A Please review the errors below

+ Cannot reach gateway with IP 10.0.16.1 (ignorable if ICMP is disabled) Ignore errors and start the install Stop and fix errors
+ Cannot reach DNS with IP 10.0.0.2 (ignorable if ICMP is disabled)

3. Ops Manager Director installs. This may take a few moments. When the installation process successfully completes, the Changes Applied window
appears.

@ Changes Applied

Ops Manager Director was successfully installed.

We recommend that you export a backup ofthis installation from the actions menu.

Return to Installation Dashboard

4. After you complete this procedure, follow the instructions in the Deploying PAS on AWS Using Terraform topic.
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Deploying PAS on AWS Using Terraform

Page last updated:
This topic describes how to install and configure Pivotal Application Service (PAS) on Amazon Web Services (AWS).

Before beginning this procedure, ensure that you have successfully completed the Configuring Ops Manager Director on AWS Using Terraformtopic.

Note: If you plan to install the PCF IPsec add-on Z, you must do so before installing any other tiles. Pivotal recommends installing IPsec
immediately after Ops Manager, and before installing the PAS tile.

Step 1: Add PAS to Ops Manager

1. If you have not already downloaded PAS, log in to Pivotal Network Z, and click PAS.

2. From the Releases drop-down, select the release to install and choose one of the following:

o Click PAS to download the PAS .pivotal file

o Click PCF Small Footprint Runtime to download the Small Footprint Runtime .pivotal file. For more information, see Getting Started with
Small Footprint Runtime.

3. Navigate to the Pivotal Cloud Foundry Operations Manager Installation Dashboard.

4. Click Import a Product to add your tile to Ops Manager. For more information, refer to the Adding and Deleting Products topic.

5. Click the PAS tile in the Installation Dashboard.

Pivotal Application
Service

Step 2: Assign Availability Zones and Networks

1. Select Assign AZ and Networks.

. Select an Availability Zone under Place singleton jobs. Ops Manager runs any job with a single instance in this Availability Zone.

. Select all three Availability Zones under Balance other jobs. Ops Manager balances instances of jobs with more than one instance across the
Availability Zones that you specify.

4. From the Network drop-down box, choose the pef-pas-network  you created when configuring the Ops Manager Director tile.
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£ Installation Dashboard

Pivotal Elastic Runtime

Settings
@ Assign AZs and Networks AZ and Network Assignments
o Lt Place singleton jobs in
o first-az
@ Networking o
Balance other jobs in
o ) /| first-az
@ Application Containers
Network
® Application Developer Controls first-network $

@ Application Security Groups “

@ Authentication and Enterprise S50

@ Databases

5. Click Save.

Note: When you save this form, a verification error displays because the PCF security group blocks ICMP. You can ignore this error.

P rcFopsManager

A Please roview the errors bolow

= Cannot reach gatewsy with IP 100.16.1 (ignorable if IKNP is cisabled)
« Cannot reach DNSwith IP 10.0.0.2 (ignorable £ 1ICMP is disabled)

All errors will be reverified before installation,

Step 3: Configure Domains

1. Select Domains.

Elastic Runtime hosts applications at subdomains under its apps domain and assigns system
components to subdomains under its system domain. You need to configure a wildcard DNS
for both the apps domain and system domain. The two domains can be the same, although
this is not recommended.

System Domain *

systermexample.com This damain is for system-level PCF companents, such as Apps Manager, service brokers, ete. You must
set upa wildeard DNS record far this domain that peints to yaur entry peint load halancer or HAPry.

Apps Domain ©

apps.example.com

2. Enter the system and application domains.

o For System Domain, enter the value of sys_domain from the Terraform output. This defines your target when you push apps to PAS.
o For Apps Domain, enter the value of apps_domain from the Terraform output. This defines where PAS should serve your apps.

Note: You configured a wildcard DNS record for these domains in an earlier step.
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3. Click Save.

Step 4: Configure Networking

1. Select Networking.

. Leave the Router IPs, SSH Proxy IPs, HAProxy IPs, and TCP Router IPs fields blank. You do not need to complete these fields when deploying PCF
to AWS with Elastic Load Balancers (ELBs).

Note: You specify load balancers in the Resource Config section of Pivotal Application Service (PAS) later in the installation process. See
the Configure Router to Elastic Load Balancersection of this topic for more information.

. Under Certificates and Private Key for HAProxy and Router, you must provide at least one Certificate and Private Key name and certificate

keypair for HAProxy and Gorouter. The HAProxy and Gorouter are enabled to receive TLS communication by default. You can configure multiple
certificates for HAProxy and Gorouter.

a. Click the Add button to add a name for the certificate chain and its private keypair. This certificate is the default used by Gorouter and
HAProxy.

Certificates and Private Keys for HAProxy and Router

¥ example-cert
Name *

example-cert A human-readable name describing the use of this certificate.

Certificate and Private Key for HAProxy and Router *

----- END RSA PRIVATE KEY-----

Generate RSA Certificate

~ example-cert-2

Certificate and Private Key for HAProxy and Router *

T v

L ——————————————————————————— 4
L — 3
L | e —

You can either provide a certificate signed by a Certificate Authority (CA) or click on the Generate RSA Certificate link to generate a self-signed
certificate in Ops Manager.

. If you want to configure multiple certificates for HAProxy and Gorouter, click the Add button and fill in the appropriate fields for each
additional certificate keypair.

For details about generating certificates in Ops Manager for your wildcard system domains, see the Providing a Certificate for Your SSL/TLS
Termination Point topic.

<p class="note"><strong>Note</strong>: Ensure that you add any certificates that you generate in this pane to your infrastructure load balancer.</p></p>
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4. (Optional) When validating client requests using mutual TLS, the Gorouter trusts multiple certificate authorities (CAs) by default. If you want to
configure the Gorouter and HAProxy to trust additional CAs, enter your CA certificates under Certificate Authorities Trusted by Router and
HAProxy. All CA certificates should be appended together into a single collection of PEM-encoded entries.

Certificate Authorities Trusted by Router and HAProxy

g

In addition to well-known, public CAs, and those trusted via the BOSH trusted certificates collection, these certificates can be used to validate the
certificates from incoming client requests. All CA certificates should be appended together into a single collection of PEM-encoded entries.

5. Inthe Minimum version of TLS supported by HAProxy and Routerfield, select the minimum version of TLS to use in HAProxy and Router
communications. HAProxy and Router use TLS v1.2 by default. If you need to accommodate clients that use an older version of TLS, select a lower
minimum version. For a list of TLS ciphers supported by the Gorouter, see Securing Trafficinto Cloud Foundry.

Minimum version of TLS supported by HAProxy and Router”
TLSv1.0

TLSv1.1
O TLSv12

6. Configure Logging of Client IPs in CF Router. The Log client IPs option is set by default. To comply with the General Data Protection Regulation
(GDPR), select one of the following options to disable logging of client IP addresses:

o If your load balancer exposes its own source IP address, disable logging of the x-Forwarded-For HTTP header only.
o If your load balancer exposes the source IP of the originating client, disable logging of both the source IP address and the x-Forwarded-For
HTTP header.

Logging of Client IPs in CF Router”
° Log client IPs To comply with GDPR, select one of the options to disable logging of client IPs. If the source IP exposed by your load balancer is its own, choose to disable

Disable logging of X-Forwarded-For header only

") Disable logging of both source IP and X-Forwarded-For header

logging of XFF header only. If the source IP exposed by your load balancer is that of the downstream client, choose to disable logging of the source IP also.

7. Under Configure support for the X-Forwarded-Client-Cert header, configure PCF handles x-forwarded-client-cert (XFCC) HTTP headers based on
where TLS is terminated for the first time in your deployment.

Configure support for the X-Forwarded-Client-Cert header. This header can be used by applications to verify the requester via mutual TLS. The
option you should select depends upon where you will be terminating the TLS connection for the first time.

© 7LS terminated for the first time at infrastructure load balancer
) TLS terminated for the first time at HAProxy

) TLS terminated for the first time at the Router

The following table
indicates which option to choose based on your deployment layout.

Then select the

If your deployment is configured as follows: following option:

Additional notes:

o The Load Balancer is terminating TLS,

and TLS terminated for
o Load balancer is configured to put the the first time at Both HAProxy and the Gorouter forward the XFCC header when included
client certificate from a mutual infrastructure load in the request.

authentication TLS handshake into the balancer (default).
X-Forwarded-Client-Cert HTTP header
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HAProxy sets the XFCC header with the client certificate received in the
o The Load Balancer is configured to pass . TLS handshake. The Gorouter forwards the header.
) TLS terminated for
through the TLS handshake via TCP to the first ti :
the instances of HAProxy, and efirsttimea 5:5 Breaking Change: In the Router behavior for Client Certificates
. . HAProxy. . )
o HAProxy instance count is >0 field, you cannot select the Router does not request client
certificates option.
The Gorouter strips the XFCC header if it is included in the request and
forwards the client certificate received in the TLS handshake in a new
XFCC header.
If you have deployed instances of HAProxy, app traffic bypasses those
o The Load Balancer is configured to pass | TLS terminated for instances in this configuration. If you have also configured your load
through the TLS handshake via TCP to the first time at the balancer to route requests for ssh directly to the Diego Brain, consider
instances of the Gorouter Gorouter. reducing HAProxy instances to 0.
€S Breaking Change: In the Router behavior for Client Certificates
field, you cannot select the Router does not request client
certificates option.

For a description of the behavior of each configuration option, see Forward Client Certificate to Applications.

8. To configure HAProxy to handle client certificates, select one of the following options in theHAProxy behavior for Client Certificate Validation field.

HAProxy behavior for Client Certificate Validation®

) HAProxy does not request client certificates.

HAProxy requests but does not require client certificates. This option is necessary if you want to enable mTLS for
applications and TLS is terminated for the first time at HAProxy

o HAProxy does not request client certificates. This option requires mutual authentication, which makes it incompatible with XFCC option TLS
terminated for the first time at HAProxy. HAProxy does not request client certificates, so the client does not provide them and no validation
occurs. This is the default configuration.

o HAProxy requests but does not require client certificates. The HAProxy requests client certificates in TLS handshakes, validates them when
presented, but does not require them.

WARNING: Upon upgrade, PAS will fail to receive requests if your load balancer is configured to present a client certificate in the TLS
handshake with HAProxy but HAProxy has not been configured with the certificate authority used to sign it. To mitigate this issue, select
HAProxy does not request client certificates in the Networking pane or configure the HAProxy with the appropriate CA.

9. To configure Gorouter behavior for handling client certificates, select one of the following options in theRouter behavior for Client Certificate
Validation field.

Router behavior for Client Certificate Validation®

Router does not request client certificates. This option is incompatible with XFCC options "TLS terminated for
the first time at HAProxy" and "TLS terminated for the first time at the Router” because these options require
mutual authentication.

© Router requests but does not require client certificates.

Router requires client certificates.

o Router does not request client certificates. This option is incompatible with the XFCC configuration optionsTLS terminated for the first time
at HAProxy and TLS terminated for the first time at the Router in PAS because these options require mutual authentication. As client
certificates are not requested, client will not provide them, and thus validation of client certificates will not occur.

o Router requests but does not require client certificates. The Gorouter requests client certificates in TLS handshakes, validates them when
presented, but does not require them. This is the default configuration.

o Router requires client certificates. The Gorouter validates that the client certificate is signed by a Certificate Authority that the Gorouter
trusts. If the Gorouter cannot validate the client certificate, the TLS handshake fails.
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WARNING: Requests to the platform will fail upon upgrade if your load balancer is configured with client certificates and the Gorouter does
not have the certificate authority. To mitigate this issue, select Router does not request client certificates for Router behavior for Client
Certificate Validation in the Networking pane.

10. Inthe TLS Cipher Suites for Router field, specify the TLS cipher suites to use for TLS handshakes between the Gorouter and downstream clients like
load balancers or HAProxy. Use an ordered, colon-delimited list of Golang-supported TLS cipher suites in the OpenSSL format. The recommended
setting is ECDHE-RSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-GCM-SHA384  Operators should verify that the ciphers are supported by any clients or
downstream components that will initiate TLS handshakes with the Gorouter. For a list of TLS ciphers supported by the Gorouter, see Securing
Trafficinto Cloud Foundry.

TLS Cipher Suites for Router *

ECDHE-RSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-GCM-SHA384

Verify that whatever client is participating in the TLS handshake with the Gorouter has at least one cipher suite in common with the Gorouter.

Note: Specify cipher suites that are supported by the versions configured in the Minimum version of TLS supported by HAProxy and
Router field.

11. Inthe TLS Cipher Suites for HAProxy field, specify the TLS cipher suites to use in HAProxy for TLS handshakes between HAProxy and its clients such

as load balancers and Gorouter. Use an ordered, colon-delimited list of TLS cipher suites in the OpenSSL format. The recommended setting: DHE-
RSA-AES128-GCM-SHA256:DHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-AES 128-GCM-SHA256:ECDHE-RSA-AES256-GCM-SHA384

Operators should verify that the ciphers are supported by any clients or downstream components that will initiate TLS handshakes with the
HAProxy.

TLS Cipher Suites for HAProxy *

DHE-RSA-AES128-GCM-SHA256:DHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-AES128-GCM-SHA256:ECDHE-
RSA-AES256-GCM-SHA384

Verify that whatever clients are participating in the TLS handshake with HAProxy have at least one cipher suite in common with HAProxy.

Note: Specify cipher suites that are supported by the versions configured in the Minimum version of TLS supported by HAProxy and
Router field.

12. Under HAProxy forwards requests to Router over TLS, select Enable or Disable based on your deployment layout.
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© Enable

) Disable

HAProxy forwards requests to Router over TLS. When enabled, HAProxy will forward all requests to the Router over
TLS. HAProxy will use the CA provided to verify the certificates provided by the Router. *

Certificate Authority for HAProxy Backend *

Y

You need to provide a certificate authority for the certificate and key provided in the "Certificate and Private Key for HAProxy and
Router" field. HAProxy will verify those certificates using this CA when establishing a connection. If you generated that certificate
and key using the "Generate RSA Certificate" feature, then your CA is the Ops Manager CA, and can be found by visiting the
"/api/vO/certificate_authorities" APl endpoint.

o Enable HAProxy forwarding of requests to Router over TLS

If you want to: | Encrypt communication between HAProxy and the Gorouter

1. Leave Enable selected.
. Inthe Certificate Authority for HAProxy Backend field, specify the Certificate Authority (CA) that signed the certificate

you configured in the Certificate and Private Key for HAProxy and Routerfield.

Then
configure the Note: If you used the Generate RSA Certificate link to generate a self-signed certificate, then the CA to specify is
following: the Ops Manager CA, which you can locate at the /api/vO/certificate_authorities endpoint in the Ops Manager API.
. Make sure that Gorouter and HAPRoxy have TLS cipher suites in common in the TLS Cipher Suites for Routerand TLS
Cipher Suites for HAProxy fields.
Terminating SSL/TLS at the Load Balancer and Gorouter
See also: Providing a Certificate for Your SSL/TLS Termination Point

Using the Ops Manager API &

o Disable HAProxy forwarding of requests to Router over TLS

If you want to:

Use non-encrypted communication between HAProxy and Gorouter, or you are not using HAProxy

Then configure the
following:

1. Select Disable.
2. If you are not using HAProxy, set the number of HAProxy job instancesto 0 onthe Resource Config page. See
Disable Unused Resources.

See also:

o Terminating SSL/TLS at the Gorouter Only
o Terminating SSL/TLS at the Load Balancer Only

13. If you are not using SSL encryption or if you are using self-signed certificates, select Disable SSL certificate verification for this environment.
Selecting this checkbox also disables SSL verification for route services.

Note: For production deployments, Pivotal does not recommend disabling SSL certificate verification.

14. (Optional) If you want HAProxy or the Gorouter to reject any HTTP (non-encrypted) traffic, select the Disable HTTP on HAProxy and Gorouter
checkbox. When selected, HAProxy and Gorouter will not listen on port 80.
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| Disable HTTP on HAProxy and Gorouter

15. (Optional) Select the Disable insecure cookies on the Router checkbox to set the secure flag for cookies generated by the router.

16. (Optional) To disable the addition of Zipkin tracing headers on the Gorouter, deselect theEnable Zipkin tracing headers on the routercheckbox.
Zipkin tracing headers are enabled by default. For more information about using Zipkin trace logging headers, see Zipkin Tracing in HTTP Headers.

17. (Optional) To stop the Router from writing access logs to local disk, deselect the Enable Router to write access logs locally checkbox. You should
consider disabling this checkbox for high traffic deployments since logs may not be rotated fast enough and can fill up the disk.

18. By default, the PAS routers handle traffic for applications deployed to an isolation segment created by the PCF Isolation Segment tile. To configure
the PAS routers to reject requests for applications within isolation segments, select the Routers reject requests for Isolation Segments checkbox.

) Routers reject requests for Isolation Segments

Do not enable this option without deploying
routers for each isolation segment. See the following topics for more information:

o Installing PCF Isolation Segment
o Sharding Routers for Isolation Segments

19. (Optional) By default, Gorouter support for the PROXY protocol is disabled. To enable the PROXY protocol, select Enable support for PROXY
protocol in CF Router. When enabled, client-side load balancers that terminate TLS but do not support HTTP can pass along information from the
originating client. Enabling this option may impact Gorouter performance. For more information about enabling the PROXY protocol in Gorouter,
see the HTTP Header Forwarding sections in the Securing Traffic in Cloud Foundry topic.

20. Inthe Choose whether or not to enable route services section, choose either Enable route services or Disable route services. Route services are a
class of marketplace services that perform filtering or content transformation on application requests and responses. See the Route Services topic
for details.

21. (Optional) If you want to limit the number of app connections to the backend, enter a value in the Max Connections Per Backend field. You can use
this field to prevent a poorly behaving app from all the connections and impacting other apps.

To choose a value for this field, review the peak concurrent connections received by instances of the most popular apps in your deployment. You can
determine the number of concurrent connections for an app from the httpStartStop - event metrics emitted for each app request.

If your deployment uses PCF Metrics, you can also obtain this peak concurrent connection information from Network Metrics . The default value is

Max Connections Per Backend *

0

500 .

22. Enter avalue for Router Max Idle Keepalive Connections See Considerations for Configuring max_idle_connections.

—n;

<img src="images/keepalive.png" alt="Keepalive" /></li>

23. (Optional) To accommodate larger uploads over connections with high latency, increase the number of seconds in the Router Timeout to Backends
field.

24. (Optional) Use the Frontend Idle Timeout for Gorouter and HAProxy field to help prevent connections from your load balancer to Gorouter or
HAProxy from being closed prematurely. The value you enter sets the duration, in seconds, that Gorouter or HAProxy maintains an idle open

connection from a load balancer that supports keep-alive.

In general, set the value higher than your load balancer’s backend idle timeout to avoid the race condition where the load balancer sends a request
before it discovers that Gorouter or HAProxy has closed the connection.

See the following table for specific guidance and exceptions to this rule:

laaS | Guidance

AWS | AWS ELB has a default timeout of 60 seconds, so Pivotal recommends a value greater than 60 .

A By default, Azure load balancer times out at 240 seconds without sending a TCP RST to clients, so as an exception, Pivotal recommends a
zure
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vatuetower tham 240 toforcethetoad batancer tosend the TCPRST:
acp GCP has a default timeout of 600 seconds. For GCP HTTP load balancers, Pivotal recommends a value greater than 600 . For GCP TCP
load balancers, pivotal recommends a value less than 600 to force the load balancer to send a TCP RST.

Other | Set the timeout value to be greater than that of the load balancer’s backend idle timeout.

25. (Optional) Increase the value of Load Balancer Unhealthy Threshold to specify the amount of time, in seconds, that the router continues to accept
connections before shutting down. During this period, healthchecks may report the router as unhealthy, which causes load balancers to failover to
other routers. Set this value to an amount greater than or equal to the maximum time it takes your load balancer to consider a router instance
unhealthy, given contiguous failed healthchecks.

26. (Optional) Modify the value of Load Balancer Healthy Threshold. This field specifies the amount of time, in seconds, to wait until declaring the
Router instance started. This allows an external load balancer time to register the Router instance as healthy.

<img src="images/router_lb_thresholds.png" alt="Router Ib thresholds" /></li>

27. (Optional) If app developers in your organization want certain HTTP headers to appear in their app logs with information from the Gorouter, specify
them in the HTTP Headers to Log field. For example, to support app developers that deploy Spring apps to PCF, you can enter Spring-specific HTTP
headers .

HTTP Headers to Log

28. If you expect requests larger than the default maximum of 16 Kbytes, enter a new value (in bytes) for HAProxy Request Max Buffer Size. You may
need to do this, for example, to support apps that embed a large cookie or query string values in headers.

29. If your PCF deployment uses HAProxy and you want it to receive traffic only from specific sources, use the following fields:

o Protected Domains: Enter a comma-separated list of domains from which PCF can receive traffic.
o Trusted CIDRs: Optionally, enter a space-separated list of CIDRs to limit which IP addresses from the Protected Domains can send traffic to
PCF.

Protected Domains

Trusted CIDRs

30. For Loggregator Port, you must enter 4443 In AWS deployments, port 4443 forwards SSL traffic that supports WebSockets from the ELB. Do not use
the default port of 443

Container Network Interface Plugin®

O sSilk

31. For Container Network Plugin Interface, ensure Silk is selected and review the following fields:
Note: The External option exists to support NSX-T integration for vSphere deployments.

a. (Optional) You can change the value in the Applications Network Maximum Transmission Unit (MTU)field. Pivotal recommends setting the
MTU value for your application network to 1454 . Some configurations, such as networks that use GRE tunnels, may require a smaller MTU
value.

b. (Optional) Enter an IP range for the overlay network in the Overlay Subnet box. If you do not set a custom range, Ops Manager uses

10.255.0.0/16

WARNING: The overlay network IP range must not conflict with any other IP addresses in your network.

c. Entera UDP port number in the VXLAN Tunnel Endpoint Port box. If you do not set a custom port, Ops Manager uses 4789.
d. For Denied logging interval, set the per-second rate limit for packets blocked by either a container-specific networking policy or by
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Application Security Group rules applied across the space, org, or deployment. This field defaultsto 1 .
e. For UDP logging interval, set the per-second rate limit for UDP packets sent and received. This field defaults to 100 .
f. To enable logging for app traffic, select Log traffic for all accepted/denied application packets. See Manage Logging for Container-to-

Container Networking for more information.

<li><p>By default, containers use the same DNS servers as the host. If you want to override the DNS servers to be used in containers, enter a comma-separated list of servers in <strong>DNS Servers<
""><strong>Note</strong>: If your deployment uses BOSH DNS, which is the default, you cannot use this field to override the DNS servers used in containers.</p></p>

.

<p class="note

32. For Database Connection Timeout, set the connection timeout for clients of the policy server and silk databases. The default value is 120 . You may
need to increase this value if your deployment experiences timeout issues related to Container-to-Container Networking.

33. (Optional) TCP Routing is disabled by default. You should enable this feature if your DNS sends TCP traffic through a load balancer rather than
directly to a TCP router. To enable TCP routing:

a. Select Enable TCP Routing
b. For TCP Routing Ports, enter a single port or a range of ports for the load balancer to forward to. If you configured AWS for PCF manually,

enter 1024-1123 which corresponds to the rules you created for pcf-tcp-elb .

= To support multiple TCP routes, Pivotal recommends allocating multiple ports.
m To allocate a list of ports rather than a range:

1. Enter asingle portin the TCP Routing Ports field.
2. After deploying PAS, follow the directions in Configuring a List of TCP Routing Portsto add TCP routing ports using the cf CLI.

c. For AWS, you also need to specify the name of a TCP ELB in the LOAD BALANCER column of TCP Router job of the Resource config screen.

You configure this later on in PAS. For more information, see the Configure Router to Elastic Load Balancertopic.

Enable TCP requests to your apps via specific ports on the TCP router. You will want to configure a load balancer to forward these TCP requests to
the TCP routers. If you do not have a load balancer, then you can also send traffic directly to the TCP router.”

() Select this option if you prefer to enable TCP Routing at a later time

{® Enable TCP Routing

TCP Routing Ports (one-time configuration, if you want to update this value you can via the CFCLI) *

1024-1123

34. (Optional) To disable TCP routing, click Select this option if you prefer to enable TCP Routing at a later time For more information, see the

Configuring TCP Routing in PAS & topic.
35. Click Save

## Step 5: Configure Application Containers
1. Select Application Containers.
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Enable microservice frameworks, private Docker registries, and other services that support your
applications at a container level.

@ Enable Custom Buildpacks

# Allow SS5H access to app containers

Y

Enable S5H when an app is created

Private Docker Insecure Registry Whitelist

B}

Docker Images Disk-Cleanup Scheduling on Cell VMs*®

Mever clean up Cell disk-space
Routinely clean up Cell disk-space

® Clean up disk-space once threshold is reached
Threshold of Disk-Used (MB) (min:1)*

10240

Max Inflight Container Starts *

200

. The Enable Custom Buildpacks checkbox governs the ability to pass a custom buildpack URL to the -b option of the cfpush command. By default,
this ability is enabled, letting developers use custom buildpacks when deploying apps. Disable this option by disabling the checkbox. For more
information about custom buildpacks, refer to the buildpacks ' section of the PCF documentation.

. The Allow SSH access to app containers checkbox controls SSH access to application instances. Enable the checkbox to permit SSH access across
your deployment, and disable it to prevent all SSH access. See the Application SSH Overview topic for information about SSH access permissions at
the space and app scope.

. If you want enable SSH access for new apps by default in spaces that allow SSH, select Enable SSH when an app is created. If you deselect the
checkbox, developers can still enable SSH after pushing their apps by running  cf enable-ssh APP-NAME |

. You can configure Pivotal Application Service (PAS) to run app instances in Docker containers by supplying their IP address range(s) in the Private
Docker Insecure Registry Whitelist textbox. See the Using Docker Registries topic for more information.

. Select your preference for Docker Images Disk-Cleanup Scheduling on Cell VMs. If you choose Clean up disk-space once threshold is reached,
enter a Threshold of Disk-Used in megabytes. For more information about the configuration options and how to configure a threshold, see

Configuring Docker Images Disk-Cleanup Scheduling.

. Enter anumber in the Max Inflight Container Starts textbox. This number configures the maximum number of started instances across the Diego
cells in your deployment. For more information about this feature, see Setting a Maximum Number of Started Containers.

. Under Enabling NFSv3 volume services, select Enable or Disable. NFS volume services allow application developers to bind existing NFS volumes
to their applications for shared file access. For more information, see the Enabling NFS Volume Services topic.

Note: In a clean install, NFSv3 volume services is enabled by default. In an upgrade, NFSv3 volume services is set to the same setting as it
was in the previous deployment.

. (Optional) To configure LDAP for NFSv3 volume services, perform the following steps:
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Enabling NFSv3 volume services will allow application developers to bind existing NFS volumes to their applications for shared file access.

® Enable

LDAP Service Account User

LDAP Service Account Password

LDAP Server Host

LDAP Server Port

LDAF User Fully-Qualified Domain Name

Disable

¥ Enable the GrootFS container image
plugin for Garden RunC

o For LDAP Service Account User, enter the username of the service account in LDAP that will manage volume services.

o For LDAP Service Account Password, enter the password for the service account.

o For LDAP Server Host, enter the hostname or IP address of the LDAP server.

o For LDAP Server Port, enter the LDAP server port number. If you do not specify a port number, Ops Manager uses 389.

o For LDAP User Fully-Qualified Domain Name, enter the fully qualified path to the LDAP service account. For example, if you have a service

accountnamed volume-services thatbelongs to organizational units (OU) named service-accounts and my-company ,and your domain
isnamed domain | the fully qualified path looks like the following:

CN=volume-services,OU=service-accounts,OU=my-company,DC=domain,DC=com

10. By default, PAS manages container images using the GrootFS plugin for Garden-runC. If you experience issues with GrootFS, you can disable the
plugin and use the image plugin built into Garden-runC.

Note: If you modify this setting, Pivotal recommends recreating all VMs in the BOSH Director config. You can do this by selecting the
Recreate all VMs checkbox in the Director Config pane of the BOSH Director tile before you redeploy.

11. You can optionally modify the Default health check timeout The value configured for this field is the amount of time allowed to elapse between
starting up an app and the first healthy response from the app. If the health check does not receive a healthy response within the configured
timeout, then the app is declared unhealthy. The default timeoutis 60 seconds and the maximum configurable timeoutis 600 seconds.

12. Click Save.

## Step 6: Configure Application Developer Controls
1. Select Application Developer Controls.
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Configure restrictions and default settings for applications pushed to Elastic Runtime.

Maximum File Upload Size (MB) ( min: 1024, max: 2048 ) *

1024 B

Default App Memory (MB} ({ min: 64, max: 2048 ) *

1024

Default App Memory Quota per Org (MB) ( min: 10240, max: 102400 ) *

10240

Maximum Disk Quota per App (MB) (min: 512, max: 20480) *

2048

Default Disk Quota per App (MB} ( min: 512, max: 20480 ) *

1024

Default Service Instances Quota per Org ( min: 0, max: 1000 ) *

100

Staging Timeout (Seconds) *

900

—| Allow Space Developers to manage
network policies

2. Enter the Maximum File Upload Size (MB). This is the maximum size of an application upload.

3. Enter the Default App Memory (MB). This is the amount of RAM allocated by default to a newly pushed application if no value is specified with the cf
CLI.

4. Enter the Default App Memory Quota per Org This is the default memory limit for all applications in an org. The specified limit only applies to the
first installation of PAS. After the initial installation, operators can use the cf CLI to change the default value.

5. Enter the Maximum Disk Quota per App (MB). This is the maximum amount of disk allowed per application.

Note: If you allow developers to push large applications, PAS may have trouble placing them on Cells. Additionally, in the event of a system
upgrade or an outage that causes a rolling deploy, larger applications may not successfully re-deploy if there is insufficient disk capacity.
Monitor your deployment to ensure your Cells have sufficient disk to run your applications.

6. Enter the Default Disk Quota per App (MB). This is the amount of disk allocated by default to a newly pushed application if no value is specified with
the cf CLI

7. Enter the Default Service Instances Quota per Org The specified limit only applies to the first installation of PAS. After the initial installation,
operators can use the cf CLI to change the default value .

8. Enter the Staging Timeout (Seconds). When you stage an application droplet with the Cloud Controller, the server times out after the number of
seconds you specify in this field.

9. Select the Allow Space Developers to manage network policiescheckbox to permit developers to manage their own network policies for their
applications.
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10. Click Save.

## Step 7: Review Application Security Groups

Setting appropriate Application Security Groups is critical for a secure deployment. Type X inthe box to acknowledge that once the Pivotal Application
Service (PAS) deployment completes, you will review and set the appropriate application security groups. See Restricting App Access to Internal PCF
Components for instructions.

Setting appropriate Application Security Groups that control application network policy is the
responsibility of the Elastic Runtime administration team. Please refer to the Application Security Groups
topic in the Pivotal Cloud Foundry documentation for more detail on completing this activity after the
Elastic Runtime deployment completes.

Type X to acknowledge that you understand this message *

X

## Step 8: Configure UAA
1. Select UAA.

2. (Optional) Under JWT Issuer URI, enter the URI that UAA uses as the issuer when generating tokens.

JWT Issuer URI

3. Under SAML Service Provider Credentials, enter a certificate and private key to be used by UAA as a SAML Service Provider for signing outgoing
SAML authentication requests. You can provide an existing certificate and private key from your trusted Certificate Authority or generate a self-
signed certificate. The following domain must be associated with the certificate: *.login. YOUR-SYSTEM-DOMAIN |

Note: The Pivotal Single Sign-On Service and Pivotal Spring Cloud Services tiles require the *.login.YOUR-SYSTEM-DOMAIN |

4. If the private key specified under Service Provider Credentials is password-protected, enter the password under SAML Service Provider Key

SAML Service Provider Credentials *

BEGIN CERTIFICATE-—--

Change

SAML Service Provider Key Password

Password.
5. For Signature Algorithm, choose an algorithm from the dropdown menu to use for signed requests and assertions. The default value is SHA256

6. (Optional) In the Apps Manager Access Token Lifetime, Apps Manager Refresh Token Lifetime, Cloud Foundry CLI Access Token Lifetime, and
Cloud Foundry CLI Refresh Token Lifetime fields, change the lifetimes of tokens granted for Apps Manager and Cloud Foundry Command Line
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Interface (cf CLI) login access and refresh. Most deployments use the defaults.

Apps Manager Access Token Lifetime (in seconds) *

1209600

Apps Manager Refresh Token Lifetime (in seconds) *

1209600

Cloud Foundry CLI Access Token Lifetime (in seconds) *

7200

Cloud Foundry CLI Refresh Token Lifetime (in seconds) *

1209600 Set the lifetime of the refresh token for the Cloud Foundry CLI.

Customize Username Label (on login page) *

Email

Customize Password Label {on login page) *

Password

Praxy IPs Regular Expression *

101.4d{1,31\.\d{1,3},.\d{1,3}{192). 1681 \d{1,3}\.\d{1,3}

7. (Optional) Customize the text prompts used for username and password from the cf CLI and Apps Manager login popup by entering values for
Customize Username Label (on login page) and Customize Password Label (on login page).

8. (Optional) The Proxy IPs Regular Expression field contains a pipe-delimited set of regular expressions that UAA considers to be reverse proxy IP
addresses. UAA respects the x-forwarded-for and x-forwarded-proto  headers coming from IP addresses that match these regular expressions. To
configure UAA to respond properly to Gorouter or HAProxy requests coming from a public IP address, append a regular expression or regular
expressions to match the public IP address.

9. You can configure UAA to use the internal MySQL database provided with PCF, or you can configure an external database provider. Follow the

procedures in either the Internal Database Configuration or the External Database Configuration section below.

Note: If you are performing an upgrade, do not modify your existing internal database configuration or you may lose data. You must migrate your
existing data before changing the configuration. See Upgrading Pivotal Cloud Foundry for additional upgrade information, and contact Pivotal
Support & for help.

Internal Database Configuration

1. Select Internal MySQL.

Choose the location of your UAA database *

© Internal MySQL (preferred for complete high-availability)
External (preferred if, for example, you use AWS RDS)

1. Click Save.

2. Ensure that you complete the “Configure Internal MySQL” step later in this topic to configure high availability and automatic backups for your
internal MySQL databases.

External Database Configuration

Note: The exact procedure to create databases depends upon the database provider you select for your deployment. The following procedure
uses AWS RDS as an example, but UAA also supports Azure SQL Server.
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Warning: Protect whichever database you use in your deployment with a password.

To create your UAA database, perform the following steps:

1. Add the ubuntu account key pair from your laaS deployment to your local SSH profile so you can access the Ops Manager VM. This is the value of the
ops_manager_ssh_private_key from the Terraform output.

10.

11.

12.

$ ssh-add aws-keypair.pem

. SSH in to your Ops Manager using the Ops Manager FQDN and the username ubuntu :

$ ssh ubuntu@OPS-MANAGER-FQDN

. Login to your MySQL database instance using the appropriate hostname and user login values configured in your laaS account. For example, to log

in to your AWS RDS instance, run the following MySQL command:

$ mysql --host=RDSHOSTNAME --user=RDSUSERNAME --pas RDSPASSWORD

. Run the following MySQL commands to create a database for UAA:

CREATE database uaa;

. Type exit to quit the MySQL client, and exit again to close your connection to the Ops Manager VM.
. Reboot the RDS instance in the AWS console.

. From the UAA section in Pivotal Application Service (PAS), select External.

Choose the location of your UAA database *

Internal MySQL (preferred for complete high-availability)

© External (preferred if, for example, you use AWS RDS)

Hostname *

TCP Port ™

Username *

Password *

. For Hostname, enter the hostname of the database server. This is the value from the rds_address  key in the Terraform output.

. For TCP Port, enter the port of the database server. This is the value from the rds_port key in the Terraform output.

For User Account and Authentication database username, specify the username that can access this database on the database server. This is the
value from the rds_username key in the Terraform output.

For User Account and Authentication database password, specify a password for the provided username. This is the value from the rds_password
key in the Terraform output.

Click Save.
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Step 9: Configure CredHub

Note: Enabling CredHub is not required, but you cannot leave the fields under Encryption Keys blank. Enter any text in the Name and Key fields
as placeholder values if you do not intend to use CredHub.

1. Select CredHub.

2. Choose the location of your CredHub database. PAS includes this CredHub database for services to store their service instance credentials.

Note: You cannot choose Internal for the CredHub database if you choose External for your System Databases. See Configure System
Databases below.

Configure the CredHub Server

Choose the location of your CredHub database *

© Internal MySQL (preferred for complete high-availability)
") External (preferred if, for example, you use Google Cloud SQL)

Encryption Keys

- Key
Ty
Name *

Key
Key *
Change

Primary

- Alternate
Ty
Name *

Alternate

Key *

Change

| Primary

| Secure Service Instance Credentials

chose External, enter the following:

If you

Hostname. This is the IP address of your database server. See the value from the PcfrRdsaddress key in the AWS output.
TCP Port. This is the port of your database server. See the value from the pcfrdsport key in the AWS output.

o Username. This is the value from the PcfRdsUsername key in the AWS output.

o Password. This is the value from the PcfRdspPassword key in the AWS output.

o Database CA Certificate. This certificate is used when encrypting traffic to and from the database.

3. Under Encryption Keys, specify a key to use for encrypting and decrypting the values stored in the CredHub database.

o Name: Enter the name of the key.
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o Key: Enter a key that is at least 20 characters in length.
o Primary: Select this checkbox to use this key as your primary key.

Note: Ensure that you only mark one key as Primary. The Ul includes an Add button to add more keys to support key rotation. For
more information, see the Rotating Runtime CredHub Encryption Keystopic.

4. If your deployment uses any PCF services that support storing service instance credentials in CredHub and you want to enable this feature, select
the Secure Service Instance Credentials checkbox.

5. Select the Resource Config pane.

6. Under the Job column of the CredHub row, set the number of instances to 2 . This is the minimum instance count required for high availability.

Note: To use the runtime CredHub feature, you must follow the additional steps in Securing Service Instance Credentials with Runtime CredHub.

Step 10: Configure Authentication and Enterprise SSO

1. Select Authentication and Enterprise SSO.

Configure your user store access, which can be an internal user store (managed by
Cloud Foundry's UAA) or an external user store (LDAP or SAML). You can also adjust
the lifetimes of authentication tokens.

Configure your UAA user account store with either internal or external authentication mechanisms”

® Internal UAA (provided by Elastic Runtime; configure your password policy below)

Minimum Password Length *

0 &

Minimum Uppercase Characters Required for Password *

0

Minimum Lowercase Characters Required for Password *

0

Minimum Mumerical Digits Required for Password *

0

Minimum Special Characters Required for Password *

0

Maximum Password Entry Attempts Allowed *

5

2. To authenticate user sign-ons, your deployment can use one of three types of user database: the UAA server’s internal user store, an external SAML
identity provider, or an external LDAP server.

o Touse the internal UAA, select the Internal option and follow the instructions in the Configuring UAA Password Policy topic to configure your
password policy.

o To connect to an external identity provider through SAML, scroll down to select the SAML Identity Provider option and follow the instructions
inthe Configuring PCF for SAML section of the Configuring Authentication and Enterprise SSO for Pivotal Application Service (PAS) topic.

o To connect to an external LDAP server, scroll down to select the LDAP Server option and follow the instructions in the Configuring LDAP
section of the Configuring Authentication and Enterprise SSO for PAS topic.
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3. Click Save.

Step 11: Configure System Databases

You can configure PAS to use the internal MySQL database provided with PCF, or you can configure an external database provider for the databases
required by PAS.

Note: If you are performing an upgrade, do not modify your existing internal database configuration or you may lose data. You must migrate your
existing data first before changing the configuration. See Upgrading Pivotal Cloud Foundry for additional upgrade information.

Internal Database Configuration

If you want to use internal databases for your deployment, perform the following steps:

1. Select Databases.

Place the databases used by Elastic Runtime components.

Choose the location of your system databases”

© Internal Databases - MySQL (preferred for complete high-availability)

External Databases (preferred if, for example, you use AWS RDS)

2. Select Internal Databases - MySQL.
3. Click Save.

Then proceed to Step 12: (Optional) Configure Internal MySQL to configure high availability and automatic backups for your internal MySQL databases.

Create External System Databases

If you want to use an external database provider for your PAS databases, you must first create the databases on the RDS instance provided by the

Terraform templates.

To create the required databases on an AWS RDS instance, perform the following steps.

1. Add the AWS-provided key pair to your SSH profile so that you can access the Ops Manager VM. This is the value of the ops_manager_ssh_private_key
from the Terraform output.

ssh-add aws-keypair.pem

2. SSHin to your Ops Manager using the Ops Manager FQDN and the username ubuntu :

ssh ubuntu@OPS_MANAGER_FQDN

3. Run the following terminal command to log in to your RDS instance through the MySQL client, using values from the terraform output to fill in the

following keys:

mysql --host=rds_address --user=rds_username --password=rds_password

4. Run the following MySQL commands to create databases for the seven PAS components that require a relational database:

© Copyright Pivotal Software Inc, 2013-2018 266

2.0



[Pivotal

CREATE database ccdb;
CREATE database notifications;

5. Type exit to quitthe MySQL client, and exit again to close your connection to the Ops Manager VM.
6. Reboot the RDS instance in the AWS console.
7. In PAS, select Databases.

8. Select the External Databases option.

Place the databases used by Elastic Runtime components.

Choose the location of your system databases”

© Internal Databases - MySQL (preferred for complete high-availability)

External Databases (preferred if, for example, you use AWS RDS)

9. Forthe Hostname and TCP Port fields, complete the following fields:

PAS Field terraform output
Hostname rds_address
TCP Port rds_port

10. Foreach database username and database password field, complete the following fields:

PAS Field terraform output
DATABASE-NAME database username rds_username
DATABASE-NAME database password rds_password
Note: Ensure that the networkpolicyserver database user has the ALL permission.
PRIVILEGES
1. Click Save.

Step 13: (Optional) Configure Internal MySQL

Note: You only need to configure this section if you have selected Internal Databases - MySQL in the Databases section.

1. Select Internal MySQL.

2. Inthe MySQL Proxy IPs field, enter one or more comma-delimited IP addresses that are not in the reserved CIDR range of your network. If a MySQL
node fails, these proxies re-route connections to a healthy node. See the MySQL Proxy Z topic for more information.
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Only configure this section if you selected Internal Databases - MySQL in the previous
Databases section.

A proxy tier routes MySQL connections from internal components to healthy cluster nodes. Configure DNS and/or your own load balancer to point to multiple
proxy instances for increased availability. TCP healthchecks can be configured against port 1936.

The automated backups functionality works with any S3-compatible file store that can receive your backup files.

MySQL Proxy IPs

MySQL Service Hostname

3. For MySQL Service Hostname, enter an IP address or hostname for your load balancer. If a MySQL proxy fails, the load balancer re-routes
connections to a healthy proxy. If you leave this field blank, components are configured with the IP address of the first proxy instance entered
above.

Warning: You must configure a load balancer to achieve complete high-availability.

4. Inthe Replication canary time period field, leave the default of 30 seconds or modify the value based on the needs of your deployment. Lower
numbers cause the canary to run more frequently, which means that the canary reacts more quickly to replication failure but adds load to the
database.

5. Inthe Replication canary read delay field, leave the default of 20 seconds or modify the value based on the needs of your deployment. This field
configures how long the canary waits, in seconds, before verifying that data is replicating across each MySQL node. Clusters under heavy load can
experience a small replication lag as write-sets are committed across the nodes.

6. (Required): In the E-mail address field, enter the email address where the MySQL service sends alerts when the cluster experiences a replication
issue or when a node is not allowed to auto-rejoin the cluster.

7. To prohibit the creation of command line history files on the MySQL nodes, disable the Allow Command History checkbox.

8. To allow the admin and roadmin to connect from any remote host, enable the Allow Remote Admin Access checkbox. When the checkbox is
disabled, admins must boshssh into each MySQL VM to connect as the MySQL super user.

Note: Network configuration and Application Security Groups restrictions may still limit a client’s ability to establish a connection with the
databases.

9. For Cluster Probe Timeout, enter the maximum amount of time, in seconds, that a new node will search for existing cluster nodes. If left blank, the
default value is 10 seconds.
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Replication canary time period *

30

Replication canary read delay *

20

E-mail address (required) *

[« Allow Command History

Cluster Probe Timeout

10. For Max Connections, enter the maximum number of connections allowed to the database. If left blank, the default value is 1500.

11. Under Automated Backups Configuration, select Disable automatic backups of MySQL.

WARNING: Pivotal does not support restoring the internal MySQL database from a full backup because it degrades the Galera MySQL
cluster. To backup and restore the internal MySQL database, you must use BOSH Backup and Restore (BBR) . For more information about
this issue, see the following Pivotal Knowledge Base article: Restore from PAS Automated Database Backup is Not Supported in 1.11 and
later &.

12. If you want to log audit events for internal MySQL, select Enable server activity loggingunder Server Activity Logging.

a. Forthe Event types field, you can enter the events you want the MySQL service to log. By default, this field includes connect and query  which
tracks who connects to the system and what queries are processed. For more information, see the Logging Events (Z section of the MariaDB
documentation.

Server Activity Logging”
Disable server activity logging

© Enable server activity logging

Event types *

connect,guery

Load Balancer Healthy Threshold *

0

Load Balancer Unhealthy Threshold *

0

13. Enter values for the following fields:

o Load Balancer Healthy Threshold: Specifies the amount of time, in seconds, to wait until declaring the MySQL proxy instance started. This
allows an external load balancer time to register the instance as healthy.
o Load Balancer Unhealthy Threshold: Specifies the amount of time, in seconds, that the MySQL proxy continues to accept connections before
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shutting down. During this period, the healthcheck reports as unhealthy to cause load balancers to fail over to other proxies. You must enter a
value greater than or equal to the maximum time it takes your load balancer to consider a proxy instance unhealthy, given repeated failed
healthchecks.

14. If you want to enable the MySQL interruptor feature, select the checkbox to Prevent node auto re-join. This feature stops all writes to the MySQL
database if it notices an inconsistency in the dataset between the nodes. For more information, see the Interruptor Z section in the MySQL for PCF

documentation.

15. Click Save.

Step 14: Configure File Storage

To minimize system downtime, Pivotal recommends using highly resilient and redundantexternal filestores for your Pivotal Application Service (PAS) file
storage.

When configuring file storage for the Cloud Controller in PAS, you can select one of the following:

e Internal WebDAV filestore
e External S3-compatible or Ceph-compatible filestore
e External Google Cloud Storage

e External Azure Cloud Storage

For production-level PCF deployments on AWS, Pivotal recommends selecting the External S3-Compatible File Store. For more information about
production-level PCF deployments on AWS, see the Reference Architecture for Pivotal Cloud Foundry on AWS.

For additional factors to consider when selecting file storage, see the Considerations for Selecting File Storage in Pivotal Cloud Foundry topic.

Internal Filestore

Internal file storage is only appropriate for small, non-production deployments.
To use the PCF internal filestore, perform the following steps:
1. Inthe Pivotal Application Service (PAS) tile, select File Storage.

2. Select Internal WebDAV, and click Save.

External S3 or Ceph Filestore

To use an external S3-compatible filestore for your PAS file storage, perform the following steps:

1. Inthe PAStile, select File Storage.
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This section determines where you would like to place your Elastic Runtime Cloud Controller's file storage.

Configure your Cloud Controller's filesystem*

Internal WebDAV (provided by Elastic Runtime)

® External S3-Compatible File Store (if you want to use a service like S3 or Ceph)

URL Endpoint *

https://s3.amazonaws.com

Access Key *

XYZ1234567

Secret Key *

S3 Signature Version™®

V4 Signature

<

Region”

US West (N. California)

ar

O Server-side Encryption
(available for AWS S3 only)

Buildpacks Bucket Name *

PcfElasticRuntimeS3Buildpack:

Droplets Bucket Name *

PcfElasticRuntimeS3DropletBu

Packages Bucket Name *

PcfElasticRuntimeS3PackagesE

Resources Bucket Name *

PcfElasticRunti meSSResourcels

External Google Cloud Storage

External Azure Storage

2. Select the External S3-Compatible Filestore option and complete the following fields:

o For URL Endpoint:

1. In a browser, open the Amazon Simple Storage Service (Amazon S3) table &.
2. Prepend https:// tothe Endpointforyour region and copy it into the Ops Manager URL Endpoint field.
For example, in the us-west-2 region, use https://s3-us-west-2.amazonaws.com/ .

o For S3 Signature Version and Region, use the V4 Signature values. AWS recommends using Signature Version 4 Z.
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o Select Server-side Encryption (available for AWS S3 only) to encrypt the contents of your S3 filestore. See the AWS S3 documentation & for

more information.
o Complete the following fields:

Ops Manager Field

terraform output

Buildpacks Bucket Name

pas_buildpackets_bucket

Droplets Bucket Name

pas_droplets_bucket

Packages Bucket Name

pas_packages_bucket

Resources Bucket Name

pas_resources_bucket

Access Key ID

iam _user_access_key

AWS Secret Key

iam user_secret_access_key

Note: For more information regarding AWS S3 Signatures, see the Authenticating Requests Z' documentation.

3. Click Save.

Other laaS Storage Options

Google Cloud Storageand Azure Storage are also available as file storage options, but are not recommended for typical PCF on AWS installations.

Step 15: (Optional) Configure System Logging

If you forward logging messages to an external Reliable Event Logging Protocol (RELP) server, complete the following steps:

1. Select the System Logging section that is located within your PAS Settings tab.

@ Assign AZs and Netwarks
@ Domains download via Ops Manager.

Metworking
© Networking Arcress
@ Application Containers

@ Application Developer Controls

& Application Security Groups
Transport Frotocol

© Authentication and Enterprise 550 N
uaa
° Encrypt syslog using TLS?
© CredHub -
e

© Datmbases N X

Syshog Drain Buffer Siza (# of messages) *
@ Internal MySQL loooo
@ File Storage # Erable clo

SEcurity even

@ System Logging @ Usa TCF for i

transport

& Custom Branding X
Custom rsyslog Configuration

© Apps Manager

& Emall Notifications

© App Autoscaler

@ Cloud Controller

Optionally configure rsyslog to forward platform compenent logs to an external service. If you do not fill
these fields, platform logs will not be ferwarded but will remain available on the component VMs and for

2. Enter the IP address of your syslog server in Address.

3. Enter the port of your syslog server in Port. The default port for a syslog serveris 514 .

Note: The host must be reachable from the PAS network, accept TCP connections, and use the RELP protocol. Ensure your syslog server

listens on external interfaces.
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4. Selecta Transport Protocol to use when forwarding logs.

5. If you plan to use TLS encryption when sending logs to the remote server, select Yes when answering the Encrypt syslog using TLS? question.

a. Inthe Permitted Peer field, enter either the name or SHAL fingerprint of the remote peer.
b. Inthe TLS CA Certificate field, enter the TLS CA Certificate for the remote server.

6. Forthe Syslog Drain Buffer Size, enter the number of messages the Doppler server can hold from Metron agents before the server starts to drop
them. See the Loggregator Guide for Cloud Foundry Operatorstopic for more details.

7. If you want to include security events in your log stream, select the Enable Cloud Controller security event logging checkbox. This logs all API
requests, including the endpoint, user, source IP address, and request result, in the Common Event Format (CEF).

8. If you want to transmit logs over TCP, select the Use TCP for file forwarding local transportcheckbox. This prevents log truncation, but may cause
performance issues.

9. If you want to specify a custom syslog rule, enter it in the Custom rsyslog Configuration field in RainerScript & syntax. For more information about
customizing syslog rules, see Customizing Syslog Rules.

10. Click Save.

Step 16: (Optional) Customize Apps

This section describes how to configure Custom Branding and Apps Manager to customize the appearance and functionality of Apps Manager. For more
information about the Custom Branding configuration settings, see Custom Branding Apps Manager.

1. Select Custom Branding. Use this section to configure the text, colors, and images of the interface that developers see when they log in, create an
account, reset their password, or use Apps Manager.
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Company Name

Accent Color

Main Logo {PNGs enly)

Square Logo/Favicon (PNGs cnly)

Footer Text

Defaults to 'Pivatal Software Inc. All rights reserved”

Footer Links
‘You may configure up to three links in the Apps Manager footer

Classification Header/Footer Background Color
Classification Header/Footer Text Color

Classification Header Content

Classification Footer Content

Customize colors, images, and text for Apps Manager and the Cloud Foundry login portal.

2. Click Save to save your settings in this section.

3. Select Apps Manager.
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Configure Apps Manager

[# Enable Invitations

) Display Marketplace Service Plan Prices

Supported currencies as json *

["usd" "§", “eur": "€" }

Product Name

Marketplace Name

Customize Sidebar Links

You may configure up to 10 links in the Apps Manager sidebar

» Marketplace

=b

» Docs

=b

» Tools

4. Select Enable Invitations to enable invitations in Apps Manager. Space Managers can invite new users for a given space, Org Managers can invite
new users for a given org, and Admins can invite new users across all orgs and spaces. See the Inviting New Users section of the Managing User Roles
with Apps Manager topic for more information.

=b

5. Select Display Marketplace Service Plan Prices to display the prices for your services plans in the Marketplace.

6. Enter the Supported currencies as json to appear in the Marketplace. Use the format {"CURRENCY-CODE":"SYMBOL"} | This defaultsto {"usd":"$",
heur": "e"y

7. Use Product Name, Marketplace Name, and Customize Sidebar Linksto configure page names and sidebar links in the Apps Manager and
Marketplace pages.

8. Click Save to save your settings in this section.

Step 17: (Optional) Configure Email Notifications

PAS uses SMTP to send invitations and confirmations to Apps Manager users. You must complete the Email Notifications page if you want to enable end-
user self-registration.

1. Select Email Notifications.
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Configure Simple Mail Transfer Protocol for the Notifications application to send email
notifications about your deployment. This application is deployed as an errand in Elastic
Runtime. If you do not need this service, leave this section blank and disable the Notifications
and Notifications Ul errands.

From Email

i o I

Address of SMTP Server

s

Port of SMTP Server

2525

SMTP Server Credentials

re I

SMTP Enable Automatic STARTTLS

SMTP Authentication Mechanism®

| Flain

SMTP CRAMMDS secret

4. Click Save.

Note: If you do not configure the SMTP settings using this form, the administrator must create orgs and users using the cf CLI tool. See Creating
and Managing Users with the cf CLI for more information.

Step 18: Configure Cloud Controller

1. Click Cloud Controller.
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Configure the Cloud Controller

Cloud Controller DB Encryption Key

Enabling CF API Rate Limiting will prevent API consumers from overwhelming the platform APl servers. Limits are imposed on a per-user
or per-client basis and reset on an hourly interval. *

D Enable

® Disable

2. Enter your Cloud Controller DB Encryption Key if all of the following are true:

o You deployed Pivotal Application Service (PAS) previously.
o You then stopped PAS or it crashed.
o You are re-deploying PAS with a backup of your Cloud Controller database.

See Backing Up Pivotal Cloud Foundry & for more information.

3. CF API Rate Limiting prevents APl consumers from overwhelming the platform API servers. Limits are imposed on a per-user or per-client basis and

reset on an hourly interval.
To disable CF API Rate Limiting, select Disable under Enable CF API Rate Limiting. To enable CF API Rate Limiting, perform the following steps:

a. Under Enable CF API Rate Limiting, select Enable.
b. For General Limit, enter the number of requests a user or client is allowed to make over an hour interval for all endpoints that do not have a

custom limit. The default valueis 2000 .
c. For Unauthenticated Limit, enter the number of requests an unauthenticated client is allowed to make over an hour interval. The default

valueis 100 .

4. Click Save.

Step 19: Configure Smoke Tests

The Smoke Tests errand runs basic functionality tests against your Pivotal Application Service (PAS) deployment after an installation or update. In this
section, choose where to run smoke tests. In the Errands section, you can choose whether or not to run the Smoke Tests errand.

1. Select Smoke Tests.

2. If you have a shared apps domain, select Temporary space within the system organization, which creates a temporary space within the system
organization for running smoke tests and deletes the space afterwards. Otherwise, select Specified org and space and complete the fields to specify

where you want to run smoke tests.
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Specify a Cloud Foundry organization and space where smoke tests can run if in the
future you delete your Elastic Runtime deployment domains.

Choose where to deploy applications when running the smoke tests *

O Temporary space within the system organization (This is deleted after smoke tests finish.)

@® Specified org and space (The org and space must have a domain available for routing.)

Organization *
Space *

Domain *

3. Click Save.

Step 20: (Optional) Enable Advanced Features

The Advanced Features section of Pivotal Application Service (PAS) includes new functionality that may have certain constraints. Although these features
are fully supported, Pivotal recommends caution when using them in production environments.

Diego Cell Memory and Disk Overcommit

If your apps do not use the full allocation of disk space and memory set in the Resource Config tab, you might want use this feature. These fields control
the amount to overcommit disk and memory resources to each Diego Cell VM.

For example, you might want to use the overcommit if your apps use a small amount of disk and memory capacity compared to the amounts set in the
Resource Config settings for Diego Cell.

Note: Due to the risk of app failure and the deployment-specific nature of disk and memory use, Pivotal has no recommendation about how
much, if any, memory or disk space to overcommit.

To enable overcommit, do the following:

1. Select Advanced Features.

Cell Memory Capacity (MB) (min: 1)
[

Cell Disk Capacity (MB} (min: 1)
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2. Enter the total desired amount of Diego cell memory value in the Cell Memory Capacity (MB) field. Refer to the Diego Cell row in the Resource
Config tab for the current Cell memory capacity settings that this field overrides.

3. Enter the total desired amount of Diego cell disk capacity value in the Cell Disk Capacity (MB) field. Refer to the Diego Cell row in the Resource
Config tab for the current Cell disk capacity settings that this field overrides.

4. Click Save.

Note: Entries made to each of these two fields set the total amount of resources allocated, not the overage.

Whitelist for Non-RFC-1918 Private Networks

Some private networks require extra configuration so that internal file storage (WebDAV) can communicate with other PCF processes.

The Whitelist for non-RFC-1918 Private Networks field is provided for deployments that use a non-RFC 1918 private network. This is typically a private
network other than 10.0.0.0/8 , 172.16.0.0/12 ,0r 192.168.0.0/16 .

Most PCF deployments do not require any modifications to this field.
To add your private network to the whitelist, do the following:
1. Select Advanced Features.

2. Append anew allow rule to the existing contents of the Whitelist for non-RFC-1918 Private Networks field.

Whitelist for non-RFC-1918 Private Networks *

allow 10.0.0.0/8;,allow 172.16.0.0/12;,allow . If your Elastic Runtime deployment is using a private network that is not RFC 1918 (10.0.0.0/8, 172.16.0.0/12,
192.168.0.0/16), then you must type in "allow <your-network=;" here. It is important to include the word
"allow" and the semi-colon at the end. For example, "allow 172.99.0.0/24;"

Include the
word allow | the network CIDR range to allow, and a semi-colon ( : ) at the end. For example: allow 172.99.0.0/24;

3. Click Save.

CF CLI Connection Timeout

The CF CLI Connection Timeout field allows you to override the default five second timeout of the Cloud Foundry Command Line Interface (cf CLI) used
within your PCF deployment. This timeout affects the cf CLI command used to push PAS errand apps such as Notifications, Autoscaler, and Apps Manager.

Set the value of this field to a higher value, in seconds, if you are experiencing domain name resolution timeouts when pushing errands in PAS.
To modify the value of the CF CLI Connection Timeout, perform the following steps:

1. Select Advanced Features.

CF CLI Connection Timeout

15

2. Add avalue, in seconds, to the CF CLI Connection Timeout field.

3. Click Save.

Step 21: Configure Errands

Errands are scripts that Ops Manager runs automatically when it installs or uninstalls a product, such as a new version of Pivotal Application Service
(PAS). There are two types of errands: post-deploy errands run after the product is installed, and pre-delete errands run before the product in uninstalled.

By default, Ops Manager always runs pre-delete errands, and only runs post-deploy errands when the product has changed since the last time Ops
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Manager installed something. In PAS, the Smoke Test Errand defaults to always run.

The PAS tile Errands pane lets you change these run rules. For each errand, you can select On to run it always, Off to never run it, or When Changed to
run it only when the product has changed since the last install.

For more information about how Ops Manager manages errands, see the Managing Errands in Ops Manager topic.

Note: Several errands deploy apps that provide services for your deployment, such as Autoscaling and Notifications. Once one of these apps is
running, selecting Off for the corresponding errand on a subsequent installation does not stop the app.

Errands

Errands are scripts that run at designated points during an installation.

Post-Deploy Errands

Smoke Test Errand Runs Smoke Tests against your Elastic Runtime installation
Default (On) >

Usage Service Errand Pushes the Pivotal Usage Service application to your Elastic Runtime installation. Pivotal Apps Manager depends on this application.
Default (On) A,

Apps Manager Errand Pushes the Pivotal Apps Manager application to your Elastic Runtime installation
Default (On) =

Notifications Errand Pushes the Pivotal Notifications application to your Elastic Runtime installation
Default (On) >

Motifications Ul Errand Pushes the Notifications Ul component to your Elastic Runtime installation
Default (On) =

Pivotal Account Errand Pushes the Pivotal Account application to your Elastic Runtime installation
Default (On) ~

Autoscaling Errand Pushes the Pivotal App Autoscaling application to your Elastic Runtime installation
Default (On) L]

Autoscaling Registration Errand Registers the Autoscaling Service Broker
Default (On) =

NFS Broker Errand Pushes the NFS Broker application to your Elastic Runtime installation
Default (On) -

There are no pre-delete errands for this product.

-

e Smoke Test Errand verifies that your deployment can do the following:

o Push, scale, and delete apps
o Create and delete orgs and spaces

e Usage Service Errand deploys the Pivotal Usage Service application, which Apps Manager depends on.

e Apps Manager Errand deploys Apps Manager, a dashboard for managing apps, services, orgs, users, and spaces. Until you deploy Apps Manager, you
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must perform these functions through the cf CLI. After Apps Manager has been deployed, Pivotal recommends deselecting the checkbox for this errand
on subsequent PAS deployments. For more information about Apps Manager, see the Getting Started with the Apps Manager topic.

Notifications Errand deploys an API for sending email notifications to your PCF platform users.

Note: The Notifications app requires that you configure SMTP with a username and password, even if you set the value of SMTP
Authentication Mechanism to none

Notifications Ul Errand deploys a dashboard for users to manage notification subscriptions.

Pivotal Account Errand deploys Pivotal Account, a dashboard that allows users to create and manage their accounts. In the Pivotal Account
dashboard, users can launch applications, manage their profiles, manage account security, manage notifications, and manage approvals. See the
Enabling Pivotal Account  topic for more information.

Autoscaling Errand enables you to configure your apps to automatically scale in response to changes in their usage load. See the Scaling an
Application Using Autoscaler topic for more information.

Autoscaling Registration Errand makes the Autoscaling service available to your applications. Without this errand, you cannot bind the Autoscaling
app to your apps.

NFS Broker Errand enables you to use NFS Volume Services by installing the NFS Broker app in PAS. See the Enabling NFS Volume Services topic for
more information.

Step 22: Configure Router (or HAProxy) to Elastic Load Balancer

Resource Config

Consul futomatic: 3 4| Mdtomatic LGB #| | Autamatkc: micrn jopu: L, ram: 1 GB, disk: 7 GA} 3
NATS fatamatic: 2 & [ Hose Autamaric: micra {opu: 1, ram: 1 GB, disk: 263} +
wtod futomatc: 3 &) sdtomatic LGB #| | Autematic mice opu: L, ram: 1GB, disk: 2GB) #
Ciepo BBS Fatgmatic: 0§ Aulomatic LG8 % hutomatic micrs fgpu: 1, ram: 1GB, disk: 268] 3
File Storage butomatic: L § Automabic L00GE & Automatic: mediumomen (g L ram: 8GB, disk: 8681 §
MySQL Prosy dutomatic: 2§ |None Automatic: small jcou: 1, ram: 2 GE, disk: 4 GB] ¥
My50L Server futomatic: 3§ | Automatic:100GE  §| | Automatic: laege disk (cpus 2, ram: 8 6B, disk: 64 GB) B
Hackup Prepare Node: o $| Automatic:200GE  §| | Awtomatic: small jcou: L, ram: 2 GB, disk: 4 GU}

s fatomatie: & [Hone Autamaric: modium. @isk (cpu: 3, am: 4 OB, ke 3768) &
Clewd Contrallor fatomatic: 4| Adtomatic LGB 8| Autamaric: medium 6k iopus 7, e 4 GF, g 326 &
HAPrany Aatomatic: 1§ Nooe Autamatic: micre {oput L, ram: 1 GB, disk: 263} b

Clock Glabial falamatic: 1§ | Nome Automatic: micro fepu: 1, I3
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Diego Cell futomate:d 3 Hone Swbamatec: slarge.disk (cou: 4, ram: 15 GB, disk: 126 G

Doanler Serer futemate:d 3| None Susbamatic: micra iopu: L, ram: 1 6B, disk: 268} B

Loggregatar Trafficcnmraller futemate:d | None Autamatic: mizra fopu: L, ram: 1 68, disk: 2 68} N
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TCF Rouser ] +| mmomatici1se g | Autamaric: micrn opu: L ram: | 6B, disk: 2 63} 3| peftep-elb
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1. Inthe PASttile, click Resource Config.

2. Enter the name of your SSH load balancer depending on which release you are using. You can specify multiple load balancers by entering the names
separated by commas.

o Pivotal Application Service (PAS): In the ELB Name field of the Diego Brain row, enter the value of ssh_elb_name from the Terraform
output.
o Small Footprint Runtime: In the ELB Name field of the Control row, enter the value of ssh_elb_name from the Terraform output.
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3. Inthe ELB Name field of the Router row, enter the value of web_elb_name from the Terraform output.

Note: If you are using HAProxy in your deployment, then put the name of the load balancers in the ELB Name field of the HAProxy row
instead of the Router row. For a high availability configuration, scale up the HAProxy job to more than one instance.

4. Inthe ELB Name field of the TCP Router row, enter the value of tcp_elb_name from the Terraform output.

5. Click Save.

Step 23: (Optional) Scale Down and Disable Resources

Note: The Resource Config pane has fewer VMs if you are installing the Small Footprint Runtime.

Note: The Small Footprint Runtime does not default to a highly available configuration. It defaults to the minimum configuration. If you want to
make the Small Footprint Runtime highly available, scale the Compute, Router, and Database VMsto 3 instances and scale the Control VM to
2 instances.

Pivotal Application Service (PAS) defaults to a highly available resource configuration. However, you may need to perform additional procedures to make
your deployment highly available. See the Zero Downtime Deployment and Scaling in CF and the Scaling Instances in PAS topics for more information.

If you do not want a highly available resource configuration, you must scale down your instances manually by navigating to the Resource Config section
and using the drop-down menus under Instances for each job.

By default, PAS also uses an internal filestore and internal databases. If you configure PAS to use external resources, you can disable the corresponding
system-provided resources in Ops Manager to reduce costs and administrative overhead.

Complete the following procedures to disable specific VMs in Ops Manager:
1. Click Resource Config.
2. If you configured PAS to use an external S3-compatible filestore, enter 0 in Instances in the File Storage field.

3. If you selected External when configuring the UAA, System, and CredHub databases, edit the following fields:

o MySQL Proxy: Enter 0 in Instances.

o MySQL Server: Enter 0 in Instances.

o MySQL Monitor: Enter 0 in Instances.

o Backup Prepare Node: Enter 0 in Instances.

4. If you disabled TCP routing, enter 0 Instances in the TCP Router field.
5. If you are not using HAProxy, enter 0 Instances in the HAProxy field.

6. Click Save.

Step 24: Download Stemcell

This step is only required if your Ops Manager does not already have the Stemcell version required by PAS.
1. Select Stemcell.
2. Loginto the Pivotal Network ' and click on Stemcells.
3. Download the appropriate stemcell version targeted for your laaS.

4. In Ops Manager, import the downloaded stemcell -tz file.
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Stemcell

A stemcell is a template from which Ops Manager creates the VMs needed for a wide variety of
components and products.

cf requires BOSH stemcell version 3262 ubuntu-trusty

+ Using bosh-stemcell-3262.4-vsphere-esxi-ubuntu-trusty-go_agent.tgz

Step 25: Complete the PAS Installation

1. Click the Installation Dashboard link to return to the Installation Dashboard.

2. Click Apply Changes. If the following ICMP error message appears, click Ignore errors and start the install.

P PCF Ops Manager

A Please review the errors below
+ Cannot reach gateway with IP 10.0.16.1 (ignorable if ICMP is disabled) Ignore errors and start the install Stop and fix errors
+ Cannot reach DNS with IP 10.0.0.2 (ignorable if ICMP is disabled)

The install process generally requires a minimum of 90 minutes to complete. The image shows the Changes Applied window that displays when the
installation process successfully completes.

@ Changes Applied

Ops Manager Director was successfully installed.

We recommend that you export a backup ofthis installation from the actions menu.

Return to Installation Dashboard
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Deleting PCF from AWS

Page last updated:

When you deploy Pivotal Cloud Foundry & (PCF) to Amazon Web Services (AWS), you provision a set of resources. This topic describes how to delete the
AWS resources associated with a PCF deployment. You can use the AWS console to remove an installation of all components, but retain the objects in your
bucket for a future deployment.

1. Loginto your AWS Console.
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2. Navigate to your EC2 dashboard. Select Instances from the menu on the left side.

AWS ~

EC2 Dashboard
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3. Terminate all your instances.
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AWS Services

Events
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Security Groups
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Load Balancers Description Status Checks Monitoring Tags

Key Pairs i-0cOe64fa: ec2-52-24-189-56.us-west-2.compute.amazonaws.com

i-060963f0: ec2-52-24-190-103.us-west-2.compute.amazonaws.com

Network Interfaces i-baleBa4c: ec2-52-24-189-159.us-west-2.compute.amazonaws.com
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4. Select Load Balancers. Delete all load balancers.
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5. From the AWS Console, select RDS.
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6. Select Instances from the menu on the left side. Delete the RDS instances.

AWS
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7. Select Create final Snapshot from the drop-down menu. Click Delete.
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8. From the AWS Console, select VPC.
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Select Your VPCs from the menu on the left. Delete the VPCs.

VPC Dashboard " e

Filter by VPC:
None G Q Searct
Edit DHCP Options Set
Virtual Private Cloud Name [EPWRNTTMEIWM - State - VPCCIDR -
| Yourvres - Edit DNS Hostnames available 172.31.0.016
Subnets
Route Tables

Internet Gateways
DHCP Options Sets
Elastic IPs

Peering Connections

Check the box to acknowledge that you want to delete your default VPC. Click Yes, Delete.

Delete VPC x

Are you sure you want to delete this VPC? Deleting this VPC will also delete objects associated with
this VPG in this region.

* Subnets * Intemnet Gateways

* Security Groups + Foute Tables

* Network ACLs * Network Interfaces

+ VPN Attachments + VPC Peering Connections

| Delete VPN Connection when deleting the VPC.
Warning: If you delete this default VPC, you can't launch instances in the us-west-2 region
unless you specify a subnet in another VPC. You must contact AWS Support if you want to
create a new default VPC.

| acknowledge that | want to delete my default VPC.
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Creating a Proxy ELB for Diego SSH

If you want to allow SSH connections to application containers, you may want to use an Elastic Load Balancer (ELB) as the SSH proxy.
Perform the steps below to create this ELB:
1. Onthe EC2 Dashboard, click Load Balancers.

2. Click Create Load Balancer, and configure a load balancer with the following information:

ices v CF RelEng ~  N. Califol ~  Support ~

AWS ~

1. Define Load Balancer 2. Assign Security Groups 3. Configure Security Settings 4. Configure Health Check 5. Add EC2 Instances 6. Add Tags 7. Review

Step 1: Define Load Balancer

Basic Configuration

This wizard will walk you through setting up a new load balancer. Begin by giving your new load balancer a unique name so that you can identify it from other load balancers you might create. You will
also need to configure ports and protocols for your load balancer. Traffic from your clients can be routed from any load balancer port to any port on your EC2 instances. By default, we've configured
your load balancer with a standard web server on port 80.

Load Balancer name:  my-SSH-ELB

Create LB Inside: | vpc-4b388526 (10.0.0.0/16) | pot-vpc
Create an internal load balancer: [ {what's this?)
v
Listener Configuration:
Load Balancer Protocol Load Balancer Port Instance Protocol Instance Port
TCP 2222 TcP 2022 Q
Add
Select Subnets

‘You will need to select a Subnet for each Availability Zone where you wish traffic to be routed by your load balancer. If you have instances in only one Availability Zone, please select at least two
Subnets in different Availability Zones to provide higher availability for your load balancer.

VPC vpc-4b38852e (10.0.0.0/16) | pcf-vpe

| A Please select at least two Subnets in different Availability Zones to provide higher availability for your load balancer.

Available Subnets

Actions Availability Zone Subnet ID Subnet CIDR Name

9 us-west-1b subnet-b63be1ef 10.0.16.0/20 pcf-private-subnet

[+] us-west-1b subnet-b73belee 10.0.2.0/24 pecf-rds-subnet-1

o us-west-Tc subnet-cBf095ad 10.0.3.0/24 pecf-rds-subnet-2
Selected Subnets

Actions Availability Zone Subnet ID Subnet CIDR Name

Q us-west-1b subnet-b43belied 10.0.0.0/24 pcf-public-subnet

o Enter aload balancer name.
o Create LB Inside: Select the pcf-vpc VPC where your PCF installation lives.
o Ensure that the Create an internal load balancer checkbox is not selected.
3. Under Load Balancer Protocol, ensure that this ELB is listening on TCP port 2222 and forwarding to TCP port 2222 .

4. Under Select Subnets, select the public subnet.

5. Onthe Assign Security Groups page, create a new Security Group. This Security Group should allow inbound traffic on TCP port 2222 .
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Create Security Group
Security group name (| PCF_SSH_ELE SecurityGroup
Description (j
VPC (i vpe-4b38E52e [10.0.0.0/18) | pef-vpe a
* denotes default VPC

Security group rules:

Inbound QOutbound

Type (i Protocol i Port Range (i Source (i
Gustom TGP Fule [ TGP ez anywhers | 0.0.0.000 [x]
Add Rule

cancel

6. The Configure Security Settings page displays a security warning because your load balancer is not using a secure listener. You can ignore this
warning.

1. Define Load Balancer 2. Assign Security Groups 3. Configure Security Settings 4. Configure Health Check 5. Add EC2 Instances 6. Add Tags 7. Review

Step 3: Configure Security Settings

A Improve your load balancer's security. Your load balancer is not using any secure listener.

If your traffic to the load balancer needs to be secure, use either the HTTPS or the SSL protocol for your front-end connection. You can go back to the first step to add/configure secure
listeners under Basic Configuration section. You can also continue with current settings.

7. Click Next: Configure Health Check.

1. Define Load Balancer 2. Assign Security Groups 3. Configure Secu

Step 4: Configure Health Check

Your load balancer will automatically perform health checks on your E
removed from the load balancer. Customize the health check to meet

Ping Protocol TCP

Ping Port 2222

Advanced Details
Response Timeout (j) 5 seconds
Health Check Interval () 30 seconds
Unhealthy Threshold (7) 2
Healthy Threshold (i) 10

8. Select TCP in Ping Protocolon the Configure Health Check page. Ensure that the Ping Port valueis 2222 and set the Health Check Interval to
30 seconds.

9. Click Next: Add EC2 Instances.
10. Accept the defaults on the Add EC2 Instances page and click Next: Add Tags.
11. Accept the defaults on the Add Tags page and click Review and Create.
12. Review and confirm the load balancer details, and click Create.

13. With your DNS service (for example, Amazon Route 53), create an ssh.system. YOUR-SYSTEM-DOMAIN  DNS record that points to this ELB that you just
created.
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Create Record Set

Type: CNAME - Canonical name

Alias: Yes (@ No

ssh | .your-system-domain.com.

TTL (Seconds): 300 1m | 5m

1h || 1d

F
v

Value:

The domain name that you want to

Name field.
Example:
www.example.com

resolve to instead of the value in the

14. You can now use this ELB to the SSH Proxy of your Pivotal Application Service (PAS) installation.

15. In PAS, select Resource Config, and enter the ELB that you just created in the Diego Brain row, under the ELB Names column.

UAA 1 4/ None Automatic: t2.small (cpu: 1, ram: 2 GB, disk: 2 GB) 4
Diego Brain 1 4|/ Automatic:1GB 4% | Automatic: m3.medium (cpu: 1, ram: 3.75 GB, disk: 4 Gt % passion-elb
Diego Cell 3 4+ None m3.2xlarge (cpu: 8, ram: 30 GB, disk: 64 GB) 4
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Upgrading Ops Manager Director on AWS

This topic describes how to upgrade Ops Manager Director for Pivotal Cloud Foundry (PCF) on Amazon Web Services (AWS). It corresponds to Step 2:
Deploy Ops Manager in the Upgrading Pivotal Cloud Foundry topic.

In this procedure, you create a new Ops Manager VM instance that hosts the new version of Ops Manager. To upgrade, you export your existing Ops
Manager installation into this new VM.

Retrieve the Ops Manager AMI ID
To retrieve the Amazon Machine Image (AMI) ID for Ops Manager, perform the following steps:
1. Navigate to the Pivotal Cloud Foundry Operations Manager section of Pivotal Network Z.
2. Select the version of PCF you want to install from the Releases dropdown.
3. Inthe Release Download Files, click the file named Pivotal Cloud Foundry Ops Manager for AWS to download a PDF.

4. Open the PDF and record the AMI ID for your region.

Launch the AMI

To launch the AMI ID for Ops Manager, perform the following steps:
1. Navigate to your EC2 Dashboard.
2. Click AMIs from the Images menu.
3. Select Public images from the drop-down filter that says Owned by me.

4. Paste the AMI ID for your region into the search bar and press enter.

Note: There is a different AMI for each region. If you cannot locate the AMI for your region, verify that you have set your AWS Management
Console to your desired region. If you still cannot locate the AMI, log in to the Pivotal Network Z and file a support ticket.

Public images Q AMI Name : pivotal-ops AMI ID : =i O (2]

@ Name AMI Name - AMIID Source

w pivotal-ops-manager-20150323T224 150-dcce5db ami-aEm 1527873926101...

5. (Optional) If you want to encrypt the VM that runs Ops Manager with AWS Key Management Service (KMS), perform the following additional steps:

a. Right click the row that lists your AMI and click Copy AMI.
b. Select your Destination region.

c. Enable Encryption. For more information about AMI encryption, see Encryption and AMI Copy & from the Copying an AMItopic in the AWS
documentation.

d. Select your Master Key. To create a new custom key, see Creating Keys (@' in the AWS documentation.
e. Click Copy AML. You can use the new AMI you copied for the following steps.

6. Select the row that lists your Ops Manager AMI and click Launch.

7. Choose m3.large for your instance type and click Next: Configure Instance Details.
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Family - Type - vCPUs (i) - Memory (GiB) v Instance Storage (GB) (i -
Micro instances tEmics 1 0.613 EBS only
"""""""""
7 General purpose 12.micro EBS only
General purpose t2.small 1 2 EBS only
General purpose 2. medium 2 4 EBS only
General purpose m3.medium 1 3.75 1 x 4(S50)
™ General purpose m3.large 2 7.5 1x32(880D)

8. Configure the following for your instance:

o Network: Select the VPC that you created.
o Subnet: Select pcf-public-subnet-az0 .
o Auto-assign for Public IP: Select Enable.

o 1AM role: Select the IAM role associated with your pcf-user profile. If you have not created one, click Create new IAM role and follow the

Guidelines for Creating User Roles on AWS .
o For all other fields, accept the default values.

1. Choosa AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI,
access management role to the instance, and more.

6. Configura Sacurity Group 7. Review

request Spot Instances to take advantage of the lower pricing, assign an

= c Create new VPC

H Create new subnet

3| C Create new 1aM role

Number of instances () 1
Purchasing option  (j) [ Request Spot Instances
Network (i) | ypc-8ec593eb (10.0.0.0/16) | pcfvpe
Subnet (i) | subnet-fe8129d5(10.0.0.0/24) | public-azl | . *
250 IP Addresses available
Auto-assign Public IP (7) | Enable N
IAMrole D [ None
Shutdown behavi [ stop :

Enable termination protection [ Protect against accidental termination

Monitoring (i) [ Enable CloudWatch detailed monitoring
Additional charges apply.

Tenancy (j) | Shared te nancy (mu.l-ti -tenant .hardwarel

Additional charges will apply for dedicated tenancy.

9. Click Next: Add Storage and adjust the Size (GiB) value. The default persistent disk value is 50 GB. Pivotal recommends increasing this value to a

minimum of 100 GB.

Step 4: Add Storage

sterage options in Amazen EC2.

Type (i Device (i) | Snapshot (0 522 voumenype (i) 10PS (1)
Root fdevisdal snap-ticesd7e |00 General Purpase (SSD) 3| 1503000
| Instance Store 0 | | jdev/sdb :| nNA NiA NEA LN

Add New Volume

1, Chaase AMI 2. Chocse Instance Type & Configuee nstance 4, Add Storage 5. Tag Instance 6, Conmigune Securlty Group 7. Review

Your Instance will be launched with the follewing storage device settings. You can attach additional EBS volumes and instance siore volumes 1o your instance, or
edit the settings of the root veluma. You can also attach additional EBS volumes after launching an instance, but not instance store velumes, Leam mare about

Delete on

Termination E"fww
()
o Mot Encrypted
NAA Mot Encrypted €3

10. Click Next: Tag Instance
11. Onthe Add Tags page, add a tag with the key Name and value pcf-ops-manager

12. Click Next: Configure Security Group.

13. Select the pef-ops-manager-security-group  that you created in Step 5: Configure a Security Group for Ops Manager.

14. Click Review and Launch and confirm the instance launch details.
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15. Click Launch.

16. Select the pcf-ops-manager-key  key pair, confirm that you have access to the private key file, and click Launch Instances. You use this key pair to
access the Ops Manager VM.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

Choose an existing key pair =
Select a key pair

pef )

™I acknowledge that | have access to the selected private key file (pcf.pem), and that without
this file, | won't be able to log into my instance.

Cancel Launch Instances

Edit the Ops Manager DNS A Record

1. Click View Instances to access the Instances page on the EC2 Dashboard.
2. Select the VM that you created in the previous section.

3. Locate the IPv4 Public IP value in the instance Description tab, and record this value for use in the next step.

4. Inyour DNS provider, edit the A record for pcf.YOUR-SYSTEM-DOMAIN  to point to the IP address recorded in the previous step.

Continue Upgrading PCF

Continue to Step 3: Import Previous Ops Manager Installationin the Upgrading Pivotal Cloud Foundry topic.
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PCF on Azure Requirements

Page last updated:
This guide describes how to install Pivotal Cloud Foundry ' (PCF) on Azure.

To view production-level deployment options for PCF on Azure, see the Reference Architecture for Pivotal Cloud Foundry on Azure.

General Requirements
The following are general requirements for deploying and managing a PCF deployment with Ops Manager and Pivotal Application Service (PAS):

e Awildcard DNS record that points to your router or load balancer. Alternatively, you can use a service such as xip.io. For example, 203.0.113.0.xip.io

o PAS gives each application its own hostname in your app domain.

o With a wildcard DNS record, every hostname in your domain resolves to the IP address of your router or load balancer, and you do not need to
configure an A record for each app hostname. For example, if you create a DNS record *.example.com pointing to your load balancer or router,
every application deployed to the example.com domain resolves to the IP address of your router.

o At least one wildcard TLS certificate that matches the DNS record you set up above, *.example.com

e Sufficient IP allocation:

o One static IP address for each job in the Ops Manager tile. See the Resource Config pane for each tile for a full list.
o One static IP address for each job listed below:

= Consul

= NATS

= File Storage

= MySQL Proxy
= MySQL Server
= Backup Prepare Node
= HAProxy

= Router

= MySQL Monitor
= Diego Brain

= TCP Router

o One P for each VM instance created by the service.
o An additional IP address for each compilation worker. So the formula for total IPs needed is

IPs needed = static IPs + VM instances + compilation workers .

Note: Pivotal recommends that you allocate at least 36 dynamic IP addresses when deploying Ops Manager and PAS. BOSH requires
additional dynamic IP addresses during installation to compile and deploy VMs, install PAS, and connect to services.

e Oneor more NTP servers if not already provided by your laaS.

e (Recommended) A network without DHCP available for deploying the PAS VMs.
Note: If you have DHCP, refer to the Troubleshooting Guide to avoid issues with your installation.

e (Optional) External storage. When you deploy PCF, you can select internal file storage or external file storage, either network-accessible or laaS-
provided, as an option in the PAS tile. Pivotal recommends using external storage whenever possible. See Configure File Storage for a discussion of
how file storage location affects platform performance and stability during upgrades.

e (Optional) External databases. When you deploy PCF, you can select internal or external databases for the BOSH Director and for PAS. Pivotal
recommends using external databases in production deployments. An external database must be configured to use the UTC timezone.

e (Optional) External user stores. When you deploy PCF, you can select a SAML user store for Ops Manager or a SAML or LDAP user store for PAS, to
integrate existing user accounts.

e The most recent version of the Cloud Foundry Command Line Interface & (cf CLI).
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Azure Requirements
The following are the minimum resource requirements for deploying a PCF deployment with Ops Manager and Pivotal Application Service (PAS) on Azure:
e VMs:

o PAS: Ataminimum, a new Azure deployment requires the following VMs for PAS:

VM Type VM Count
Fls 27
F2s 4
PAS and Ops Manager
F4s 4
DS11v2 1
DS12v2 1

By default, PAS deploys the number of VM instances required to run a highly available configuration of PCF. If you are deploying a test or sandbox
PCF that does not require HA, then you can scale down the number of instances in your deployment. For information about the number of instances
required to run a minimal, non-HA PCF deployment, see Scaling PAS.

o Small Footprint PAS: To run Small Footprint PAS, an Azure deployment requires:

Azure Requirements VM Type VM Count Notes
DS11v2 1
DS12v2 2
Small Footprint PAS
F2s 0 Add 1 to count if using HAProxy
Fls 5
DS2v2 1
Ops Manager
F4s 4

Note: Specific instance types are only supported in certain regions. See the Azure documentation & for a complete list. If you are
deploying PCF in a region that does not support the above instance types, see the Ops Manager APl documentation & for instructions on
how to override the default VM sizes. Changing the default VM sizes may increase the cost of your deployment.

e An OS disk of 120 GB for the Ops Manager VM.
Note: Ops Manager v1.11 requires a Director VM with at least 8 GB memory.

e Todeploy PCF on Azure, you must have the Azure CLI v2.0. For instructions on how to install the Azure CLI for your operating system, seePreparing to
Deploy PCF on Azure.

Azure Permissions Guidelines

Pivotal recommends following the principle of least privilege by scoping privileges to the most restrictive permissions possible for a given role. SeelaaS
Permissions Guidelines for recommendations on how to create and scope Azure accounts for PCF.

Azure Security Documents

e Azure security documentation &'
This site has documentation on Azure security tools. It provides a general guide to how to manage laa$S users and credentials.

Install PCF on Azure

Complete the following procedures to install PCF on Azure:
1. Preparingto Deploy PCF on Azure

2. Launching an BOSH Director Instance on Azure
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3. Configuring Ops Manager Director on Azure

4. Deploying PAS on Azure

Install PCF on Azure Government Cloud

Note: Azure Government Cloud is only supported in PCF v1.10 and later.

To deploy PCF on Azure Government Cloud, see the Deploying PCF on Azure Government Cloud & topic.

Install PCF in Azure Germany

Note: Azure Germany is only supported 